JMIR Nursing

Journal Impact Factora ¢ (JIF) (2023): 5.8
Volume 7 (2024) ISSN 1438-8871 Editor in Chief: Gunther Eysenbach, MD, MPH

Contents
Viewpoints
Advancing Al Data Ethics in Nursing: Future Directions for Nursing Practice, Research, and Education
(e62678)
Patricia Ball Dunlap, Martin MIiCh@alOWSKI. . . . . . ..ot e e e e e e e e e e e e e e e 4

Software Testing of eHealth Interventions: Existing Practices and the Future of an Iterative Strategy (e56585)
Oyinda Obigbesan, Kristen Graham, Karen BeNZIES. . . . . ... ottt e e e 15

The Cooperation Between Nurses and a New Digital Colleague “Al-Driven Lifestyle Monitoring” in Long-Term
Care for Older Adults: Viewpoint (e56474)

Sjors Groeneveld, Gaya Bin Noon, Marjolein den Ouden, Harmieke van Os-Medendorp, J van Gemert-Pijnen, Rudolf Verdaasdonk, Plinio

Navigating the Pedagogical Landscape: Exploring the Implications of Al and Chatbots in Nursing Education
(e52105)

Muthuvenkatachalam Srinivasan, Ambili Venugopal, Latha Venkatesan, Rajesh Kumar. . .. ... e 270

Reviews

Technology-Supported Guidance Models to Stimulate Nursing Students’ Self-Efficacy in Clinical Practice:
Scoping Review (€54443)

Paula Bresolin, Simen Steindal, Hanne Bingen, Jaroslav Zlamal, Jussara Gue Martini, Eline Petersen, Andréa Nes. . . ........... ... .. ...... 20

Privacy Barriers in Health Monitoring: Scoping Review (€53592)
Luyi Sun, Bian Yang, Els Kindt, JIngyi Chu. . . ... ... o 34

Remote Patient Monitoring at Home in Patients With COVID-19: Narrative Review (e44580)
Justien Cornelis, Wendy Christiaens, Christophe de Meester, Patriek MiStiaen. . . . . .. ... . e 54

Digital Health Education and Training for Undergraduate and Graduate Nursing Students: Scoping Review
(e58170)

Manal Kleib, Antonia Arnaert, Lynn Nagle, Shamsa Ali, Sobia Idrees, Daniel Costa, Megan Kennedy, Elizabeth Darko. . . .................... 143
Using Al-Based Technologies to Help Nurses Detect Behavioral Disorders: Narrative Literature Review

(e54496)

Sofia Fernandes, Armin von GUNten, HENK VEII00. . . . . .. .o 258

JMIR Nursing 2024 | vol. 7 | p.1

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

Identifying Depression Through Machine Learning Analysis of Omics Data: Scoping Review (€54810)
Brittany Taylor, Mollie Hobensack, Stephanie Nifio de Rivera, Yihong Zhao, Ruth Masterson Creber, Kenrick Cato. . .. ....................... 284

Original Papers

Calculating Optimal Patient to Nursing Capacity: Comparative Analysis of Traditional and New Methods
(e59619)
Anna Ware, Terri Blumke, Peter Hoover, David ArrO0Ia. . . . .. ... e e e e e e e e e e 81

Sentiment Analysis of Patient- and Family-Related Sepsis Events: Exploratory Study (e51720)
Mabel Ntiamoah, Teenu Xavier, Joshua Lambert. . . ... ... . e e 90

Evaluation of Autonomic Nervous System Function During Sleep by Mindful Breathing Using a Tablet
Device: Randomized Controlled Trial (€56616)
Eiichi Togo, Miki Takami, KyoKo IShIQaKi. . . . . .. ..o e e e e e e e e e 101

mHealth Gratitude Exercise Mindfulness App for Resiliency Among Neonatal Intensive Care Unit Staff:
Three-Arm Pretest-Posttest Interventional Study (e54561)

Neil Peterson, Michael Thomas, Stacie Hunsaker, Tevin Stewart, Claire Collett. . . . .. ... .. . et 114

Nurses’ Use of mHealth Apps for Chronic Conditions: Cross-Sectional Survey (e57668)
Wa'ed Shiyab, Kaye Rolls, Caleb Ferguson, Elizabeth Halcomb. . . .. ... ... e 123

Comparative Effectiveness of Health Communication Strategies in Nursing: A Mixed Methods Study of
Internet, mHealth, and Social Media Versus Traditional Methods (e55744)

Mariwan Hamarash, Radhwan Ibrahim, Marghoob Yaas, Mohammed Abdulghani, Osama Al Mushhadany. . . ........... ... ... ... . oo, 133

Exploring Student Perspectives and Experiences of Online Opportunities for Virtual Care Skills Development:
Sequential Explanatory Mixed Methods Study (e53777)

Lorelli Nowell, Sara Dolan, Sonja Johnston, Michele Jacobsen, Diane Lorenzetti, Elizabeth Oddone Paolucci. . . ........... ... ... .. ... ..... 160

Experiences of Using a Digital Guidance and Assessment Tool (the Technology-Optimized Practice Process
in Nursing Application) During Clinical Practice in a Nursing Home: Focus Group Study Among Nursing
Students (e48810)

Hege Johnsen, Andréa Nes, Kristine Haddeland. . . . .. .. .. e e e 177

In-Home Respite Care Services Available to Families With Palliative Care Needs in Quebec: Novel Digital
Environmental Scan (e53078)

Aimee Castro, Gabrielle Lalonde-LeBlond, Zelda Freitas, Antonia Arnaert, Vasiliki Bitzas, John Kildea, Karyn Moffatt, Devon Phillips, Lorne
Wiseblatt, Audrey-Jane Hall, Véronique Després, Argerie TSIMICalIS. . . . ... ..ottt e e e e 194

Embedding the Use of Patient Multimedia Educational Resources Into Cardiac Acute Care: Prospective
Observational Study (e54317)

Anastasia Hutchinson, Damien Khaw, Annika Malmstrom-Zinkel, Natalie Winter, Chantelle Dowling, Mari Botti, Joanne McDonall. . ............ 207

Health Care Workers’ Expectations of the Mercury Advance SMARTcare Solution to Prevent Pressure
Injuries: Individual and Focus Group Interview Study (e47992)
Joeri Slob, Thijs van Houwelingen, Hellanthe KOrt. . . .. ... .o e e e e e e 217

Unobtrusive Nighttime Movement Monitoring to Support Nursing Home Continence Care: Algorithm

Development and Validation Study (€58094)
Hannelore Strauven, Chunzhuo Wang, Hans Hallez, Vero Vanden Abeele, Bart Vanrumste. . . . ... ..ot 225

JMIR Nursing 2024 | vol. 7 | p.2

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

Assessing Visitor Expectations of Al Nursing Robots in Hospital Settings: Cross-Sectional Study Using the
Kano Model (e59442)

AIMeEl Kang, XiULI WU. . . oo e e e e e e e 238
A Scalable and Extensible Logical Data Model of Electronic Health Record Audit Logs for Temporal Data

Mining (RNteract): Model Conceptualization and Formulation (€55793)

Victoria Tiase, Katherine Sward, JUlio Facelli. . . . ... . e e e e 276

Al-Assisted Decision-Making in Long-Term Care: Qualitative Study on Prerequisites for Responsible
Innovation (€55962)

Dirk Lukkien, Nathalie Stolwijk, Sima Ipakchian Askari, Bob Hofstede, Henk Nap, Wouter Boon, Alexander Peine, Ellen Moors, Mirella Minkman.
3 0 1

JMIR Nursing 2024 | vol. 7 | p.3

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING Ball Dunlap & Michalowski

Advancing Al Data Ethics in Nursing: Future Directions for Nursing
Practice, Research, and Education

PatriciaA Ball Dunlap*?, MS, MSN, RN, NI-BC, CPHIMS; Martin Michalowski®, PhD

1school of Nursi ng, University of Minnesota, 5-140 Weaver-Densford Hall, 308 Harvard Street SE, Minneapolis, MN, United States
2Center for Digital Health, Mayo Clinic, Rochester, MN, United States

Corresponding Author:

Patricia A Ball Dunlap, MS, MSN, RN, NI-BC, CPHIMS

School of Nursing, University of Minnesota, , 5-140 Weaver-Densford Hall, 308 Harvard Street SE, Minneapolis, MN, , United
States

Abstract

Theethicsof artificial intelligence (Al) areincreasingly recognized due to concerns such as algorithmic bias, opacity, trust issues,
data security, and fairness. Specifically, machine learning algorithms, central to Al technologies, are essential in striving for
ethically sound systems that mimic human intelligence. These technologies rely heavily on data, which often remain obscured
within complex systems and must be prioritized for ethical collection, processing, and usage. The significance of data ethicsin
achieving responsible Al was first highlighted in the broader context of health care and subsequently in nursing. This viewpoint
exploresthe principles of data ethics, drawing on relevant frameworks and strategiesidentified through aformal literature review.
These principles apply to real-world and synthetic datain Al and machine-learning contexts. Additionally, the data-centric Al
paradigm is briefly examined, emphasizing its focus on data quality and the ethical development of Al solutions that integrate
human-centered domain expertise. The ethical considerations specific to nursing are addressed, including 4 recommendations
for future directionsin nursing practice, research, and education and 2 hypothetical nurse-focused ethical case studies. The primary
objectives are to position nurses to actively participate in Al and data ethics, thereby contributing to creating high-quality and

relevant data for machine learning applications.
(JMIR Nursing 2024;7:€62678) doi:10.2196/62678
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Introduction

Artificial intelligence (Al) has become increasingly popular in
the United States and globally. Mgor US media outlets
frequently report on Al, covering topics from job displacement
concernsto itsdiverse and innovative applications across various
industries. In the health care sector, wherethereisavast amount
of electronic administrative and clinical data, the adoption and
application of Al technology are expected to grow significantly,
with projections suggesting amarket increase to approximately
US$208 million by 2030 and acompounded annual growth rate
of 38.5% worldwide [1]. Moreover, Al ethics has gained more
recognition due to the negative outcomes and ethical issues
related to algorithmic bias, lack of transparency, trust issues,
data security, and fairness. A preliminary examination of a
global Al ethics case registry indicates that Al incidents
proliferate across multiple industry sectors[2].

Machine learning algorithms, particularly those featured in
headlines or academic papers about ethical violations, are often
central to these discussions. For instance, large language models
and other machine learning algorithms have been reported to

https://nursing.jmir.org/2024/1/e62678

generate incorrect medical results [3-5], exhibit bias[5,6], and
fail to identify chronicaly ill Black American patients who
require high-risk care management [5,7]. These reports
effectively draw attention to the malfunctioning of Al
technologies. However, deeper analysis reveals that the
underlying root cause of these failures often liesin the data used
by these algorithms. Data integrity is fundamental to Al
technology, asit powers these influential systems[8-10].

Poor quality or unrepresentative data in developing Al
technologies can lead to significant issues, such as generative
Al agorithms producing incorrect responses (known as
“hallucinations”) and the degradation of machinelearning model
performance when encountering new data. These problemscan
disrupt operations and damage the public reputation of
organizations, particularly in high-stakes environments like
health care, thereby endangering patient outcomes and safety.
Thus, data must be prioritized and scrutinized in discussions
about Al, emphasizing theimportance of ethical datacollection,
processing, and usage. Data ethics are critical for developing
well-designed Al solutions and achieving responsible Al in
health care, especially in technologies tailored for nursing.
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Progressing from the existing literature, this viewpoint paper
explores the principles of data ethics and their critical role in
achieving responsible Al in health care and nursing. It aso
presents existing ethical data frameworks and strategies,
emphasizing how data operations and usage contribute to
generating high-quality data sets. These data sets are essential
for training Al technol ogiesto meet their intended performance
and value objectives. The objectives of our viewpoints are to
(1) introduce the principles of data ethics and relevant
frameworks within the health care context; (2) examine how
data-centric Al methodologies uphold the principles of data
ethics by fostering the creation of high-quality data sets for
machine learning; and (3) discuss the importance of Al data
ethics, data-centric Al, and data quality for nursing practice,
education, and research, including offering recommendations
for future directions. We advocate further exploration and
discussion of Al dataethicsamong nurses and nurseinformatics
researchers. With an effective organizational data governance
structure and committed data-centric culture, we hypothesize
that data ethics will significantly enhance Al development
quality, thereby facilitating ethical and responsible Al solutions
in practice, education, and research.

Responsible Al

Before discussing Al data ethics in depth, it is pertinent to
introduce the concept of responsible Al, asitsprinciplesgreatly
influencethose of Al dataethics. Responsible Al aimsto ensure
that Al systems are designed, developed, and deployed in
ethical, fair, transparent, accountable, and beneficia ways to
all intended users[11]. It isamultidimensional approach aiming
to establish standards and values that prevent security issues,
biases, and discrimination [12]. Five principles underpin the
creation of responsible Al solutions and they are (1)
accountability; (2) sustainability; (3) bias, fairness, and privacy;
(4) transparency and explainability; and (5) robustness, security,
and safety [13,14]. These principles also inform the principles
of Al data ethics.

Al Data Ethics

About Al Data Ethicsand ItsRolein Al

Dataethicsisacritical aspect of responsible Al focusing on the
ethical aspects of data operations, including data collection,
processing, and use. It encompasses a broad range of ethical
issues related to data handling, whether the data are structured
or unstructured, across various modalities [15-17]. Existing
research indicates that poor data ethics can have significant
consequences. For instance, 57% of consumers reported they
would stop doing business with companies that breached their
trust through irresponsible data practices[15]. Moreover, using
suboptimal datato train machine learning algorithms can result
in harmful outcomes for patients, such as misdiagnosis [18],
misidentification [18,19], or data privacy breaches, even if the
datawere deidentified before usein machinelearning algorithms

(8].

In the context of this viewpoint report, it is crucia to analyze
data independently from the machine learning algorithms that
process it. This separation underscores the need for strategies,
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governance, a data-literate organizational culture, and ethical
principles that ensure the creation and use of high-quality data
for Al technologies. As Radziwill [20] noted, human error is
often the root cause of bad data. Datamay al so reflect historical
human biases embedded during their production, consumption,
curation, and management. Therefore, data ethics is essential
for addressing issues and unintended consequences stemming
from poorly managed data.

Furthermore, there is a growing recognition of the importance
of distinguishing data ethicsfrom Al ethics, allowing for ethical
decisions, specifically in data handling and the Al agorithms
that use this data [16,17,21]. This approach emphasizes a
data-centric perspective that focuses on the moral dimensions
of data[16] and the ethical principles governing rea-world and
synthetic data [22].

Ethical Concerns Around Real-World and Synthetic
Datain Al

Generative and predictive machine learning algorithms require
extensive data sets to achieve performance objectives. Data
scarcity has emerged as asignificant concern withinthe Al and
research communities, primarily due to the depletion of
real-world training and validation data sets necessary for Al
development. Severa factors contribute to this issue, such as
website owners increasingly protecting their data by enforcing
data consent requirements[23]. It is projected that data scarcity
could become a critical issue between 2026 and 2032 [24].
Additionally, the use of real-world data for Al development
encounters problems such as missing data, which demands either
imputation or deletion.

The generation of synthetic datais being accelerated to address
issues related to data scarcity, privacy, and consent [22].
Synthetic data are expected to surpass real-world data by 2030
[22,25]. In the health care sector, synthetic data are used for
simulation and prediction research, heath IT development,
education, and training [22,26]. Despite its benefits, generating
synthetic data for Al development presents ethical dilemmas
and risks, especialy in high-stakes areas such as health care.
For instance, although synthetic data can help represent diverse
populations and reduce algorithmic biases, overreliance on such
data can lead to challenges and unforeseen long-term effects of
converting unrepresentative data into representative data [22].
Thus, ethical concerns arise regarding the non-mal eficence and
fidelity of synthetic data—whether it can address real-world
disparitiesor prevent the dissemination of misinformation [22].

Principles of Al Data Ethics

Rhem [8] identified eight principles of Al data ethics, which
are summarized as (1) transparency: is there clarity regarding
the use, purpose, storage, and protection of the collected data?
(2) Fairness: does the data collection and usage avoid
exacerbating existing inequalities or biases? (3) Privacy: does
the data collection process respect individuals privacy and
autonomy, potentially through informed consent? (4)
Responsibility: are data collectors and users accountable for
ethical data collection and usage, including any harm resulting
from these processes? Are mitigation steps in place? (5)
Security: are data stored and transmitted securely to prevent
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unauthorized access, use, or disclosure? (6) Inclusivity: does
the data collection and usage process ensure the inclusion of
diverse perspectives and experiences, especially those that are
underrepresented? (7) Transparency in decision-making: are
decisions based on explainable and interpretable data? (8)
Continual assessment: does the organization continuously
monitor and assess its data practices to ensure they align with
ethical principles[8]?

Shanley et al [22] were inspired by the five principles of
responsible Al toinitiate discussions on data ethics and synthetic

https://nursing.jmir.org/2024/1/e62678
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data in Al. They proposed five principles to govern synthetic
data (1) responsibility; (2) non-maleficence; (3) privacy; (4)
transparency; and (5) justice, fairness, and equity [22]. These
principles closely align with the globally recognized principles
of Al—responsibility, non-maleficence, privacy, transparency,
and justice and fairness [27]. Moreover, the ethical principles
suggested by Shanley et a [22] and their associated questions
correspond with Rhem'’s [8] Al data ethical principles. This
alignment is detailed in Table 1, which includes an adaptation
of Rhem’s[8] principle of fairness.

JMIR Nursing 2024 | vol. 7 | 62678 | p.6
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING

Table. Summary of data ethical principlesfor Al
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Principles of Al data ethics

Rhem [8] questions

Shanley et a [22] questions

New addition

Transparency

Just, fair, and equitable data opera-
tions (DataOps)

Privacy

Responsibility

Security

Inclusivity

Transparency: isthere clarity regard-
ing the use, purpose, storage, and
protection of the collected data?

Fairness: does the data collection
and usage avoid exacerbating exist-
ing inequalities or biases?

Privacy: does the data collection
process respect individuals' privacy
and autonomy, potentially through
informed consent?

Responsibility: are data collectors
and users accountable for ethical
data collection and usage, including
any harm resulting from these pro-
cesses? Are mitigation stepsin
place?

Security: are data stored and trans-
mitted securely to prevent unautho-
rized access, use, or disclosure?

Inclusivity: does the data collection
and usage process ensure the inclu-
sion of diverse perspectives and ex-
periences, especially those that are
underrepresented?

Transparency: how well does the
synthetic data capture the phenome-
nait supposedly represents? How
doesthe synthetic datadeviate from
the“real” data? What were the con-
siderations when mitigating biases
and how were they mitigated?

Justice, fairness, and equity: arethe
underrepresented group’s diversity
and emerging novelties adequately
considered? How are the devel opers
held accountable for watching new
characteristics, traits, or phenomena
emerging within the synthetic data
set? What is the process of alerting
developers of overreliance on syn-
thetic datafor groups or populations
where data collection is more chal-
lenging or costly?

Privacy: what data privacy policies
need to be used for synthetic data
set generation and use, including
who isresponsible for the policies?
How do we obtain meaningful con-
sent from the individuals and com-
munities impacted by using their
datafor synthetic data set genera-
tion? What notions of data owner-
ship should pertain to synthetic data
Set creation?

Responsibility: who decides when
and for what purpose synthetic data
set generation isjustified? When are
real-world datanecessary, and when
isit appropriate to partialy apply
synthetic data sets?

Suppose synthetic data entails ac-
counting for additional considera-
tions during the decision-making
process. Does its use imply new or
different responsibilities for those
involved in the Al supply value
chain? What does this mean for the
roles, responsibilities, and decision-
making processes of thoseinvolved
ingenerating and using the synthetic
data?

N/A

Non-maleficence: what is the gap
between the real world in which the
Al isintended to operate and the
synthetic world in which it was
trained? What means and measures
can we use to describe the gap ade-
quately? And what vocabulary can
we use to make sense of the uncol-
lected datain the real world regard-
ing its status vis-a-visknowledge or
truth claims? What is the potential
for intentiona or unintentional mis-
use of synthetic data?

N/AP

N/A

N/A

N/A

N/A

N/A
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Principles of Al data ethics Rhem [8] questions Shanley et a [22] questions New addition
Transparency in decision-making  Transparency in decision-making: ~ Transparency: seethetransparency N/A
are decisions based on explainable  principle that is provided at the be-
and interpretable data? ginning of the table.
Continual assessment Continual assessment: doestheorgas  N/A N/A
nization continuously monitor and
assess its data practices to ensure
they align with ethical principles?
Safety N/A N/A Do data operation activities and

processes consider, identify, and
mitigate risks associated with pre-
venting danger, risk, or injury toin-
dividuals (patients)?

8Al: artificial intelligence.
ON/A: not applicable.

Patient safety is paramount in health care and nursing,
encompassing the protection of patients from events such as
danger, risk, or injury. Security concerns freedom from danger
or threats, whereas privacy analyzes the unauthorized access or
use of patient data. We suggest incorporating aninth principle,
safety, into Rhem'’s[8] 8 principlesof Al dataethics, asoutlined
in Table 1. A pertinent question for this new principle is “Do
data operation activities and processes consider, identify, and
mitigate risks associated with preventing danger, risk, or injury
toindividuals (patients)?’ Thereisadearth of consensusin the
scientific and industrial literature from Al and health informatics
research communities regarding definitions and practices that
would guide Al data ethics. These definitions and shared
principles are crucial for guiding the implementation and
assessment of dataethicsin clinical practice. Asnoted by Panai
[21], data ethics represents an underdeveloped area within
organizations and lacks a clear definition. Similarly, Al data
ethicsisalatent or underexplored areain health care and nursing
informatics scientific research.

Ethical Data Frameworks

Numerous proposals exist for ethical data frameworks that
support these principles. Floridi and Taddeo [16] advocate for
a macroethical data ethics framework, which aims to avoid
narrow, ad-hoc approaches and enables organi zationsto devel op
solutions that optimize the societal benefits of data science.
Furthermore, Marcovitch and Rancourt [17] endorse
standardized tools that facilitate the integration of data ethics
accountability mechanisms, such asdisclosure and transparency
processes, at the organizational level. This is particularly
important given the variations in legal frameworks across
countries. Their proposed tools include the integration of data
ethics into organizational culture, the establishment of data
processes or management systems, adatagovernance structure,
organizational transparency in ethical decision-making regarding
thedatasupply chain, and aconsi stent method for demonstrating
and verifying ethical data practices[17].

Note that the frameworks proposed by Floridi and Taddeo [16]
and Marcovitch and Rancourt [17] are not specifically tailored
to the context of health care or nursing. The absence of a
verifiable theoretical or conceptual Al data ethics framework
that supports research, alongside a practica evaluation

https://nursing.jmir.org/2024/1/e62678

framework that trandates effectively into practice, represents
a significant gap in health and nursing informatics research.
Theideas presented by Floridi and Taddeo [16] and Marcovitch
and Rancourt [17] could serve as a foundation for developing
such frameworks within the nursing field.

Ethical Data Frameworks Challenges

Without a shared organizational data vision, strategy, and
policies, implementing aspects of the proposed data ethical
frameworks may be challenging, including risking dataintegrity.
There needs to be clarity and knowledge about the
responsibilitiesand liabilities of the peoplein charge of the data
processes. The accountability and culture change should begin
with the organization’s executive team. Then, the executive
team members intelligibly communicate the data cultural
expectations, and policy changes to their departments, units,
and teams. There is clarity about the responsibilities and
liabilities of peoplewho produce and consume the organi zationa
data assets.

Nurses are producers and consumers of organizational data
assets. For instance, they produce el ectronic health record (EHR)
data and use them for nursing quality improvement initiatives.
Positive deviancein effective data practices could be theimpetus
for remarkable cultural changes when poor data management
practices are in place due to the absence of an
organizational-level datavision, strategy, and policies. Suppose
anurse leader is passionate about the societal benefits of data
science and Al, including taking theinitiative to understand the
importance of data quality. Thisindividual becomes a change
agent for their team. Their team’s culture becomes data-centric,
with patient safety and outcomes at the forefront. The team
develops policies and standardized procedures that facilitate
improved EHR data entry processes, which areless burdensome
for the nurse but help them be accountabl e to the principles of
Al data ethics. The team expresses knowledge about how data
quality impacts patient care and the technologies they use in
clinical settings. They observe technology as a mechanism to
provide quality nursing care. Their attitudes and behaviorsresult
inimproved data quality for the nursing unit. Thisteam is now
a data vanguard. Other departments and nursing teams notice
that this nursing unit outputs high-quality data, leading to
improved insights for the unit. This “positive deviant” team’s
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data practices led to informative unit-level reports, fewer
data-related errors, and enhanced patient outcomes. Other
nursing teams are curious and want to model this team's
effective data procedures and practices. This influence could
motivate the organization’s nursing departments to follow suit.

Data-Centric Al

Model-Centric and Data-Centric Al Paradigms

Al technologies that leverage machine learning require
substantial data for effective functioning. Machine learning is
a subset of Al that enables computers to learn and adapt
autonomously through algorithms and statistical models, with
minima or no human intervention. These systems demand
extensive datavolumes, with generative Al requiring even larger
data sets and greater computing power to discern underlying
patterns in the data. Historically, the development of prevalent
Al technologies has adopted a model-centric strategy,
prioritizing the machine learning algorithm or model as the
primary focusfor enhancing performance[28]. In thisapproach,
data-related activities such as curation, collection, and labeling
are often deprioritized and occur only once, leading to potential
ethical issues such as algorithmic bias and mispredictions.

The model-centric approach does not adequately address the
principlesof dataethics, asit overlooksthe complexity, nuances,
challenges, and accuracy of data, which are vital for improving
the behavior of machine learning models [29]. Recognizing
theselimitations, the Al industry is shifting toward adata-centric
strategy, which places data—the “fuel” of Al—at the core of
the devel opment process [28-30]. This strategy emphasizesthe
importance of dataquality to achieve high-performance machine
learning models[9,29]. Unlike the model-centric approach, data
activities in the data-centric strategy are iterative, while model
optimization remains static [9,29]. Thisapproach a so promotes
the involvement of domain experts to secure relevant,
high-quality data sets for machine learning [30].

Data-Centric Al Rolein Achieving Data Ethicsand
Responsible Al

Thedata-centric Al methodol ogy involves devel oping, iterating,
tracking, and maintaining the quality and integrity of Al
systems data. It focuses on creating adequate training data,
designing appropriate inference data, and ensuring data
sustainability (establishing data lineage) [29]. Given the
importance of high-quality data, the data-centric approach aligns
with the principles of data ethics and responsible Al. For
instance, meticul ous data curation and collection support ethical
principles of fairness, responsibility, and transparency. The
involvement of domain experts such as clinicians, clinical
informaticists, and regulatory and privacy specialists promotes
inclusivity, transparent decision-making, and privacy protection.
These diverse perspectives help safeguard patient data privacy
and prevent harm from substandard data. Considering data sets
as a distinct and valuable product separate from the machine
learning model also encourages health care organizations to
establish continuous assessment protocols for their data
collection and usage practices.
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Significance of Data-Centric Al and Al
Data Ethics in Nursing

In the broader health care context, we integrated the principles
of data ethics and related data-centric Al strategiesinto nursing
practices, emphasizing their role in creating high-quality data
sets for machine learning. We now explore the significance of
these concepts in nursing. First, Al has become increasingly
prevalent in both nursing research and practice. A recent scoping
review highlighted various Al activitiesand applicationswithin
nursing [31]. Nurse researchers and informaticists need to
understand the distinctions between model-centric and
data-centric Al [32] and their impacts on developing safe and
effective Al technologiesin health care settings, which influence
care processes and workflows. This paper aims to establish a
consensus on Al data ethics in nursing and motivate nurse
informatics researchers to investigate further and discuss this
crucial topic.

Second, numerous machine learning algorithms in health care
use data from EHRs. Nurses, who are primary users of EHRs
[33,34], generate various el ectronic clinical documents detailing
different aspects of patient care and progress (eg, admission
assessments, nursing care plans, nursing education, and
medi cation administration). We hypothesi ze that most frontline
nurses are unaware of how their EHR data influences the
performance and use of Al technologies. There is an existing
awareness of the negative consequences of poorly designed
EHR user interfaces on data quality in research and practice
[35-38]. To effectively use EHR data in developing Al-driven
clinical decision support systems, data collection and processing
by the EHR user community must be optimized [35]. Integrating
Al dataethicsinto both practice and academic nursing curricula
could enhance awareness about how EHR data are used by
downstream systems and the role nurses play in generating
high-quality EHR data for Al technologies. This approach
introduces new research opportunities, such as examining the
relationships between nurses' data literacy and Al-related data
quality.

Third, nurses who are more aware of data-centric Al and the
principles of data ethics could increase their confidence in
collaborating with data scientists, engineers, and other Al
specialists on data-centric projects to produce meaningful,
high-quality data and data sets. These efforts lead to
development of high-performance machine learning models
that align with nurses workflows. This applies to both
real-world and synthetic data used in machine learning. Nurses
provide valuable insights into patient safety and privacy and
understand data collection at the point of care. Their
contributions are crucia in helping health care organizations
adhere to the principles of Al data ethics, develop responsible
Al technol ogies that enhance their workflows, and support safe
patient care.
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on the implications of using synthetic data to develop Al

Nursing Practice and Research technologies tailored for nursng.

Impl|cat|ons Finally, fictional nurse-oriented ethical case studies are

Machinelearning algorithms, such as generative Al algorithms ~ Presented in Textboxes 1and 2. They illustrate potential ethical
trained on poor-quality and unrepresentative data sets, can create data breaches in real-world scenarios. These case studies can
significant political consequences in hedlth care, such as help nurses become informed about why Al data ethics should
exacerbating bias and health disparities. Al data ethics and ~Matter to them and examine their data practices, ensuring they
data-centric Al represent emerging concepts in nursing. The Perform their best in not becoming unknowingly enablers of

nursing literature on thesetopicsislimited, including discussions  data  issues  but high-data quality contributors  and
problem-solvers.

Textbox 1. Fictional nurse-specific case study #1: real-world data.

Electronic health record (EHR) burnout leading to poor data entry with adver se data cascade effects

Avaisanew graduate nursein her fourth month of orienting on a busy adult medical-surgical unit. Six hoursinto her third consecutive 12-hour night
shift, she must complete electronic clinical documentation for 4 patients in the EHR. Ava is sleep-deprived and highly stressed as she adjusts to
becoming acompetent med-surg nurse who can function without the supervision of anurse preceptor. Additionally, her patient load wasintense during
this shift. She received a new admission from the telemetry floor about afew hours ago, a 70-year-old male patient named Carl. Carl arrived at Ava's
unit moderately agitated and had anewly placed trach. Avais ready to end her shift and get the much-needed respite. She must complete assessment
documentation for Carl before the shift changes. The copy-forward feature was leveraged to accelerate Carl’s assessment documentation, essentially
copying some data elements previously documented by atelemetry nurse in the EHR. A data entry error embedded in the previous admission note is
unknown to Ava. There is a mistake concerning Carl’s medical history. In the telemetry admission note, the patient’s smoking status was mistakenly
documented as“Non-smoker,” although arelative communicated that Carl currently smokes. Thisincorrect value was pulled into Ava's shift assessment
note viathe copy-forward function. Moreover, dueto exhaustion, Avadid not reali ze her assessment notes became bloated with irrel evant and duplicate
data because of the copy-forward option. The shift assessment documentation copy-forward action occurred repeatedly by subsequent nurses caring
for Carl during his hospitalization.

A few years|ater, adata scientist is requested to build a new machine learning model that will predict patients having a history of smoking and at risk
for moderate to severe mental instability during their hospitalizations because of nicotine withdrawal and other socioeconomic factors. Furthermore,
the final artificial intelligence (Al) solution will generate nursing care plans and patient education recommendations. This project was inspired by
nurses’ desires to provide equitable care, taking precautionary steps to ensure these patients are comfortable and safe during their hospital stays. The
erroneous datatied to Carl’s previous hospital encounter were included in the training data set. An expert nurse was not engaged in the data collection
and the data set validation processes.

Al data ethical principle breach and brief commentary:

« Responsibility: which data owners or consumers are accountable for the insufficient EHR data used to develop the machine learning model ?
What are the mitigation steps for mispredictions or generative Al hallucinations that may result in patient harm?

« Inclusivity: how are we assured that the data sets represent the use case and intended patient population? This case study presents missing
perspectives from nurse stakeholders, patient advocates, and critical decision makers.

.  Safety: apatient encounter with characteristics like Carl’s datais predicted to be low risk, and hence, no recommendations were made by the Al
solution. An expert nurse may catch the misprediction and take corrective steps. However, an inexperienced nurse may trust the prediction. This
is amissed opportunity, and the proper treatment may be delayed or denied, potentially leading to an adverse patient outcome and reputational
harm for the organization.
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Textbox 2. Fictional nurse-specific case study #2: synthetic data.

Generating synthetic data for health equity machine learning

A data scientist is devel oping a nurse-specific machine learning model to predict whether patients are at risk of nonadherence to cardiac care at-home
instructions, increasing their readmission risks. The discharge nurse provides and discusses these instructions with the patient before they are discharged
from the hospital to home. The anonymized training and validation data sets have 500 and 300 observations, respectively, derived from the hospital’s
electronic health record (EHR) data. The data sets are not representative of adiverse patient population. This concern is significant to the data scientist
because the data sets incorporate socia drivers of health data elements (SDOH). After al, the project is funded by a federal grant with an initiative
to improve health equity among disadvantaged patients in the United States. So, the data set must represent a diverse patient population. No formal
organizationa artificial intelligence (Al) data ethical policies or data ethics oversight committee exists to guide synthetic data creation. The data
scientist does their best to add between 30 and 50 fictional observations, using the available training and validation data sets to guide the synthetic

data modeling.

Al data ethical principle breach and brief commentary:

responsible? What does the root cause analysis process look like?

plans?

. Just, fair, and equitable data operations. the data scientist worked alone to create an assumable diverse data set. This decision should involve
multiple key stakeholders and a vetting process to ensure the organization does not experience reputational harm and to protect patients from
adverse outcomes. The potentially biased data set used to train the machine learning model may result in unforeseen algorithmic bias.

« Responsibility: if an adverse patient outcome occurs because a nurse trusted the predictions made by this machine learning model, who is held

« Inclusivity: the “diverse” data set the data scientist developed may be insufficient and unrepresentative of the intended target population. What
policies are guiding the decision around what is considered inclusive data? There are missing perspectives from key stakeholders.

«  Transparency in decision-making: can the data scientist adequately explain the decisions behind devel oping the data sets to nontechnical users?
After making a prediction, does the Al solution provide interpretable results that could guide nurses about how it arrived at its conclusion?

«  Sdfety: has the data scientist documented the data activities, including the identified risks to nurses and their patients and the risks’ mitigation

Recommendations for Nursing

We present 4 recommendationsto enable nursesto engage with
and contribute to developing responsible Al technologies that
align with their workflows and adhere to the principles of Al
data ethics. Implementation of the recommendations could
transform nursing care, practice, and education around data.
They aim to prepare nurses for their future in practicing and
learning in health care Al. Transformations include (1) Al
technologies effectively reduce nurses  burdensome
documentation, (2) Al and data-literate nurses experiencing a
reduction in technological fears like job displacement—rather
than fearing the technology, learn and use it to their advantage,
(3) nurses advocating for their profession and patients by getting
involved in the design of Al technologies, and (4) nurses
improved data knowledge and management practices leading
to insights that positively impact patient outcomes and the
service they provideto their patients.

Recommendation 1: Data Ethics Engagement
Necessitates Data Literacy in Al

AsAl becomesincreasingly integral to thedaily responsibilities
of nurses across various clinical and administrative settings,
nurse leadership must promote a data-centric culture within the
nursing profession. Leaders should serve as role models,
emphasizing theimportance of data quality in nursing practice.
One approach to achieving this is by enhancing nurses
understanding of Al and data. Nurses need to comprehend how
downstream systems use the data they produce in EHR. It is
crucial to reflect, correct, and evolve from the existing cultural
norms and power dynamics that hinder effective EHR data
collection, establishing a new culture that recognizes the
importance of maintaining data quality at the point of care.

https://nursing.jmir.org/2024/1/e62678

Additionally, nurse educators and researchers should strive to
improve their Al and data literacy skills and develop new
curricula to bridge the knowledge gap in Al and data among
nursing students, particularly those enrolled in nurse informatics
programsor those pursuing research in informatics. Dataliteracy
is the ability to explore, read, write, understand, and
communicate meaningfully within a specific context [39,40].

Improved data literacy facilitates discussions regarding data
usage and ethics in Al. Establishing a common language that
clearly defines data literacy and ethics in nursing is necessary,
including the principles of Al data ethics to guide the
development of nurse-specific Al technologies. Furthermore,
a shared language and a solid foundation in data knowledge
equip nurses to act as data stewards, engage in ethica
discussions, innovate in data management, and collaborate with
Al specialists to develop responsible, nurse-specific Al
technologies. These initiatives align with the principles of
inclusivity and responsibility in Al data ethics.

Recommendation 2; Data-Oriented Culture M otivates
Ethical Accountability Mechanisms

Creating and nurturing a data-oriented culture among nurses
can enhance their involvement in ethical accountability
mechanisms for Al data, as outlined by Marcovitch and
Rancourt [17]. However, the concept of data ethics remains
poorly defined, leading to overlapping responsibilities and
ambiguous accountabilities. This lack of clarity can hinder the
effective detection of ethical violationsin datause, asdata ethics
often mergesinto broader ethical principlesthat areinsufficient
at the granular level of data abstraction [21]. Consequently,
thereisaneed for specific job roles focused on how data ethics
can inform ethical decisions regarding data and the machine
learning algorithms that process it. These roles would involve
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establishing relevant policies and practices and advocating for
the consumer—here, the patient. Thus, the recommendation to
establish a Chief Data Ethics Officer role emerges[21,41]. The
mandate of this officer isethical rather than legal [41], focusing
on leading a support team responsible for drafting a code of
data ethics, forming and managing a data ethics committee, and
overseeing data-oriented ethical issues[21].

With adata-centric organizational culture, datagovernance, and
a Chief Data Ethics Officer, nurse leaders and researchers can
explore and implement innovative, nursing-centric data roles.
These roles are crucia for upholding the principles of Al data
ethics in nursing practice and creating standardized data
accountability tools, policies, and processes that effectively
evaluate and measure Al data ethics in nurse-specific Al
technologies. Job roles such as Chief Nurse Data Ethics Officer
and Nurse Data Steward should be explored further.

Nurse educators should implement courses that prepare nurses
for data-oriented rolesin Al. Nursing degree programs at both
undergraduate and graduate level s should be adapted to include
relevant courses on Al, data ethics, foundational data science,
and data literacy. Nurse scientists are encouraged to explore
novel approaches, frameworks, and instrumentsthat enable the
integration of ethical accountability mechanismsand effectively
assess the principles of Al data ethics reinforced by scientific
evidence.

Recommendation 3: Optimal Data Quality I's
Conditioned on Domain Expertise Participation
Domain expertise is essential for generating high-quality data
[32], and human involvement is critical to successfully executing
data-centric Al tasks [29]. Nurses can use their knowledge of
data-centric Al and data ethics to actively engagein all phases
of Al development and positively leverage their expertise.
Specifically, nurse informaticists have opportunities to
participate in activities such as data annotation, labeling, and
the verification and validation of dataelements used in Al data
sets. Furthermore, throughout the Al development lifecycle,
nurses can play a pivota role in identifying and addressing
opaque data decisions that may affect frontline clinicians' trust
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and usage of Al technologies, thereby enhancing transparency
in decision-making processes. The active involvement of nurses
in these data-centric Al activities, combined with their
commitment to patient advocacy, supportsthe ethical principles
of data privacy and promotes accountability and ownership of
data collection, processing, and use.

Recommendation 4: High-Quality, Ethical Data
Curtails Health Care Political Consequences

Nurse leaders, educators, and researchers must recognize that
implementing responsible Al technologies and initiatives in
health care is complex and challenging, despite significant
interest in Al ethics[5]. This statement is not intended to deter
nurses from exploring methods to develop ethical Al
technologies that use high-quality, representative clinical data.
Instead, it aims to raise awareness and encourage nurses to
persevere through challenges, including maintaining patience
and resilience during the change management process. Al
technologies are often politically influenced, reflecting their
designer’s values, beliefs, and norms, as well as the data and
data sets used to train them [5,42]. Political consequences may
arise from data operations such as selection, labeling,
preprocessing, and transformation [42]. Nurses, working at
various touchpoints across diverse settings in the health care
ecosystem, bring unique perspectivesto the Al discussion, which
can help promote and advocate for the principles of Al data
ethics.

Conclusions

Working with dataistime-consuming and challenging and often
perceived as less exciting than developing machine learning
models or Al technologies. Despite this, the foundational role
of datain Al systems cannot be overstated; high-quality data
arecrucia for the performance and value of Al technologiesin
health care. The principles of Al data ethics aim to promote
responsible Al and the creation of ethical Al technologies [8].
The methods used to collect, store, use, and share data have
profound implicationsfor individual s, organizations, and society

(8].
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Abstract

eHealth interventions are becoming a part of standard care, with software solutions increasingly created for patients and health
care providers. Testing of eHealth software isimportant to ensure that the software realizes its goals. Software testing, which is
comprised of alpha and betatesting, is critical to establish the effectiveness and usability of the software. In this viewpoint, we
explore existing practices for testing software in health care settings. We scanned the literature using search terms related to
eHealth software testing (eg, “health alphatesting,” “eHealth testing,” and “ health app usability”) to identify practicesfor testing
eHealth software. We could not identify a single standard framework for software testing in health care settings; some articles
reported frameworks, while others reported none. In addition, some authors misidentified alpha testing as beta testing and vice
versa. There were severa different objectives (ie, testing for safety, reliability, or usability) and methods of testing (eg,
guestionnaires, interviews) reported. Implementation of an iterative strategy in testing can introduce flexible and rapid changes
when devel oping eHealth software. Further investigation into the best approach for software testing in health care settings would
aid the development of effective and useful eHealth software, particularly for novice eHealth software developers.

(JMIR Nursing 2024, 7:€56585) doi:10.2196/56585
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Introduction

eHealth interventions are becoming a part of standard care, with
mobile apps or software solutions being created for patientsand
health care providers. For example, we designed adigital audit
software for anew model of care called Merge (which is better
known in research and development as Alberta Family
Integrated Care) that improves outcomes by integrating families
of newbornswith critical illnessinto the neonatal intensive care
unit (NICU) team [1]. Merge was adopted in all 14 NICUsin
Alberta, Canada, through a process that involves quarterly
fidelity audits, which are central to implementation successand
sustainability. We replaced the manual and labor-intensive

https://nursing.jmir.org/2024/1/€56585

audits with this fidelity audit software to increase efficiency
and reduce personnel costs.

Appropriate software testing is important to ensure that an
eHealth intervention realizes its goals, which may include
improving access, efficiency, and quality of care [2]. Software
testing, which includes alpha and beta testing, is critical to
establish the effectiveness and usability of an eHealth software.
In this viewpoint, we define alpha testing in accordance with
the Guide to the Software Engineering Body of Knowledge[3],
as internal software testing, which occurs first and is often
performed within the development team [4]. Subsequently, beta
testing is performed, which is external and involves a larger
testing sample representative of the end-user population [3,4].
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When we set out to test the Merge fidelity audit software, we
wanted to identify software testing practicesfor novice eHealth
software developers. Thus, we performed an exploratory scan
of theliterature to understand and identify existing methods for
testing software in health care settings.

For our exploratory scan, we used Google Scholar and search
terms related to eHealth software testing (eg, “heath apha
testing,” “eHealth testing,” and “health app usability”). We
included research articles that described their process of either
alpha or beta testing and were either patient- or health care
provider—facing. We excluded articles if they were
nonpeer-reviewed literature published before 2015 from a
non-Organisation for Economic Co-operation and Devel opment
member country because we were interested in recent practices
conducted in similar health care contexts. We identified 34
articlesthat met our inclusion criteria; among these, we selected
7 articles for this viewpoint about software testing practices
(Multimedia Appendix 1), including 5 primary research articles
[5-9], 1 review article [10], and 1 framework [11].

Lack of a Standardized Testing
Framework

There was not a single standardized framework for software
testing that was used acrossthe 5 primary research articles[5-9];
2 articles[7,8] cited two different frameworks, while the other
3 articles did not cite any. Fishbein et a [8] used Darlow and
Wen's [12] best practices to guide the development of their
mobile health (mHealth) intervention. The practices relevant
for software testing included using mixed methods (eg,
guestionnaires,  semistructured  interviews),  engaging
stakeholders (eg, software designers, subject matter experts,
health professionals, patients), and publishing the results of
testing to facilitate |earning from successes and difficulties[12].
Cho et a [7] used the 3-level stratified view of hedth IT
usability evaluation [13]. Levels of testing, as defined by this
framework, consisted of (1) a user-centered design, which
incorporated users needs in the development phase; (2) a
usability evaluation in a laboratory setting, where testing
occurred in a regulated environment; and (3) usability in a
real-world setting, which assessed user experience in practical
applications[7,13]. InCho et al [7], levels 2 and 3 most closely
correspond to beta testing, as testers are representative of the
end-user population [7]. While Darlow and Wen's [12] best
practices provide guidelines regarding what the testing should
include, the stratified view of health I T usability evaluation [13]
provides more specific guidance on how to conduct testing and
what each phase may entail. However, both frameworksinvolve
multiple methods of testing to gain comprehensive user feedback
and aim to create standardization in testing to ensure the rigor
of eHealthinterventions. Thelack of standardization in software
testing rai sesissues concerning consistency in quality assurance,
which has the potential to compromise patient safety.
Additionally, the lack of clear guidelinesfor testing can lead to
inefficiencies in the allocation of the development team’stime
and resources.

https://nursing.jmir.org/2024/1/€56585
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Objectives and Methods of Testing

Although few articles used a specific framework for testing,
there were some similarities in the general process among the
5 primary research articles[5-9] (Multimedia Appendix 1). For
both aphaand betatesting, thisinvolved defining the objectives
of testing, selecting testers and methods of evaluation, collecting
and analyzing data, and refining the software.

The desired result of testing was the evaluation of different
aspects of the eHealth software. Only 2 articles [5,6] clearly
stated their objectives for testing. Ahonen et a [5] planned to
identify content acceptability, feasibility, and technical issues
during alpha testing of their eLearning intervention. For their
mHealth intervention, Athilingam et al [6] aimed to evaluate
design and functionality during alpha testing, followed by
evaluations of helpfulness, usability, and design during beta
testing. In addition to these objectives, software testing was
used to evaluate safety, reliability, effectiveness, satisfaction,
and accessibility, and to determine if the software fulfilled its
intended purpose [14]. While the objectives of testing may
overlap between alpha and beta testing, a phatesting may have
a greater focus on software-specific objectives (eg, safety and
bug fixes) and betatesting may focus on user experience—related
objectives (eg, design and satisfaction) [4].

Selecting testers was an important testing step mentioned in all
articlesthat described testing; however, the distinction between
alphaand beta testing was often obscured at this stage. Several
authors[5,6] stated that they were conducting al phatesting, yet
thetesting sampleincluded members of the end-user population,
which ismore appropriately aligned with the definition for beta
testing. For example, Athilingam et al [6] described alphatesting
of their mobile app for patientswith heart failure, but the testing
sample consisted of thetarget end users (ie, peoplewith ahistory
of heart failure). Additionally, there was no clear justification
for the size of the testing sample, which ranged from 2 to 76
testers [5-9]. In a scoping review, the sample size for software
testing was found to vary according to the method of testing,
with studies based on qualitative methods having fewer testers
than those based on quantitative methods [10]. Most studies
opted for a larger number of testers and tested their software
only once. Hoffiman et al [9] had only 2 a phatesterswho tested
their Public Open Space Tool software on 55 different green
spaces. The feasibility of this strategy depended on the same
tester generating new insights during each round of a phatesting.

The most common methods of testing were questionnaires,
“think-aloud” techniques, interviews, and focus groups [10].
Theliterature suggests using qualitative methods of testing over
guantitative methods because qualitative methods generally
result in adeeper understanding of user experience and gapsin
the software[5,10]. Mixed methods were used in several studies
[5,7,8,10], where quantitative methods (eg, questionnaires) were
used to gain initial feedback followed by in-depth qualitative
data collection (eg, interview or focus group) to ensure that the
feedback was valuable and instructive. Using mixed methods
allowed development teams to discover latent information and
gain a better understanding of their participants’ experiences
and needs [7,10].
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When selecting amethod of testing, development teams should
particularly consider their specific testing sample. Methods of
testing that may be effective for apha testers may be
unsuccessful when used with betatesters. Factors affecting the
accuracy of testing data include the length of testing, question
clarity and interpretation, question sequence, and the context
in which testing takes place [15]. The general approach to
software testing culminated in the collection and analysis of
data, which were then used to create an iteration of the eHealth
intervention.

Throughout the testing process of eHealth software, it is
essential to uphold ethical principles dueto the sensitive nature
of health data and the potential impact on patient well-being.
This includes ensuring patient privacy and confidentiality in
compliance with national health care regulations, obtaining
informed consent prior to participation, and adopting data
protection and security measuresto protect sensitiveinformation
[16,17].

An lterative Strategy

The success of eHealth development depends on the ability to
adapt to the rapidly evolving nature of the digital world and
changing user needs. Development teamsinterested in building
eHealth interventions must consider how to ensure that testing
occurs quickly, while still guaranteeing rigor and protecting
privacy. Wilson et al [11] proposed an “mHealth Agile and
User-Centered Research and Development Lifecycle” that
combines an agile approach with traditional clinical trial phases
to create high-quality mHealth interventions. Using an agile
approach involves continuous iterative cycles that prioritize
providing feedback on the software at frequent intervals.
Compared to a linear approach to development, continuous
evaluation of the developing software enhanced team
collaboration, improved the quality of the software, and allowed
for ongoing improvement with emphasis on end-user feedback
[11].
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Wilson et al [11] further suggested that apha testing can be
used to gain first-impression, surface-level insights from the
development team, focusing on usability, desire to use,
fulfillment of intended purpose, and safety. External testers can
then be involved in beta testing, where usefulness, feasibility,
and acceptability are evaluated [11]. When devel oping software
for health care settings, several iterative rounds of aphatesting
before proceeding to iterative rounds of beta testing may be
most effective [11]. To further expand the breadth of feedback
and reduce recall bias, iterative rounds of beta testing may be
conducted with different samples of the end-user population.
Depending on the revisions to the eHealth software after beta
testing, adevel opment team may decideto return to alphatesting
to begin the process again. Thishighlights awithin-and-between
iterative strategy when conducting apha and beta testing,
offering the devel opment team the flexibility to make continuous
improvements to their eHealth software.

Conclusion

Currently, there is great variation in how software testing is
conducted in health care settings. However, we found that an
iterative approach to testing is compatible with the need for an
agile development technique for eHealth software. Qualitative
methods of testing tend to yield more in-depth user experience
feedback during beta testing and researchers benefit when two
or more methods are used throughout the betaiteration. Yet, it
remains unclear what prompts the transition from alphato beta
testing and when a repeat of testing is required. In the rapidly
developing field of eHealth and mHealth interventions, it would
be useful to have an agreed upon definition of what constitutes
apha and beta testing. Additionally, with the various
frameworks of testing available, the best approach to software
testing in health care settings remains unclear. To create clarity
in this process, we suggest conducting a systematic review to
understand and appraise the full scope of software testing
practices within health care settings.
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Abstract

Background: In nursing education, bridging the gap between theoretical knowledge and practical skillsiscrucial for developing
competencein clinical practice. Nursing students encounter challengesin acquiring these essential skills, making self-efficacy a
critical component in their professional development. Self-efficacy pertainsto individua’s belief in their ability to perform tasks
and overcome challenges, with significant implications for clinical skills acquisition and academic success. Previous research
has underscored the strong link between nursing students' self-efficacy and their clinical competence. Technology has emerged
as a promising tool to enhance self-efficacy by enabling personalized learning experiences and in-depth discussions. However,
there is a need for a comprehensive literature review to assess the existing body of knowledge and identify research gaps.

Objective: Theaim of thisstudy isto systematically map and identify gapsin published studies on the use of technology-supported
guidance models to stimulate nursing students’ self-efficacy in clinical practice.

Methods: This scoping review followed the framework of Arksey and O’ Malley and was reported according to the Preferred
Reporting Itemsfor Systematic Reviews and Meta-Analysesfor Scoping Reviews (PRISMA-ScR). A systematic, comprehensive
literature search was conducted in ERIC, CINAHL, MEDLINE, Embase, PsycINFO, and Web of Science for studies published
between January 2011 and April 2023. The reference lists of the included papers were manually searched to identify additional
studies. Pairs of authors screened the papers, assessed dligibility, and extracted the data. The data were thematically organized.

Results: A total of 8 studies were included and four thematic groups were identified: (1) technological solutions for learning
support, (2) learning focusin clinical practice, (3) teaching strategies and theoretical approachesfor salf-efficacy, and (4) assessment
of self-efficacy and complementary outcomes.

Conclusions: Various technological solutions were adopted in the guidance models to stimulate the self-efficacy of nursing
studentsin clinical practice, leading to positive findings. A total of 7 out of 8 studies presented results that were not statistically
significant, highlighting the need for further refinement of the applied interventions. Nurse educators play apivotal rolein applying
learning strategies and theoretical approaches to enhance nursing students’ self-efficacy, but the contributions of nurse preceptors
and peers should not be overlooked. Future studies should consider involving usersin the intervention process and using validated
instruments tailored to the studies’ intervention objectives, ensuring relevance and enabling comparisons across studies.

(JMIR Nursing 2024, 7:€54443) doi:10.2196/54443
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Introduction

Nursing students need to acquire both theoretical knowledge
and practical skills during their education. Clinical practice is
essential for their achievement of competencein communication,
teaching, examinations, treatments, management, cooperation,
professional approach, and the nursing process[1], yet nursing
students experience several challenges in acquiring such
competence and skillsin clinical practice[2].

Self-efficacy theory has drawn great attention in the health care
setting of nursing education and clinical practice. The concept
of self-efficacy refers to people's belief in their capability to
perform a task or handle a challenging situation [3] and has
been used to bridge the theory-practice gap and promote clinical
skillsacquisition, critical thinking, and general academic success
[4-6], so it is important to find ways to foster self-efficacy
among nursing students during their clinical education. Effective
clinical training of nursing students can enhance self-efficacy,
which is a key component of acting independently and
competently in the nursing profession [7,8]. Furthermore,
nursing students’ clinical performance, course completion, and
motivation for achievement are closely linked to their perceived
self-efficacy [8,9].

Previous research has consistently demonstrated a strong
association between nursing students' clinical competence and
their overall self-efficacy levels[10,11]. Nursing students with
a high degree of self-efficacy tend to exhibit advanced
problem-solving skills [12] and demonstrate a strong capacity
for self-regulated learning [13], which are critical attributesin
their professional training and development. However, nursing
students learning performance and self-efficacy can be
significantly impacted by alack of adequate support to master
the complex knowledge and skills required in nursing [14].
Robb [4] found that nursing students with low self-efficacy
required emotional and academic support and suggests that
nurse educators should be attentive to the strategies millennial
students use to acquire information and should provide
constructive feedback on student performance. This strategic
approach is equaly pertinent for Generation Z students,
recognized as digital natives, currently undergoing higher
education. As they present specific challenges for nurse
educators, adapting teaching-learning design strategies and
approaches a so becomes imperative [15].

The advancement of technology has opened new possihilities
for supporting nursing students' knowledge, competence, and
skillsacquisitionin clinical practice[16]. Technology has great
potential toimprove nursing education by enabling personalized
interaction and in-depth discussions of learning topics[16] and
by enhancing self-efficacy [17]. The use of customized
technological tools in nursing education remains somewhat
limited [18]. Earlier systematic reviews have demonstrated

https://nursing.jmir.org/2024/1/e54443

opposing results regarding the effectiveness  of
technol ogy-supported interventionsin nursing education [19,20].
Thereview by Leeet al [19] found that smartphone-based apps
could promote nursing students learning motivation and
satisfaction but not their clinical skills and knowledge. In
contrast, the review by Kim and Park [20] demonstrated that
mobile-based learning could effectively support nursing
students’ acquisition of knowledge and skillsboth in and outside
of clinical practice settings[20]. Traditionally, clinical practice
has played a crucia role in nursing education, organized by
guidance models. These models consist of procedures, meetings,
and collaboration, aiming to facilitate the development of
nursing students' competencies in clinical practice through
cooperation between health care and educational institutions
[21]. The concept of a technology-supported guidance model
in nursing education entails integrating tools, theories, and
technological resources to improve guidance and support
throughout students’ educational journey. The implementation
of thesetechnological models, including online platforms, virtua
simulations, and digital resources, seeks to enhance the
effectiveness and interactivity of nursing education, tailoring it
to the users individual needs [22]. Technology-supported
guidance models represent an evolution in teaching methods,
incorporating technological elementsto improvelearning quality
and meet the demands of the current educational landscape,
aligned with clinical practice expectations. Such models are
designed to integrate technol ogi cal toolsinto guidance systems,
thereby enhancing knowledge and improving students’ attitudes
and learning outcomes [22].

Given the crucia role of self-efficacy in nursing students
learning process in clinical practice and the potential of
technology to optimize the stimulation of self-efficacy, a broad
literature review is needed to provide an overview of the
published studies on this phenomenon and identify possible
research gaps. Our initial literature searches identified only 2
reviews: asystematic mixed studiesreview synthesized existing
evidence on technol ogy-supported guidance modelsin nursing
education, focusing on the development of critical thinking in
nursing students in clinical practice [23], and an integrative
review evaluated studies on the collaborative use of mobile
devices by nursing students and nurse educators during clinical
practice but did not investigate the impact on self-efficacy [24].
We were not able to identify previous scoping reviews
addressing self-efficacy in the context of technol ogy-supported
guidance models in clinical practice in nursing education.
Therefore, this scoping review aimed to systematically map and
identify gaps in published studies on the use of
technology-supported guidance models to stimulate nursing
students’ self-efficacy in clinical practice.
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Methods

Overview

This scoping review used Arksey and O’ Malley [25] five-stage
framework: (1) identification of the research question; (2)
identification of relevant studies; (3) selection of studies; (4)
mapping the data; and (5) gathering, summarizing, and reporting
the results. The reporting of the review was guided by the
Preferred Reporting Items for Systematic Reviews and
Meta-Analysesfor Scoping Reviews (PRISMA-SCcR) [26]. The
review’s protocol was not registered or published.

Research Question

What isknown about the use of technol ogy-supported guidance
models to stimulate nursing students' self-efficacy in clinical
practice?

Identification of Relevant Literature

A systematic search was conducted on December 13, 2021, and
was updated on April 21, 2023, in the following databases:
MEDLINE All (Ovid), PsycINFO (Ovid), Embase (Ovid), ERIC
(EBSCOhost), CINAHL (EBSCOhost), and Web of Science
Core Collection. The search strategy consisted of three main
topics: (1) self-efficacy, (2) technology, and (3) nursing students.
Based on these 3 topics, we chose search terms using Medical
Subject Headings terms and text words. The search strategy

Bresolin et d

was built in MEDLINE by aresearch librarian, peer reviewed
by a second research librarian, and then adapted to the other
databases (Multimedia Appendix 1). Moreover, we
hand-searched thereferencelists of theincluded papersto assess
whether any of the studies mentioned in those references were
pertinent to our review. Furthermore, we conducted forward
citation searching using the Google Scholar platform to identify
relevant studies that had cited the included papers.

Selection of the Studies

The research librarian exported the identified citations to
EndNote (Clarivate) to remove duplicates [27]. Subsequently,
the citations were exported to Rayyan (Rayyan Systems Inc)
[28] for storage, organi zation, and blinding of the study selection
process. Based on the eligibility criteria (Textbox 1) [29], PB
and AAGN independently conducted a pilot test of 10%
(380/3804) of the citations to screen titles and abstracts, and
the eligibility criteria were not modified. Pairs of authors
independently screened titles and abstracts to eval uate whether
full-text studies met the eligibility criteria (PB+AAGN,
Fernando Riegel+JGM, and SAS+JZ in the first search round
and PB+JGM and SAS+HMB in the update search round).
When doubt arose about a full-text study’s inclusion, a third
author independently evaluated the full-text study. Thedecision
was based on a negotiated consensus, and the reasons for
excluding full-text studies were recorded.

Textbox 1. Eligibility criteria according to the Sample, Phenomenon of Interest, Design, Evaluation, and Research type (SPIDER) framework.

Inclusion criteria

«  Sample (S): studies including undergraduate nursing students.

educational institutional context.

peer-reviewed journals.

Exclusion criteria

«  Phenomenon of interest (Pl): use of technology to support guidance in clinical practice to stimulate self-efficacy or similar concepts in an

« Design (D): studies with qualitative, quantitative, or mixed methods published in peer-reviewed journals from January 2011 to April 21, 2023
(based on our preliminary research, we concluded that the field of Technol ogy-Supported Guidance Modelsin clinical practicein nursing education
isarelatively new research area, and the likelihood of finding studies published in this area before 2011 was low).

«  Evauation (E): undergraduate nursing students’ self-efficacy in using technology for stimulating self-efficacy or similar concepts.
« Research type (R): studies of any research type published in English, Portuguese, Spanish, Norwegian, Danish, or Swedish published in

«  Sample(S): studiesincluding health care students other than undergraduate nursing students.

«  Phenomenon of interest (Pl): educational guidance supported by technology to stimulate self-efficacy unrelated to clinical practice or an educationa
institution context.

« Design (D): studies published before January 2011 or after April 21, 2023.

« Evauation (E): the self-efficacy of other health care students’ or professional's or nurse educators when it comes to using technology to stimulate
self-efficacy.

«  Researchtype (R): non—peer-reviewed studies, any type of review, case study, case report, clinical guideline, master’s or PhD thesis, conference

proceedings, abstracts, letters, comments, discussion editorials, books, or book chapters.

M apping the Data

The same pairs of authors that selected the studies extracted
data from the included studies. One extracted the data,
maintaining the wording and terminology of the studies, and
the other checked data accuracy against the studies using a
standardized data charting form that included the following

https://nursing.jmir.org/2024/1/e54443

information as recommended by the Joanna Briggs Institute
[30]: authors, year, country, study objective, population and
sample size, research focus or technological models, design,
outcomes measures (related to self-efficacy), and findings.
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Critical Appraisal

In line with the framework by Arksey and O'Malley [25], a
critical appraisal of the methodological quality or risk of bias
of the included studies was not performed.

Grouping, Summarizing, and Reporting the Results

PB and AAGN used an inductive approach to analyze and
thematically organize the data from the included studies [25].
The datawere extracted from the studies' findings sections and
were read several times to identify patterns of similarities and
differences across the studies related to our research question.
These patternswere organized into thematic groupsusing alow
level of abstraction. Next, the preliminary thematic groupswere

Bresolin et d

discussed with the rest of the research team and a consensus
was achieved [31-33].

Results

Overview

The database search identified 9408 records, of which 5604
were duplicates, so we screened thetitles and abstracts of 3804
records. A total of 33 studies were evaluated for eligibility and
8 studies described in 8 publications were included. We did not
find any relevant additional studies through hand searches of
the reference lists or forward citations of the included studies.
Figure 1 provides an overview of the study selection process
and the reasons for the exclusion of full-text reports.

Figurel. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram.

Identification of studies via databases and registers

| Identification of studies via other methods ]

)

Records identified from:
Databases (n=9408)
MEDLINE(n=1719)

Embase (n=2039) PsycINFQ
(n=517)

CINAHL (n=2308)

ERIC (n=328)

Web of Science (n=2498)

Records removed before
SCreening.
Duplicate records removed
(n=5604)
Records marked as ineligible
by automation tools (n=1)

Identification
Ad

Records identified from manual
searches (n=T)

[

)

v

Records screened (n=3804) »| Records excluded (n=3771)

v

Screening

v

Reports assessed for eligibility
(n=33)

v

Reports excluded (n=25):
Wrong type of study (n=2)
Wrong population (n=1)
Wrong phenomenaon of
interest (n=22)

v

Studies included in review (n=8)
Reports of included studies (n=8)

4

Included

Study Char acteristics

Theincluded studies were conducted in Taiwan (n=2) [34,35],
South Korea (n=2) [36,37], China(n=2) [ 36,38], Norway (n=1)
[39], and Finland (n=1) [40]. Inall, 5 studies used a quantitative
method and had an experimental design [37-41], and 3 studies
used multiple methods [34-36].

The sample size of the studies ranged from 36 to 171
participants, the majority age range (721/770, 93.6%) across
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RenderX

Reports assessed for eligibility

P =

(n=7) Reports excluded (n=7):
Wrong type of study (n=3)
Wrong phenomenon of
interest (n=4)

the studies was 20-30 years, and most of the participants were
female (508/564, 90%). A total of 3 studies did not report the
sex of the participants [34,35,37]. In most of the studies (7/8,
88%), the clinical practice was performed in a hospital
[34,36-41], whereas 1 study’s clinical practice was performed
in home care [35]. Table 1 provides a detailed overview of the
studies’ characteristics and Multimedia Appendix 2 [34-41]
provides adescription of interventions, duration, and frequency
for each study included.
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Table 1. Characteristics of the included studies.
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Author, year, Study objectives  Populationandsam- Researchfocusor Design Outcomesrelatedto  Findings
and country plesize technologica self-efficacy
models
Changeta, Toenablestudents « N=36 Nursing proce- Nonrandomized Self-efficacy ques-  Qualitative and quantita-
2022[34], toleanandthink « EG2 =18 dures or chatbot  controlled trial tionnairebasedon  tive dataindicate that ap-
Taiwan deeply by interact- cab n=18 applying natural  with quantitative ~ Pintrich et al [42].  plying the mobile chatbot
ing with a chatbot ; _ languageprocess- and qualitative ap-  Individual inter- as alearning strategy en-
in the context of + Age mean=21 ing proach viewsto investigate hanced nursing students’
handling obstetric years students’ perceived  self-efficacy
vaccine cases *  SexNR® self-efficacy
Egilsdottiret Toexplorechanges « N=171 B-PASor SMLT Quantitativecohort Study-specificques- After the clinical rotation,
al, 2023 innursing compe- «  Age Themedi- study tionnaireto investi-  both student groupsreport-
[39], Nor- tence, factors asso- an is between gate students' confi- ed changesin the confi-
way ciated with 21-25 years dencein performing dence in performing B-
changesafterclini- «  Sex: n=154fe- physical assessments  PAS, with statistically sig-
cal rotations, and male nificant moderate or large
whether an SMLTY changesin all areas. Confi-
supports changes dencein performing B-
in the confident PAS, the usefulness of the
SMLT, and a higher nurs-
use of B-PAS® ing competence at the start
of clinical rotation were
positively associated with
overall nursing compe-
tence
Kim and Toevaluatetheef- «  N=66 Simulation of Randomized con-  spcp9ingrument  The |CNS app enhanced
Suh, 2018 fectonnursingstu- « EG: n=34 nursing proce- trolled trial students’ knowledge, self-
[41], South  gents of an ICNS' o« Age duresor ICNS efficacy, and nursing skills
Korea mobile app mean=226  app performance. The EG
years showed significantly more
e Sex:n=31 improved self-efficacy
female from beforeto after thein-
. CGin=32 tervention than the CG
« Age
mean=22.9
years
¢  Sex:in=29
female
Leeand Toexaminetheef- «  N=102 Clinical practice Two-arm, paradlel, SECP instrument Both groups showed im-
Park, 2018  fect of flipped « EG:n=51 insurgical nurs-  stratified group provement on all subscales
[37], South  learning compared « Age ing or flipped randomized trial of the SECP in the
Korea totraditional learn- mear=225 learning with e- posttest, but no statistically
ing inasurgica years learning content significant differences
nursing practicum e Sex:NR  withsmart learn- were found between the
. CG: n=sl ing tool group
« Age
mean=22.5
years
« Sex:NR
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Author, year, Study objectives  Populationandsam- Researchfocusor Design Outcomesrelated to  Findings
and country plesize technological self-efficacy
models
Strandell- Toevaluatetheef- «  N=102 Clinical practice  Randomized con-  SECP instrument The results of overall
Laineetal, fectivenessof a « EG:n=b2 or mobile app trolled trial competence, self-efficacy,
2018 [40], mobile cooperation « Age and overall satisfaction
Finland intervention inim- mear=22.9 with the CLE showed no
proving students’ years significant differences be-
competence and e« Sex:n=49 tween the groups
self-efficacy and femae
the q:al ity of the . CG:n=50
CLE . Age
mean=23
years
. Sex: n=45
female
Wangetal, Toexaminetheef- o N=114 Psychological in- Randomized con-  General Self-Effica-  More significant improve-
2022 [38], fectsof amobile « EG: n=57 terventionor mo- trolled trial cy Scae ments in stress, anxiety,
China phone-based psy- « Age bile phone—based and self-efficacy aswell as
chologica interven- mean=22.9 more significant improve-
tion program on years ment in group-interaction
stress, anxiety, and e Sex:n=50 time were observed in the
self-efficacy female EG than in the CG
among undergradu-
aenursngstu- GG EY7
dents during clini- © Age
cal practice MeF222
years
o Sexin=47
female
Wangeta, Todevelopand « N=111 Professional Two-armed ran- Professona sdf-effi-  For professional salf-effica-
2023 [36], evauatetheeffec- « EG: 56 identity or online domized controlled cacy questionnaire  cy, the group effect, time
China tiveness of an on- « Age program trial with quantita-  for nursing students  effect, and group-by-time
line5-week profes- mean=21.3 tiveand qualitative effect were not significant
siond identity pro- years approach except for 1 factor related
gram among nurs- e Sex:n=53 to the capacity for informa-
ing studentsin femae tion collection and plan-
clinical internship . ning. Students stated that
practice during « CG55 ) the program enhanced their
COVID-19restric- +  Age professional belief, and
tions mean=21.3 they felt less stressed in
y@s adapting to the stressful
e Sex:n=50 atmosphere. Thefacilitator
female supported the participants’
experiences of internal
self-motivation that led to
active participation in the
program. Building mutual
trust and familiarity was
essential for the group dy-
namic
Wu and Toassessthead- « N=68 Clinical practice  Nonrandomized Computer self-effica Most students had past
Sung, 2014  vantagesof mobile .  EG: n=32 inpublic health  pilot study with ¢y instrument de- computer experience and
[35], Tawan devicesand cloud « Age NR orGoogletasa quantitative and signed by Compeau  often searched for informa-
learninginapublic « Sex:NR learningmanage- qudlitative ap- and Higgins [43] tion on the internet. They
heslth practice L ment system proach were confident in comput-
course using - CG n—3§ er use and displayed high
Google+ asthe ¢ 'ggxe I\I\IIIE self-efficacy. The analysis

learning platform
and integrating
various application
tools

of learning effectiveness
showed that studentsusing
Google+ had greater
learning effectivenessthan
did those adopting tradi-
tional learning
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3EG: experimental group.

bCG: control group.

°NR: not reported.

dSMLT: suite of mobile learni ng tools.
®B-PAS: basic physical assessment skills.
fICNS: interactive clinical nursing skills.
9SECP: Self-Efficacy in Clinical Performance.
PCLE: dlinical learning environment.

Thematic Groups

To answer the research question, the results were organized into
four thematic groups: (1) technological solutions for learning
support, (2) learning focus in clinical practice, (3) teaching

Textbox 2. Content covered within the thematic groups.

Bresolin et d

strategies and theoretical approaches for self-efficacy, and (4)
assessment of self-efficacy and complementary outcomes.
Textbox 2 provides an overview of the content covered within
the thematic groups.

Technological solutions for learning support

o  Chatbot with artificial intelligence [34]

. Digita platform [35,37]

«  Mobile app with simulation [39,41] and without simulation [40]
. Mobile phone[38]

o Online chat [36]

Learning focusin clinical practice

«  Nursing procedures: vaccine [34], vital signs, intravenousinjection, gastric lavage, endotracheal suction [41], and physical assessment skills[39]

«  Specialized nursing area: surgical nursing [37], home care [35], and management and communication [40]

o Students professional identity [36]
o  Students mental health [38]

Teaching strategies and theoretical approaches for self-efficacy
« Attention, relevance, confidence, and satisfaction theory [41]
o Flipped classroom [37]

«  Fundamentals of Care framework [39]

«  Nurse educators feedback on nurse students’ learning activities [35,38,40]

. Tafel’'ssocial identity theory and career self-efficacy theory [36]

Assessment of self-efficacy and complementary outcomes

.  Computer self-efficacy, experience, anxiety, and system satisfaction and interview [35]

«  Confidencein performing basic physical assessment skills and nurse professional competence [39]

«  Generd sdf-efficacy, learning situation, and interview [34]
o Generd self-efficacy, stress, and anxiety [38]

. Professiona self-efficacy, professional identity, depression, anxiety, stress, and interview [36]
«  Self-efficacy in clinical performance (SECP), nursing skills performance, and knowledge [41]

«  SECP quality of theclinical learning environment, and nurse competence [40]

«  SECP sef-leadership, and socia problems [37]

Technological Solutionsfor Learning Support

Various technological solutions to support the development of
self-efficacy were identified across the included studies, such
as achatbot with artificial intelligence [34], online chat [36], a

https://nursing.jmir.org/2024/1/e54443

mobile app with simulation [39,41] and without it [40], amobile
phone [38], and a digital platform [35,37]. The technological
tools required internet access to function for the intended
purpose. In 7 studies [34-36,38-41], the partici pants had access
to the technological solution on their smartphones anywhere
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and at any time. The participants used the technical solutions
to perform learning activities [34,35,37,39-41] to interact with
colleagues [34-36] and to communicate with nurse educators
[35,38,40]. In 1 study, the technological solution (with
e-learning content) was used as a preparatory learning activity
before clinical practice [37].

Learning Focusin Clinical Practice

Theincluded studies focused on specific learning situationsin
clinical practice, such as nursing procedures [34,39,41] and
nursing areas [ 35,37,40]. Regarding nursing procedures, 1 study
provided educational knowledge about infectious diseases and
vaccine administration [34], while the other studies included
learning situations about vital signs, intravenous injection,
gastric lavage, endotracheal suction [41], and physical
assessment skills [39]. Regarding nursing areas, the research
focus was surgical nursing [37], management and
communication [40], and home care[35]. One study investigated
students' mental health [38] and another investigated students’
professional identity [36].

Teaching Strategies and Theoretical Approaches for
Self-Efficacy

Nurse educators were the main facilitators of the
technology-supported guidance models. A total of 4 studies
applied variousteaching strategies, such as educators' feedback
on nursing students' learning activities [35,36,38,40] and a
flipped classroom [37]. Three of the studies used different
theoretical approaches, such as attention, relevance, confidence,
satisfaction (ARCYS) theory [41], Tajfel’s socia identity theory
(SIT) and career self-efficacy theory (CSET) [36], and the
Fundamentals of Care (FoC) framework [39]. One study did
not apply teaching strategies or theoretical approaches[34].

Strandell-Laine et a [40] and Wu and Sung [35] designed an
app to support clinical learning by stimulating communication
between nursing students and nurse educators. In the
intervention by Strandell-Laine et a [40], the learning content
included the schedule of clinical practice, learning objectives,
alearning diary, and midterm and final evaluations. Inthe study
by Wu and Sung [35], students accessed information, uploaded
data, posed questions, and discussed the learning situationswith
nurse educators. In both studies, the intervention content and
nursing students' clinical practice experience were the basis of
feedback elaboration delivered by the educators. Nursing
students al so received feedback from nurse educators in Wang
et al [38] study, but the focus was on psychological support.
The intervention was delivered in three modules: (1) support
(the participants were asked to write a paragraph describing
their “happy experiences’ during their clinical practice sessions);
(2) education (2 clinical educators provided weekly lectureson
topics to improve clinical and communication skills, find
happiness in daily life, build confidence when caring for
patients, manage stress and pressure, perform self-care while
caring for others, and build social support); and (3) reflection
(participants were encouraged to describe stressful situations
during their clinical practiceto their clinical educators, and the
educators helped the participants analyze the situations and
provided tailored advice for handling similar situations in the
future). Inthe study by Leeand Park [37], the flipped classroom

https://nursing.jmir.org/2024/1/e54443

Bresolin et d

was used as a teaching strategy, including instructor guidance
before clinical training, on-site instruction during clinical
practice, and a case conference after the end of clinical practice.

The study by Chang et a [34] used an artificia
intelligence-based app developed with natural language
processing to encourage nursing students to ask questions or
use a pop-up menu to search for needed information in addition
to discussing medical issues with their peers and with the
chatbot. Kim and Suh [41] used an app flowchart based on the
ARCStheory with four phases: (1) the attention phase stimul ated
the participants motivation to learn; (2) the relevance phase
helped the participants to think about which items they should
prepare for each nursing skill and devise a care plan for the
patients and themselves; (3) confidence phase; and (4)
satisfaction phase, the participants learned interactively by
answering messages and quizzesthat popped up on their mobile
screen. Egilsdottir et al [39] used the FoC framework divided
into three main areas. (1) the nurse-patient relationship, (2)
integration of care, and (3) contextual factors The study used
the basic physical assessment skills (B-PAS) to measure
students' performance and used the FoC framework to assess
the student (nurse)—patient relationship. Wang et al [36] based
their training program on the combined SIT and CSET. The
program was designed on the basis of SIT's 3 phases of how
social identity is built and modified, including social
categorization, social comparison, and positive distinctiveness;
theintervention el ements embedded in the 3 phaseswere derived
from the CSET, comprising direct experience, substituted
experience, physio-psychological condition, and social
persuasion.

Assessment of Self-Efficacy and Complementary
Outcomes

Three studies [37,40,41] measured self-efficacy using the
self-efficacy in clinical performance (SECP) instrument [44],
which comprises 37 self-assessed items on an 11-point Likert
scale in five domains. (1) assessment, (2) diagnosis, (3)
planning, (4) implementation, and (5) evaluation.

Two studies [34,38] measured general self-efficacy with 2
different instruments. Chang et a [34] used a self-efficacy
instrument constructed by Pintrich et a [42] that includes 8
self-assessed items with 5-point Likert scales. Wang et al [38]
used a self-efficacy scale devel oped by Jerusalem and Schwarzer
[45] with 10 items on a 4-point Likert scale in four domains:
(2) strategic, (2) contingency, (3) motivational, and (4) executive
effectiveness.

Wang et a [36] measured nursing students' professional
self-efficacy with a 27-item questionnaire on a 5-point Likert
scale including six factors: (1) professional attitude and belief,
(2) problem-solving ability, (3) professiona information
collection and professional planning capacity, (4) professional
cognition, (5) professional value, and (6) professional choice.

Egilsdottir et a [39] created aquestionnairewith 13 itemsusing
a 7-point Likert scale to map nursing students perceived
confidence related to the examination techniques in B-PAS,
which are inspection, palpation, percussion, and auscultation.
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The questionnaireitemswereformulated in linewith Bandura's
[46] description of self-efficacy.

Wu and Sung [35] revised and applied a computer self-efficacy
guestionnaire designed by Compeau and Higgins [43] with 24
itemson a5-point Likert scalein three dimensions: (1) computer
use experience, (2) computer self-efficacy, and (3) computer
anxiety.

In all these self-efficacy instruments, higher scores indicate
greater self-efficacy. All the studies measured self-efficacy
along with other outcomes, such as basic knowledge [34,41],
nursing skills performance [39,41], self-leadership and social
problems [37], and professional competence [39,40]. Three
studies measured anxiety [35,36,38], 2 measured stress[36,38],
1 measured professional identity [36], and another measured
system satisfaction [35]. Furthermore, 3 studies [34-36]
conducted interviews to gather qualitative data, exploring
participants perceptions of their feelings, experiences,
influencing factors, their understanding of technology’simpact
on learning experiences in nursing education, and suggestions
for improving the intervention.

In all the studies, the self-efficacy scales and other instruments
showed improvement in the posttest within the groups. However,
1 showed dtatistically significant differences between the
experimental groups and the control groups[34].

Discussion

Principal Findings

This scoping review aimed to systematically map and identify
gaps in published studies on the use of technol ogy-supported
guidance models to stimulate nursing students’ self-efficacy in
clinical practice. The database search identified 3804 citations,
but only 33 studies were assessed for eligibility, of which 8
were eligible for inclusion, which may indicate a research gap
on the phenomenon of interest. Although the number of studies
was small, the technological solutionswere diverse, which was
not surprising, as it aligns with the findings of a systematic
mixed studies review that investigated technol ogy-supported
guidance models to stimulate critical thinking [23]. The use of
technology to support clinical practice appearsto bearelatively
new research field, characterized by frequent experimentation.
Technological advancement in nursing education has greatly
increased, especially during the COVID-19 pandemic [47].

Our findings suggest that technological solutionswere organized
astechnol ogy-supported guidance model swith apredefined set
of nursing procedures or nursing areas. Nurse educators provided
guidance with the support of technological solutions, stimulating
nursing students’ active learning. This pedagogical approach
diverges from traditional education and seeks to transcend
teaching based on the unilateral transfer of content so as to
stimulate creative, critical, and transformative practices [48].
Active learning is student centered and interactive and offers
feedback that meetsthe student’slearning needs [49]. Although
only 1 of theincluded studies[39] provided information on the
development of the technological solutions, they seemed to be
tailored to meet the individual nursing students' needs for
specific knowledge and competence. It would be valuable to

https://nursing.jmir.org/2024/1/e54443

Bresolin et d

ascertain whether the users of the other 7 included studieswere
actively engaged in the devel opment process dueto the potential
positive impact of such involvement. Nes et a [50] underscore
the significance of incorporating all stakeholders (ie, nursing
students, nurse preceptors, and nurse educators) as users during
the creation of a technology-supported guidance model. This
approachisessential to guarantee that the technological solution
aligns with the expected quality standards to meet users’ needs
and achieve the anticipated educational outcomes in clinical
practice.

Half (4/8, 50%) of the included studies applied teaching
strategies  without a theoretical approach in their
technology-supported guidance models, which is in line with
the findings of a previous review [23]. Thelack of atheoretical
approach may make it challenging to explain study findings
[51]. Despite positive findings, only 1 of the included studies
showed statistically significant effects regarding self-efficacy.
Applying atheoretical approach in intervention studies seems
to be associated with positive findings and large effect sizes
[52]. Therefore, technology-supported guidance models that
apply pedagogical theory intended to stimulate self-efficacy
may have a better chance of success [53]. A nonsignificant
effect in the included studies that used a theoretical approach
may result from an insufficient sample size or insufficient
duration of intervention. Despite the lack of statistical
significance in most studies, the observed effects were
consistently positive, aligning with findings in other studies
using technological solutions [54-56]. Consequently,
interventions integrating technology have the potentia to
contribute positively to student learning outcomes.

Furthermore, Linnenbrink and Pintrich [57] found evidencefor
a conceptual framework that demonstrated the connection
between motivation, self-regulation, and academic learning and
that these connectionswere not confined solely to the theoretical
classroom context but also extended to clinical practice.
Motivational factors and cognitive processes may interact in
intricate ways to facilitate student learning [57,58].

Aligning with previousresearch [59,60], our findings underscore
the significant role of nurse educators asthe primary facilitators
of technology-supported guidance models. Nurse educators
share responsihility for fostering nursing students’ self-beliefs,
asthese self-beliefs can have positive or negative influenceson
their performance [61]. Educators and institutions are
responsible for helping students develop their competence and
confidence as they progress in their studies [62]. However,
technological tools should not be incorporated into guidance
models in isolation, as such incorporation also requires
oversight, support, and mentorship from not only nurse
educators but also nurse preceptors and peers optimizing the
impact of technology on the educational experience [63].

Only 3 of the included studies used the SECP instrument to
assess the self-efficacy of nursing students. Using the same
instrument, such asthe SECP, facilitates replication and enables
comparisons across studies investigating similar outcomes
[44,64,65]. By contrast, the use of different instruments to
measure the same outcome makes it chalenging to compare
findings across studies, conduct meta-analyses, and establish
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standardized thresholds or reference pointsfor specific outcomes
[66].

Our findings show that the studies also incorporated other
assessment tools. Thiscould be because of the strong correlation
between self-efficacy and factors such as motivation [67],
satisfaction [63,68], academic achievement [58,69], and student
persistence [70]. Furthermore, it is important to acknowledge
that other outcomes could be essential in addressing theresearch
guestions posed by these studies.

Strengths and Limitations

The strengths of our review are the acknowledged
methodological framework for conducting a scoping review,
the comprehensive database search, and the systematic process
by which pairs of authorsindependently assessed dligibility and
extracted data. Furthermore, the datawere analyzed by 2 authors
and discussed with the rest of the research team, facilitating
credibility, dependability, and intersubjectivity.

We tried to include all possible synonyms of the concept of
self-efficacy and similar concepts in our search strategy, but
due to the multidimensional nature of self-efficacy, we may
have overlooked some synonyms. Our review also had some
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language restrictions. Consequently, we may have been unable
to identify some relevant studies. Another limitation may be
that the review protocol was not published. However, the
eligibility criteria and search strategy were determined before
the study selection process was carried out.

Conclusions

Diverse technological solutions were used in guidance models
to stimulate nursing students’ self-efficacy in clinical practice.
Even though these interventions showed positive outcomes,
they were not statistically significant. Thisunderscoresthe need
for further refinement by tailoring technological tools to meet
user needs, making stakeholder involvement essential, and
implementing interventions that are developed on the basis of
atheoretical approach, as well as applying teaching strategies
with atheoretical approach. Although nurse educators are vital
for students’ development, the contributions of nurse preceptors
and peers should not be underestimated.

Our findings show that a variety of instruments are used to
assess self-efficacy and that not al such instruments have been
validated. Consequently, future studies should use validated
instruments to ensure relevance and enable meaningful
comparisons of self-efficacy across studies.
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Abstract

Background: Health monitoring technologies help patients and older adults live better and stay longer in their own homes.
However, there are many factors influencing their adoption of these technologies. Privacy is one of them.

Objective: Theaim of this study was to provide an overview of the privacy barriersin health monitoring from current research,
analyze the factors that influence patients to adopt assisted living technologies, provide a social psychological explanation, and
propose suggestions for mitigating these barriersin future research.

Methods: A scoping review was conducted, and web-based literature databases were searched for published studiesto explore
the available research on privacy barriers in a health monitoring environment.

Results: Intotal, 65 articles met the inclusion criteria and were selected and analyzed. Contradictory findings and results were
found in some of the included articles. We analyzed the contradictory findings and provided possible explanations for current
barriers, such as demographic differences, information asymmetry, researchers’ conceptual confusion, inducible experiment
design and its psychological impacts on participants, researchers' confirmation bias, and a lack of distinction among different
user roles. We found that few exploratory studies have been conducted so far to collect privacy-related legal norms in a health
monitoring environment. Four research questions related to privacy barriers were raised, and an attempt was made to provide
answers.

Conclusions: Thisreview highlights the problems of some research, summarizes patients' privacy concerns and legal concerns
from the studies conducted, and liststhe factors that should be considered when gathering and analyzing people’s privacy attitudes.

(JMIR Nursing 2024, 7:€53592) doi:10.2196/53592

KEYWORDS
privacy attitudes; health monitoring technologies; privacy concerns,; privacy barriers; legal concerns; social psychology

34% in 2019 to 59% in 2070. In Norway, the population of

Introduction

Background

The proportion of older adults around the world is growing
sharply. According to the 2021 aging report published by the
European Commission [1], the ratio in the European Union
(EU) between people aged =65 years and those aged 20 to 64
years (al so known as the demographic ol d-age dependency ratio)
will increase greatly in the coming decades, from approximately

https://nursing.jmir.org/2024/1/€53592

older adults (aged =65 years) will increase from 17.4% in 2019
t027.8%in 2070 [1]. Because of this, theterm “aging in place”
was put forward in social policy, which refers to providing
assisted living facilities to enable older adultsto remain in their
own homesfor aslong as possible[2]. Various ongoing research
projects in ambient assisted living technologies are being, or
have been, conducted to hel p older adults, such asthe European
AALIANCE2 project; the Ambient Assisted Living Joint
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Programme, financed by the European Commission [3]; and
the Active and Assisted Living Programme, also financed by
the European Commission [4].

In the meantime, patients are also in need of health monitoring
systems. The aging population and patients' growing needs for
health care support have facilitated the devel opment of different
types of health monitoring and assisted living technologies,
such associaly assistiverobots, wearabletrackers, telemedicine,
image sensors, and so on. According to the study by Rostad and
Stokke [5], these technologies can be categorized into
localization technologies (eg, GPS), compensation technol ogies
(eg, remote control of light and heating, robot vacuums, and
cognitive or physical aids), safety technologies (eg, social alarm
systems and fall detection sensors), technologies for social
contact (eg, tablet computers, smartphones, and gaming devices),
therapeutic robots, and treatment technologies (eg, medical
remote monitoring and automated pill dispensers), all used for
different purposesin health monitoring.

The application of the aforementioned intelligent devices is
supposed to enhance the quality of patients' lives. Nevertheless,
variousfactorsimpact patients' acceptance of health monitoring
devices[6], including intervention factors (eg, privacy concerns,
security concerns, frequency, a lack of awareness, and the
observability of outcomes), environmental factors (eg, social
influence, social implication, change in technology use by
society over time, and group participation), technology factors
(eg, complexity, reliability, interface design, compatibility,
functionalities, features, aesthetics, and cost), individual factors
(eg, level of innovativeness, level of technology learnability,
and living alone), psychological factors (eg, attitudinal factors
and perception factors), support and training factors (eg, training,
quality of training, and facilitating support) in general. Among
all these factors, our attention was seized by privacy concerns.

Therearedifferent types of privacy; therefore, privacy concerns
can be analyzed from different perspectives. The way that
researchers distinguish privacy has reflected their different
concerns arising from their professional backgrounds; for
example, Rosenberg [7] distinguished 3 kinds of privacy:
territoria privacy, individua privacy, and informational privacy.
Clarke [8] outlined 4 types of privacy: privacy of a person,
privacy of personal data, privacy of personal behavior, and
privacy of personal communication. However, with the
development of emerging technologies, different categories
arose. Some researchers extended the categories formulated by
Rosenberg [ 7] and added 3 more categories: privacy of thoughts
and feelings, privacy of location and space, privacy of
association (including group privacy) [9]. More specificaly, in
different scenarios, users have different privacy concerns, and
these concerns can be categorized case by case; for instance,
web-based social network users can have 4 dimensions of
privacy concerns. virtual territorial privacy, factual privacy,
interactional privacy, and psychological privacy [10].
Furthermore, Serenko [11] narrowed the scope in health care
and put forward 3 privacy dimensions: informational privacy,
physical privacy, and psychological privacy. These 3 privacy
dimensions were regarded as determinants of patient behavior
in health care.
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Although privacy concernsare known to be barriersfor patients
with regard to adopting health monitoring technologies
according to some studies [12], it is not sufficient to analyze
factorsimpacting the adoption of health monitoring technologies
individually because these influential factors may impact each
other; for example, despite the fact that privacy concerns are
included in intervention factors [6], psychological factors, as
well as support and training factors with regard to privacy
awareness, can also impact patients' privacy concerns. Patients
awareness of privacy-related lawsin the health care environment
will also influence their privacy concerns and decision-making
out of respect for authority [13]. Considering privacy issuesin
society, privacy attitudes and concerns are always analyzed
from the legal perspective. For patients, their privacy attitudes
may have a straight impact on the informed consent process,
and they are expected to know how to obtain legal aid in case
they encounter technology abuse, or their privacy is intruded
upon. For technology vendors, industry standards or privacy
policies need to be carefully checked and complied with before
their product isreleased. They need to carry out data protection
impact assessments to minimize privacy risks[14]. Apart from
older patients who are most in need of health monitoring and
assisted living technol ogies, members of the general public are
also potential users of these technol ogies asthey age or develop
health conditions. Furthermore, with regard to members of the
genera public, their prevalent uncertainty regarding, and trust
issues with, technologies may prompt legislators to adopt a
more cautious and conservative approach with regard to such
technol ogies. However, privacy-friendly approaches can be seen
asaway to motivate technology vendorsto be more transparent
and, on the one hand, foster privacy by design, while, on the
other hand, promote social awareness and trust by bridging the
information gap. In all, various factors and their relationships
need to be always taken into consideration at the same time.
Meanwhile, the question persists asto whether privacy concerns
aretruly barriers because of the rapid changesin society, such
as the development of privacy-enhancing technologies. Thus,
the rationality of privacy concerns should al so be discussed.

In the past few years, researchers have conducted a series of
studies to gather different privacy attitudes or privacy concerns
regarding health monitoring and assisted living technologies
from people with different demographic characteristics.
However, the results vary from study to study not only because
of the different user groups to which the participants belong
(eg, older adults’ attitudes compared to those of younger adults
and female participants’ attitudes compared to those of mae
participants) but also because of the different experimental
approaches used and the different scenarios provided in these
studies.

Research Questions

In summary, theimplementation of assisted living technologies
in the aging population era faces several challenges. First,
multipl e factorsimpede patients' adoption of these technologies,
and the interrelations among these factors have not been
thoroughly explored. Second, the extent to which privacy
concerns affect technology adoption needs further investigation.
Third, the study design and current results require consolidation
for researchers to make meaningful improvements. Addressing
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these challenges, we pose 4 research questions and conduct a
scoping review with the aim of providing an overview of the
privacy barriersin health monitoring from current research and
elucidating answers to these research questions. The four
research questions are listed herein, and the answers to these
questions are provided in the Results section.

1. What aretheinfluential factorsthat lead to different privacy
attitudes and concerns?

2. How will the methodologies used in different studies
influence participants privacy awareness with regard to
health monitoring technologies from the perspective of
social psychology?

3. What are the legal challenges regarding peopl€e's privacy
attitudes and concerns today?

4. What should be taken into consideration in subsequent
studies related to privacy attitudes and concerns in the
context of social psychology?

On the basis of the selected articles, we have summarized 5
hypotheses particularly related to the second challenge, which
are clarified in the Results section. The contribution of this
paper includes observing the inconsistency of these hypotheses,
looking into experimental approaches in each article, and
seeking answers to the 4 research questions. We have tried to
come up with suggestionsthat should be taken into consideration
comprehensively before implementing health monitoring
technologies.

Methods

Overview

A scoping review was conducted to explore the privacy attitudes
of different groups of participantsin the context of legal norms
and socia psychology in health monitoring technologies by
adopting the PRISMA (Preferred Reporting Itemsfor Systematic
Reviewsand Meta-Analyses) statement (M ultimedia A ppendix
1) [15]. Scoping reviews include all quantitative, qualitative,
and mixed methods studies that are identified asliterature on a
particular topic or research area [16,17]. They differ from
systematic reviews but can be used to inform systematic reviews
because more specific questions are usually addressed in amore
precise systematic review [18]. Of note, there are other
approaches to evidence synthesis for systematic reviews, such
as realist reviews [19], mixed methods reviews [19], concept
analyses [20], and so on. In this study, with the aim of
identifying and mapping the available studies, examining how
research is conducted in a certain field, summarizing findings,
and analyzing results, a scoping review is the best choice
compared to other approaches.

Eligibility Criteria

We conducted areview for articles published between January
1, 2016, and March 31, 2022. Search parameters were
established to identify articles published during this period
regarding different participants privacy attitudes with regard
to health monitoring technologies as well as legal norms
regarding privacy in health monitoring in Norway, the EU, and
the United States. For an in-depth investigation into the research
guestions, we acknowledge the regional characteristics evident
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in previous studies, often shaped by factors such as cultural
backgrounds and legal norms. To addressthis, we have selected
these regions. Specifically, this decision is motivated by 2 key
considerations. First, EU policies extend to Norway, the authors
country of residence, thereby potentially impacting health
service delivery and the deployment of assisted living
technologies. Second, certain EU countries share a common
cultural background, suggesting that individualsin these regions
may harbor more similar privacy perspectives than individuals
in other locations. Furthermore, studies published in the United
States were included because it is one of the most devel oped
countries owning quantities of health monitoring technologies.
It is worth mentioning that for the articles we identified, even
if the authorsdid not specify the review region or if the authors
countries of residence were outside theregion, we still included
these articles because they provided comprehensive views. Other
than region specification, studies were included if they (1)
reflected the privacy attitudes or privacy concerns of any group
of people, (2) reflected any legal concerns or legal frameworks
that should be taken into account, (3) were peer-reviewed
publications, and (4) werewritten in English. All study methods
(quantitative, qualitative, and multimethod) were eligible for
the review.

Search Terms, Strategy, and Sources

Instead of searching for privacy barriers directly, we sought
studies relevant to peopl€e's privacy attitudes or legal norms
regarding privacy in the health monitoring environment and
tried to summarize the barriers described in these studies. The
literature search was conducted by listing the following search
terms in the search string: (“privacy attitudes’ OR “legal
norms’) AND ((“healthcare monitoring” AND “nursing homes”)
OR “homecare monitoring”) AND (“Norway” OR “EU” OR
“the U.S."). The sources of the articles on privacy attitudes and
lega norms were mainly 5 databases. Semantic Scholar,
PubMed, IEEE Xplore, ScienceDirect, and Scopus. As no
relevant articles met the eligibility criteriain IEEE Xplore and
ScienceDirect, only articlesin the rest of the 3 databases were
included. Additional works identified in other databases, such
as ACM Digita Library, were categorized into other sources
because we sorted the articles by relevance and scanned the
results directly based on the title and abstract provided at the
first attempt instead of following the PRISMA steps strictly,
which was the approach we followed for the 5 main databases.
Therefore, instead of making an exhaustive selection, we merely
added the most relevant and important works.

Study Selection

The PRISMA flow diagramispresented in Figure 1. The search
process resulted in the identification of 953 studies. Before the
screening, 122 (12.9%) duplicate records were removed from
these 953 studies. The first screening was performed on the
title, abstract, and language, and 341 (41%) of the 830 articles
were identified as not meeting the eligibility criteria. Of the
remaining 489 articles, 226 (46.3%) could not be retrieved,
leaving 263 (53.7%) reports for assessment. After the second
screening, of the 263 articles, we excluded 198 (75.2%) because
they (1) were not conducted in the regions specified, (2) were
not relevant to privacy attitudes or privacy concerns, and (3)
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were not relevant to health monitoring or assisted living
technologies, leaving 66 (24.8%) articles for the final review,

Figurel. Thereview steps.

Sun et al

from which we extracted and categorized useful information.

Identification of studies via databases

Data Extraction and Categorization

The methods for data extraction and categorization were
established through the literature review process. Useful
information was extracted and input into aform, including title;
authors; year of publication; region; topic; technology;

Textbox 1. Categorization of the articles included for review.

ey
Records identified:
c .
o Semantic Scholar (n=197
B ( ) Records removed before
8 PubMed (n=4) -
£ »| screening:
S =746
.§ copus (n ) Duplicate records removed
= Other Sources (n=6)
(n=123)
| S
— '
Records excluded (title, abstract,
Records screened:
»| language):
(n=830) guage)
(n=341)
A 4
5 Reports sought for retrieval: Reports not retrieved:
c —»
E (n=489) (n=226)
g
Q
]
v
Reports assessed for eligibility: - Reports excluded:
(n=263) g Not conducted in the specific
region (n=20)
Not relevant to privacy
attitudes or privacy concerns
| S
(n=146)
— v
Not relevant to healthcare
k-]
-§ Studies included in review: monitoring or assisted living
E (n=65) technologies (n=32)
S’

participant inclusion criteria (if any); study design; location of
the study; key findings; and laws, rules, regulations, directives,
and policies mentioned.

Categories

The categories we formulated are presented in Textbox 1.

Categories

« Articleinformation: title, authors, year of publication, and region

documents mentioned in the articles were extracted

. Topic: identified and categorized based on the field covered by the articles; instead of setting the topic as “privacy attitudes’ or “legal norms’
in general, 5 topics were defined (privacy attitudes, privacy concerns, legal concerns, legal frameworks, and privacy barriers); some of the articles
have covered several topics at the same time; reasons for classification are clarified in the Results section

«  Technology: includes health monitoring technologies mentioned in the article; some of the articles have covered a specific device (eg, human
behavior modeling [21]), while some provide privacy attitudes or legal norms of a general designation, such as smart home technology

« Participant inclusion criteria: specificaly created for studies with participants invited to take part; inclusion criteria include the number of
participants, age, nationality, whether they have any diseases, and place of residence

« Key findings: any information related to the 5 topics listed in the Topic category
. Laws, rules, regulations, directives, and policies mentioned: specifically created for studies covering legal frameworks or legal barriers; all lega
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Results

Overview

In this section, we will provide the results in the form of
categories. As mentioned in the Eligibility Criteria subsection,
the review was focused on Norway, the EU, and the United
States, or reviewsworldwide. When it comesto review articles,
they are included regardless of region. Among the 65 articles,
there were 4 (6%) from France, 2 (3%) from Finland, 1 (2%)
from Sweden, 3 (5%) from Germany, 1 (2%) from Ireland, 2
(3%) from Italy, 3 (5%) from the Netherlands, 5 (8%) from
Norway, 2 (3%) from Poland, 1 (2%) from Portugal, 1 (2%)
from Spain, 1 (2%) conducted jointly in Germany and Denmark,
and 30 (46%) from the United States. Of the remaining 9
articles, 1 (11%) discussed telemonitoring at the EU level; 1
(11%) reviewed laws, standards, and recommendations
applicable at the EU level; and 7 (78%) were literature reviews
whose authors' countries of residence were not part of the
specified regions. Asthe results of the reviews were genera in
nature, they were not categorized into specific aress.

Privacy Attitudes, Privacy Concerns, and Privacy
Barriers

Articles reflecting privacy concerns were classified into 3
subcategories; privacy attitudes, privacy concerns, and privacy
barriers. According to Kokolakis[22], although privacy attitudes
and privacy concerns have aclose rel ationship, they differ from
each other because privacy attitudes are bound to specific
contexts such as the appraisal of specific privacy behaviors,
while privacy concerns are not, and they can be generic. It is
worth mentioning that the articles that either gathered
participants’ general privacy concerns or participants' privacy
attitudeswereincluded in thereview. The key findings extracted
from the results should be categorized as privacy concerns
according to the definition. However, we set the topic as privacy
attitudesif any privacy attitudes were gathered in these studies.
Thus, articles covering either privacy concerns or privacy
attitudes were included when we compared the findings.

Table 1. Studiesthat provide evidence for the first hypothesis.

Sun et al

In contrast to the studiesthat gathered and analyzed participants
privacy attitudes or concerns, 11 (17%) of the 66 studies[23-33]
discussed people’s adoption of health monitoring technologies.
Although some of these studies, such as the study by Charness
et al [26], also recruited participants, gathered their privacy
attitudes, and analyzed results from the attitudes (similar to the
methods used by Sanchez et al [21] and Caldeira et a [34]),
these studies provide a broad view from the perspective of
technology adoption and acceptance; for instance, in the study
by Biermann et a [25], researchers came up with several barriers
to technology adoption, such asfinancial reasons, restriction of
privacy, and a feeling of surveillance. Among al barriers,
concern regarding privacy is merely one of the factorsthat may
influence participants' technology adoption. Therefore, even if
the findings reflecting privacy concerns are similar to those
reflecting privacy attitudes and privacy barriers, articles stating
that concern regarding privacy is one of the barriers to the
adoption and acceptance of assisted living technologies were
classified into a different category: privacy barriers.

Contradictions Among Perceptions of Privacy in Key
Findings

All included studies reflect privacy attitudes, privacy concerns,
and privacy barriers, which show many contradictions. In
general, the results can be classified into five hypotheses
according to the extent of participants’ privacy concerns. (1)
participants do not have privacy concerns (Table 1); (2)
participants have privacy concerns, and they areamajor barrier
(Table 2); (3) participants have privacy concerns, but they do
not seem to be a significant barrier (Table 3); (4) participants
privacy concerns vary from person to person, and there is
insufficient statistical evidence across a large population to
validate whether the concerns will have a significant influence
(Textbox 2); and (5) participants have privacy concerns, and
their perceptions of privacy areinfluenced by their background
(Table 4). It is worth mentioning that some of the studies
satisfied 2 hypotheses at the same time because the fifth
hypothesis does not violate the second, third, or fourth
hypothesis.

Study Methodol ogy

Evidence

Sanchez et a [21]
Caddeiraet d [34]

Interview (exploratory qualitative approach)
Interview (qualitative approach)

“It was noteworthy that the majority of participants had no privacy concerns.”

“Privacy did not seem to be a significant issue for our informants.”
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Table 2. Studiesthat provide evidence for the second hypothesis.

Sun et al

Study

Methodol ogy

Evidence

Schomakers et a [35]

Vasdli and Farshchian [23]

Harrington et al [36]

Choi et al [37]

Tural et al [38]

Attié et al [39]

Lederman et al [31]

Karlsen et a [40]

Gimpel et al [41]

Mujirishvili et al [42]

Wilczewski et al [43]

Qualitative prestudy+quantitative main study
(multimethod approach)

Systematic review

Questionnaire (quantitative study)

Questionnaire+semistructured interview (multi-
method approach)

Web-based and in-person surveys+focus group
(multimethod approach)

Survey

Review

Review

Survey

Scoping review

Questionnaire

“As an important barrier, privacy requirements should thus be con-
sidered for mHesalth [mobile health] apps for aftercare”

“Many studies found that some or al participants have concerns
about privacy. Privacy isregarded as a ‘bigger barrier to adoption,
more so than usability.”

“Privacy was among the leading concernsregarding SARs[socially
assistive robots] among the current sample of older Americans.”

“The participant feedback suggeststhat perceived privacy concerns,
perceived usefulness, and curiosity to technology were strong factors
when considering which device to haveinstalled in their home”

“Privacy and security of personal information seemto beacoreissue
for willingness to use smart home products as also highlighted by
others”

“Privacy concerns are the main obstacles to the adoption of SCOs
[smart connected objects].”

“Other researchers suggested that risk perception that isinfluenced
by concern over privacy, security and the learning-curve can have
anegative impact on the adoption of 10T [Internet of Things] solu-
tions by medical staff...These risks to privacy and security are a
major challenge for 10T in healthcare”

“The lack of security and privacy was a prominent concern due to
the constant recording of data and location tracking that comeswith
the use of a smartwatch.”

“In healthcare digitalization, privacy concerns are one of the major
barriers for individual s to accept and use healthcare technologies.”

“With privacy being a major barrier to video-based AAL [active
and assisted living] technologies, security and medical safety were
identified as the major benefits across the studies.”

“Participants commented on privacy concerns with providing per-
sonal information to the chatbot. This category had the majority of
negative comments (n=10/15 codes; 66.7%) with some participants
finding the chatbot ‘abit intrusive.’”
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Table 3. Studiesthat provide evidence for the third hypothesis.

Sun et al

Study

Methodology

Evidence

Jaschinski et al [44]

Gettel et al [28]

Chung et al [45]

Fruchter and Liccardi
[46]

Piau et al [47]

Tan et d [49]

Schomakers and Ziefle
[49]

Web-based survey (qualitative approach)

Scoping review

Survey (qualitative approach)

Web-based review

Web-based survey (qualitative approach)

Semistructured interviews (qualitative ap-
proach)

Questionnaire (quantitative approach)

“Older adults privacy concerns were secondary to the perceived benefits of
AAL [Ambient Assisted Living] intermsof health, safety and independence.”

“One study highlighted that older adults were concerned about privacy, but
other studies found that privacy was not abarrier to AAL [Ambient Assisted
Living] technology adoption.”

“The proportion for the privacy concern increased slightly, though not statis-
tically significant, indicating that participants were not bothered by the exis-
tence of the device at home.”

“While we found that privacy and security related issues are present within
our corpus, our results suggest these topics related to home assistants are
rarely voiced, or openly reported by consumersin their online reviews. We
can conclude that, for the most part, consumers who review home assistants
tend to not discuss privacy or security concerns.”

“Less than a third were concerned about privacy breaches when using these
technologies.”

“When asked about potential privacy or security concerns, our analysis of
participant responses surfaced 6 types of reactionsthat may explain why they
expressed little concern with privacy and security.”

“Our data suggests that privacy concerns are outweighed by security-related
benefits in the acceptance decisions, as long as certain lines are not
crossed—the unacceptable and must-have characteristics.”
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Textbox 2. Studies that provide evidence for the fourth hypothesis.

Sun et al

Study and methodology

Randall et a [50]: focus group or qualitative approach

Gertowska et al [51]: literature review

Soro et a [52]: review

Wang et a [53]: focus group+survey (multimethod approach)

Pilozzi and Huang [54]: no methods directly related to the results
Pekmezaris et a [55]: focus group+interview (multimethod approach)
Biermann et al [25]: web-based questionnaire (empirical quantitative approach)
Kodate et a [56]: questionnaire (quantitative approach)

Berridge et a [57]: survey (qualitative approach)

Mittel stadt [58]: systematic survey

Koo and Fallon [59]: interview (qualitative approach)

Joe et al [60]: focus group+questionnaire (multimethod approach)
Chan et a [27]: literature review

Chan et a [29]: literature review

Sanchez et al [61]: literature review

Hjelm et a [62]: semistructured interview (qualitative approach)
Cristiano et al [63]: interview+focus group (qualitative approach)
Zhang et & [64]: questionnaire (quantitative approach)

Mallinson and Shafi [32]: review

Guazzini et al [65]: questionnaire+focus group (multimethod approach)
Wan et a [66]: literature review+semistructured interviews (multimethod approach)
Zheng et d [67]: semistructured interviews (qualitative approach)

Yao et al [68]: focus group+co-design activities (qualitative approach)
Ahmad et a [69]: semistructured interviews (qualitative approach)
Kheiringjad et a [70]: questionnaire (quantitative approach)
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Table4. Studiesthat provide evidence for the fifth hypothesis.

Sun et al

Study Methodol ogy Evidence Influential factors
Schomakersetal  Qualitative prestudy+quantitative “Acceptance and privacy depend on the context and type  Context and type of technol-
[35] main study (multimethod approach)  of the technology.” ogy
Vassli and Systematic review “Systemsthat are considered intrusive or causing infringe- Age and health needs
Farshchian [23] ment on privacy might still be accepted by older adultsif
their health needs are great enough.”
Shinet al [24] Systematic review “Personal trust and the device' susability could affect users:  Persona trust and the de-
privacy perception of wearable activity trackers.” vice's usability
Soro et al [52] Review “When it comesto privacy, older adultsare very thoughtful ~ Age and autonomy
and want to be empowered and to retain the sense of the
home as a haven with respect for their autonomy.”
Wang et a [53] Focus group+survey (multimethod ~ “Older adults scored lower in the privacy pragmaticand ~ Age
approach) unconcerned categories and much higher in the privacy
fundamentalist category.”
Reeder eta [71]  Semistructured interview (qualitative “Older women'sprivacy concernsrelated to sensor technol-  Age, gender, and sociocultur-

approach)

Pilozzi and Huang No methodsdirectly related tothere-

[54] sults
Halvorsrud et a Interview (qualitative approach)
[72)

Langereta [73]  Nomethodsdirectly related tothere-

sults

Jaschinski and Ben
Allouch [74]

Charness et a [26]

Semistructured interview (qualitative
approach)

Questionnaire (quantitative approach)

Chanetal [27] Literature review

Sanchez et a [61] Literaturereview
tukasik et al [75]

Questionnaire (quantitative approach)

Semistructured interview+literature
review (multimethod approach)

Lanne and Leikas
[30]

Simpson et a [76] Review

Zhang et al [64] Questionnaire (quantitative approach)
Seberger and Patil  Semistructured interviews (quditative
[77] approach)

ogy can vary according to their sociocultural context (e.g.,
Korean American older adults and Korean older adultsVS
Caucasian older adults).”

“Individuals with Parkinson’s disease were almost three
times more likely to have data-privacy related concerns
than controls”

“Thisstudy revealsthat older adults’ perspectiveson assis-
tive technology (AT) are multifaceted and complex, and
can partly be explained by the interacting factorsin the
HAAT [human activity assistive technology] model: person,
technology, environment, and context.”

“Women tend to be more concerned with privacy and
safety than men, often preferring enclosed latrinesin or
near their homes”

“Informal caregivershad amore positive attitude than care
receivers”

“Older adults, particularly males, showed less concern than
younger adults about privacy.”

“There is tension between assistance and autonomy, or
privacy and independencethat characterizestheindividual’s
judgment in using telehealth technology.”

“Privacy can be compromised for personsin need of sup-
port...Peoplewith higher risk of harm often requireintense
surveillance to avoid unsafe situations.”

“Medical students were more aware of privacy issuesin
the statement concerning the possibility of switching off
the robot in specific situations.”

“Using Al [artificia intelligence] in socia and health care
contains many general challenges. Some of the most com-
monly discussed topics wererelated to socia trust and the
experience of autonomy, power structures, privacy con-
cerns, transparency, and biases leading to unfair treatment
of individuals and patient groups.”

“Privacy concerns are reported as being the main reason
patients may choose not to share datain aclinical context,
though these concerns mostly relate to the potential for
future sharing with external third parties.”

“Privacy awareness (P=.08) has positive effects on privacy
concerns.”

“In the context of pandemic mitigation technology, includ-
ing app-based tracking, people perceive a core trade-off
between public health and personal privacy.”

al context

Disease (Parkinson disease)

Person, technology, environ-
ment, and context

Gender

User role

Age

Assistance, autonomy, and
independence
Support and safety

User role

Autonomy, trust, and trans-
parency

Potential use of the data

Privacy awareness

Public health
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Study Methodol ogy Evidence Influential factors
Kolakowsk et a Literature review “Cultural barrierswill likely result in unequal diffusion of Social context
[33] robot use in elderly assistance over time.”

Chaparroeta [78] Review “Thereisalist of factors that affect the attitude and inten-  Emotion, knowledge, and
tion to use technol ogies supporting independent living. personality
These persona and device-related factors comprise user
expectancy, biophysical ageing restrictions, anxiety, the
previous required knowledge, intrinsic motivation, person-
ality and privacy concerns.”
Gimpel eta [41]  Survey “Several studies have shown that Germans have higher Region and sociocultural

Zheng et a [67] Semistructured interviews (qudlitative
approach)
Yao et d [68] Focus group+co-design activities or

gualitative approach

Ahmadeta [79]  Semistructured interviews

privacy concernsthan citizensin most other countries. Most
authors attribute thisto German's historical legacy.”

“1oT [Internet of Things] device usersin different regions
may have differing privacy concerns. For example, Amer-
ican users may be generally more accepting of datacollec-
tion by industry versus the state, in contrast to consumers
in Europe...Since interview participants expressed greater
privacy concern about devicesthat record voice and video,
we recommend that such visual indicators be used exten-
sively to indicate these activities, especially in devices
traditionally without recording capabilities (e.g. doorbells,
lightbulbs, etc.).”

“In general, bystanders had more privacy concernsin the
temporary residence scenario and the playdate scenario
than the cohabitant scenario. Bystanders also expressed
more concernsregarding the video and audio data collected
by devices with microphones and cameras (e.g., voice as-
sistants, security cameras) but barely any concern with
other devices (e.g., smart coffee makers).”

“Older participants may have different privacy concerns
as well as different interpretations of 10T [Internet of
Things] designs and indicators. Although one worry may
be that younger populations are less concerned about their
privacy, we note that Singh et al. [reference citation] found
that when it comes to sharing information with smart de-
vices, younger adults are morereluctant than older adults.”

context

Region and datatype collect-
ed by devices

User role and residence sce-
nario

Age

Discussion

The aforementioned contradictory hypotheses have led to the
formulation of our research questions, which we attempt to
answer in this section.

Research Question 1: What Arethelnfluential Factors
That Lead to Different Hypotheses?

To identify the influential factors, we looked into the
methodologies used in these studies in detail. To sum up,
qualitative, quantitative, and multimethod studies as well as
reviews were included in these studies. Except for reviews, the
other 3 approaches recruited participants during the study. On
the basis of the participant inclusion criteria, we found that the
number of participants would influence the results. For those
studies that concluded that the magjority of participants do not
have privacy concerns, the number of participantsrecruited was
small [21,34]. Hence, one could argue that there might have
been sampling bias in the qualitative approach applied by the
studies conducted. Asthe number of participantsincreased, the
fact that people had privacy concerns seemed to become a
common conclusion.

https://nursing.jmir.org/2024/1/€53592

Nevertheless, it still seemed hard for researchersto cometo an
agreement on the importance of privacy issues. Some stated
that privacy is an important barrier without verification and
regarded it asaconsensus[35]. However, according to ascoping
review of ambient assisted living technology adoption, most
studies found that privacy was not a barrier [28]. Because of
the uncertainty mentioned above [22], we agree with the fourth
and fifth hypotheses. Although some of the studies presented
in Textbox 2 have not provided sufficient evidence in support
of any conclusions, we regard this fact asindirect evidence for
the fourth hypothesis as well. Furthermore, people’s privacy
concerns, as presented in Table 4, may be influenced by the
following factors: (1) context and type of technology; (2) age;
(3) health needs; (4) persona trust and the device's usability;
(5) trade-off among privacy, autonomy, assistance, safety, or
independence; (6) health status; (7) region; (8) gender; (9) user
roles; (10) sociocultural context; (11) emotion; (12) previous
knowledge; (13) personality; and (14) potentia use of personal
data

Resear ch Question 2: How Will the M ethodol ogies
Influence Participants Privacy Awareness With
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Regard to Health M onitoring Technologies From the
Per spective of Social Psychology?

Even if most of the studies satisfied the fourth and fifth
hypotheses, the researchers confirmation bias could have
influenced the results and participants answers. More
specificaly, in reviews, such bias existswhen researchers search
for evidence that can support their own beliefs [80]. For the
other 3 approaches (qualitative, quantitative, and multimethod),
researchers’ confirmation bias could also impact their interaction
with participants, such as raising inducible questions or
providing insufficient information [81]. It has aready been
pointed out that most people lack the cognitive ability to
calculate privacy risks and to make rational privacy decisions
because of incomplete information, bounded rationality, and
information asymmetries [49]. Therefore, the information
provided to theinterviewees might compel them to give answers
that match researchers' expectations. For multimethod studies
that include several experiments, the design of the experiments
will aso guide participantsto make different privacy decisions;
for example, because severa studies found that there is a
trade-off among privacy, autonomy, assistance, safety, or
independence, we believe that a privacy-related question in the
first experiment might encourage the participants to be
concerned more about privacy rather than autonomy in the
experiments that follow.

Furthermore, social influence in groups should also be
emphasized because participants' privacy awareness might be
influenced not only by the sociocultural context but also by the
other participants; for example, a herd mentality can lead
participants to converge on a consensus answer and make
irrational privacy decisions[82].

On the one hand, researchers found that the wisdom of small
groups of people tends to outstrip that of both individuals and
alarge group of people. According to one of the findings, when
there are 4 groups, and the number of participants in a focus
group is 5, although opinions within a group might converge,
there are sill diversities among the different groups, and
researchers will be able to gather different views from these
groups [82]. On the basis of these findings, we analyzed the
experiment design of focus groups in the selected studies and
found that most experiments lacked diversity in terms of
participants’ backgrounds [35,50,55,63].

On the other hand, even if the diversity in terms of participants
backgrounds is enhanced, the results of a group cannot always
represent personal privacy attitudes because of group
polarization [83], that is, it remains questionable whether the
decisions made by these groups can represent the views of
individualsin the group accurately. In all, we cannot ignore the
need and significance with regard to clarifying the ultimate goal
of gathering and analyzing privacy attitudes.

https://nursing.jmir.org/2024/1/€53592
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Legal Concernsand Legal Frameworks

Legal norms, overall, refer to social normsthat are enforced by
a relatively strong degree of coercion [84]. However, few of
the articles we identified can be categorized into the topic of
legal norms straightforwardly. Therefore, instead of categorizing
theminto legal norms, we classified the articles describing legal
issuesinto 2 subcategories: legal concernsand lega frameworks.
More precisely, the articles reflecting legal concerns were not
describing participants' concerns about the existing legal
frameworks; rather, they were describing participants’ attitudes
toward technology adoption in light of their awareness of legal
obligations; for example, Sanchez et a [21] presented the fact
that even if participants were aware of municipalities legal
obligationsto provide health care servicesfor older people, they
preferred to buy anything they could afford or adopt welfare
technologies. The study by Sanchez et a [61] aso did not
present any legal concerns directly gathered from participants,
but it highlighted the importance of legal liability for different
user roles (physicians, nurses, or relatives of the patients) during
avisit to patients and regarded it as legal concern. As a matter
of fact, among the studies we selected, there were only a few
conducted for gathering people's legal concerns regarding
privacy with respect to health monitoring and assisted living
technologies. However, people’'s lega concerns regarding
privacy and the problemsin current legal frameworks might be
considered one of the influentia factors when it comes to
adopting health monitoring technologies, which constitute one
of the privacy barriers.

Regarding legal frameworks, we extracted regulations, laws,
policies, directives, and rules from the findings (Textbox 3).
These documents are not limited to assisted living technologies;
rather, they cover legal aspects in health care in general; for
instance, the legal challenges in the home care or health care
environment include data privacy, data management,
stakeholders' interests, and informed consent [85].

It is worth mentioning that not all legal documents concerning
health monitoring or assisted living technologies are
exhaustively listed in Textbox 3 because different countries
have different laws or rules regulating aspects of health care.
Some of the articles pointed out the shortcomingsin the existing
frameworks. Among these articles, Ryu [91] revealed the fact
of the absence of legal guidelinesin the mobile health domain
regarding privacy and confidentiality in more than half of the
EU countries and the United States and suggested that mobile
health should be included within the framework in different
countries; Ambrosino et a [92] provided the conclusion that a
full legal framework for telemedicine was till lacking in
European countries; and Sanchez et al [61] stated that the
standardization, research, and assessment of the legal aspects
should be addressed in an international perspective. However,
in this paper, we only focus on the impact of legal norms on
privacy concerns.
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Textbox 3. Legal frameworks.

Study and the laws, rules, regulations, directives, and policies mentioned

Sanchez et al [21]: Norwegian Municipal Health and Care Services Act of 2011 (ACT 24/06/2011 no. 30; act relating to municipal health and
care services, and so on)

Gertowska et a [51]: European Parliament resolution of February 16, 2017, with recommendations to the European Commission on Civil Law
Rules on Robotics (European Parliament, 2017)

Garg et al [86]: Health Information Technology for Economic and Clinical Health Act, United States (2009); Health Insurance Portability and
Accountability Act, United States (1996)

Costa et al [87]: Article 8 of the Charter of Fundamental Rights of the European Union (2010); Article 16 of the Treaty on the Functioning of
the European Union (consolidated version of the Treaty on the Functioning of the European Union, 2012); Portuguese data protection law;
General Data Protection Regulation

Jin et a [88]: Health Insurance Portability and Accountability Act, United States (1996)

Garzo and Garay-Vitoria [89]: Regulation 2016/679 (also known as General Data Protection Regulation); Regulation 2017/745 on medica
devices (2017); Regulation 536/2014 relating to clinical tests with medication for human use (2014); harmonized standard 1SO 14155 related to
good clinical practice (International Organization for Standardization, 2020)

« Rosseta [90]: General Data Protection Regulation; Health Insurance Portability and Accountability Act, United States (1996)

Resear ch Question 3: What Arethe Legal Challenges
Regarding People’s Privacy Attitudes and Concerns
Today?

Thearticlesincluded in the review show the absence of research
on legal norms regarding privacy or people’s legal concerns
with regard to assisted living technologies in the heath
monitoring environment; for example, informed consent for
various scenariosin health care, different user roles (eg, device
owners, bystanders [68], and technology developers), and
different types of health monitoring technologies require
researchersto pay more attention to thelegal frameworksrather
than merely point out that they are inadequate.

To this end, a few of the included studies have investigated
patients' informed consent regquirementsin ahealth monitoring
environment. As stated by Demiris and Hensel [93], when
patients or older adults approach the end of their lives, they
have opportunities to become familiar with smart home
applications and perhaps change their minds and consent to use
themin light of their value. Patients with cognitive impairment
[68] who are gradually losing their cognitive ability to make
decisions might prefer to disclose moreinformation in exchange
for better medical help when giving informed consent. Thus,
informed consent requirements need to be updated.

This also appliesto privacy decision-making in health care; for
instance, informed consent could be obtained through a shared
decision-making framework [93]. Generally, informed consent
includes data processing, such as storage, transmission,
collection, erasure, and sharing. However, when itisapplied to
a specific field, more concrete explanations of the risks and
benefits need to be provided. In shared decision-making, which
requires the involvement of patients and clinicians, informed
consent serves as a legal process used to promote patient
autonomy and self-determination as well as legal rights [94].
While shared decision-making includes treatment
decision-making, it can also include, for example, privacy
decision-making because it alows people to discuss how
confidential information can be used and shared [95,96].
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As shared decision-making is a collaborative process and aims
to help patients better understand problems and make rational
decisions with support from clinicians, both patients and
clinicians' opinions need to be taken into consideration. To be
compliant with patients’ privacy needs and the cognitive changes
they may be experiencing, we believe that informed consent
requirements need to be updated continually aswell [97].

The aforementioned cases only serve as examples of applications
of legal concerns. More scenarios and elements remain to be
clarified, such as identifying direct and indirect stakeholders
and their responsibilities and distinguishing the need for
informed consent when there are more user roles to be
considered (formal caregivers as well as informal caregivers
such as friends or relatives) in the health monitoring
environment. Some scholars have pointed out that informed
consent is not always necessary if the disclosure of information
is consistent with respect for underlying human dignity or
individual autonomy, which is referred to as “reasonable
expectations of privacy” [98,99]. They argue there are
circumstances in which confidential information can be better
protected, precluding the need to rely on implied consent. By
shifting from implied consent to “reasonable expectations of
privacy,” the pressureto classify cases asimplied consent could
be eased [100].

As researchers are currently focusing more on reasonable
expectations of privacy with regard to the sharing of confidential
health information, reasonable expectations of privacy for
adopting health monitoring and assisted living technologies or
privacy decision-making concerning these technologies can
possibly be taken into account in data protection legislation as
wdll. Although we agree that reasonabl e expectations of privacy
can help reduce participants burden when giving consent, the
scope of reasonabl e expectations of privacy till relieson social
psychological factors, such asthe qudity of the physician-patient
relationship [99]; for example, trust between physicians and
patients will increase the level of reasonable expectations of
privacy when patients are making decisions, such as whether
to allow the health monitoring system to send alerts to the
clinician staff under some circumstances.
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Research Question 4: What Should Be Taken Into
Consideration in Subsequent Studies Related to
Privacy Attitudes and Concernsin the Context of
Social Psychology?

Vasdli and Farshchian [23] state that one of the most cited
reasons that the authors found that might influence participants
adoption of assisted living technologies was that monitoring
devices madethem feel observed. Thishasinspired usto suggest
experiments (refer to the following paragraphs) that should be
conducted in future studies.

First, asfar aswe could find, the sel ected studies had not looked
into the problem of the Hawthorne effect [101], which refersto
a phenomenon in which people alter their behavior in response
to being watched or monitored, that is, they might make an
instantaneous modification in their behavior once they become
aware that they are being observed. People behave differently
even when looking into amirror (rather than being watched by
someone else) [102]. In this sense, installing monitoring devices
might affect people’s behavior even if they have consented to
the use of these technologies.

Holden [103] suggested in 2001 that the possible presence of a
Hawthorne effect could lead to participants drawing conclusions
subconscioudly. Therefore, we cannot predict the influences
wrought by the Hawthorne effect, while this remains of key
importance becauseit will consequently impact user experience
andinfluencetheir decision-makinginreal life. Although some
participants in the studies by Vassli and Farshchian [23] and
Biermann et a [25] tended to ignore the feeling of being
observed, the Hawthorne effect can cause positive impacts as
well; for example, in the study by Cristiano et a [63], even if
participants had negative feelings of privacy intrusion when
being monitored, this was not always the case because older
adults stated that they felt secure when being monitored. This
also reflected the trade-off between privacy concerns and
security concerns. The researchers claimed in their paper that
negative feelings of privacy intrusion could be overcome by
providing older adults with appropriate information. In another
study of clinical trialsin dementia, researcherswho were aware
of the Hawthorne effect found that more intensive follow-ups
would cause better cognitive functioning outcomes [104].
Another observation from the Norwegian University of Science
and Technology Nord-Trandelag Health Study [103] showed
that participants surveyed by the project regularly over many
years exhibited statistically better health states than those not
surveyed, which might be attributed to the Hawthorne effect as
well. In this way, the feeling of being observed can turn out to
be a good thing, although some technology researchers try to
hide the monitoring devicesto reduce patients' feeling of being
observed.

In all, the Hawthorne effect is a complex phenomenon that can
lead to unknown bias. There should be more experiments to
compare patients or older adults behaviors when they are
aware of being observed and their behaviors with hidden
observation during such research.
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Second, in the follow-up experiment design of observing
participants’ privacy behaviors, researchers should keep an eye
not only on the privacy paradox phenomenon but also on the
stress of cognitive dissonance caused by the phenomenon. The
privacy paradox reveals the fact that there are discrepancies
between users’ self-declared privacy attitudes and their privacy
behavior [105,106]. These discrepancies will cause cognitive
dissonance, which appears when people hold conflicting beliefs,
or their behaviors contradict their beliefs [107,108].

It is mentally stressful to cope with contradictory experiences
or beliefs, and cognitive dissonance will make conditions for
patients or older adultsin health care settings even more stressful
[109]. But there can also be positive effects if researchers use
a patient’'s or an older adult's motivation to mitigate the
dissonance to change their behaviors [105]. A few researchers
also found that the contrast between privacy concerns and
privacy-protecting behaviorsis caused by privacy fatigue[106],
referring to the reduced intention of privacy protection when
faced with the increasing complexity of privacy settings or
regulations. Because of this, some participants even became
confused about the laws or regulations and lacked the ability to
make appropriate decisions or give consent [107].

Third, thereisalack of longitudinal studieson privacy attitudes
with regard to assisted living technologies. Even if some studies
had adopted multimethod approaches, and participants had been
invited to take part in several experiments, it is hard for us to
identify their cognitive changes over time. Because of the
problem we have outlined in research question 1, current
experiments might even induce participantsto give the answers
we want. Thus, we need long-term studies to test patients
cognitive changes over the technologies.

Overview

From the findings we extracted, we aimed to provide a
comprehensive understanding of privacy barriers in health
monitoring. We have explained the interaction of different
factors, especially peopl€e's privacy concernsand legal concerns,
and pointed out the impact of social psychological factors on
these factors. We suggest that to ensure people's autonomy
while protecting their privacy, the rules applied to them need
to meet their demographic characteristics, health conditions,
and health needs. Among the listed hypotheses and research
guestions, we tend to support the fourth hypothesis. people's
privacy concerns vary from person to person, and there is
insufficient evidence to validate the importance of privacy
barriers currently. As information asymmetries will also lead
peopleto make different privacy decisions, we suppose that the
more accurate and useful theinformation they provide, themore
precise the decisions they will make. To intuitively present the
influential factorswe found in research question 1, we highlight
the elementsthat should be considered and analyzed to measure
a person’s privacy concerns (Figure 2). The categorization of
the elements is flexible; for instance, both socia trust and
technical trust can affect privacy concerns (refer to the inner
relations among the elements [solid lines] and subelements
[dashed lines] plotted in Figure 2).
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Figure 2. Influential factors of privacy concerns.
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On the basis of these factors, we have determined that there are
few studiesinvestigating the privacy attitudes of other user roles
with regard to these technologies. We found that, of the 66
included articles, only 1 (2%) [74] has conducted interviews
with caregivers, while 2 (3%) [68,69] discuss the privacy
concerns of bystanders. In addition, thereareonly afew studies
that were not conducted within the specified geographic regions
that collected technology researchers perceptions of ethical
issues (privacy is one of the ethical issues interviewed) with
regard to smart home technologies[108]. Although bystanders
will not be the magjority of the users of assisted living
technologies, weinsist that privacy concerns should be gathered
from themtoo. In addition, clinicians' and technical researchers
views need to be explored because they can provide more
information based on their professional background. Therefore,
more studies are required to be conducted from the perspective
of different user roles, enabling shared privacy decision-making
among them.

Thisreview also revealsthe problemsin current research, such
as an insufficient number of participants recruited, a lack of
diversity regarding focus groups, the confirmation bias of
researchers during study design, and the fuzzy definitions of
different concepts, and provides suggestions for some of the
barriers especialy from the perspective of socia psychology,
such as improving cognitive functioning by applying the
Hawthorne effect or reducing cognitive inconsistency by using
cognitive dissonance.

https://nursing.jmir.org/2024/1/€53592
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To help participants make more accurate and stable decisions,
we suggest that more empirical studies should be conducted
that observe participants’ behaviors and measure the distances
between behaviors and attitudes. In combination with the
self-perception theory [110], the participants are expected to
observe themselves, notice the inconsistencies, and interpret
their attitudes from their behaviors. In subsequent steps,
researchers can also guide the participants appropriately based
on the social learning theory [109], notify participants about
the inconsistencies, and ask them to adjust their attitudes or
behaviors to reduce the distances. On the basis of the newly
gathered attitudes, participants preferences and behaviors in
real life are expected to be predicted more precisely on the
machine level, by using appropriate predicting algorithms.

Study Limitations

Despite al the interesting findings, we acknowledge the
limitations of the review. First, the scope of findings deviated
somewhat from the search terms we set at the beginning.
Because of the limited number of articles identified regarding
legal concernsand legal frameworks, thelegal frameworks and
documentsthat we have listed are not exhaustive; therefore, we
have not ventured in depth in this direction. Although we have
classified the findings into subcategories of our creation, we
cannot deny thefact that few studiesare directly related to legal
normsregarding privacy in health monitoring. Second, although
some search terms were updated continually based on the new
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ideas we generated, to be compliant with the inclusion criteria
(eg, the region specification), some important studies might
have been excluded, athough their findings may not be
applicable and adaptable to the authors’ country of residence.
However, we encourage future works to be carried out in other
regions to obtain a more comprehensive overview of the
problem. Last but not least, although we have tried to interpret
the findings from the perspective of social psychology, the
evidence we have presented is inconclusive, and they remain
to be investigated in long-term studies.

Conclusions

Thisscoping review has synthesized existing published research
on privacy barrierswith regard to the adoption of assisted living

Sun et al

technologies. On the basis of the findings and main topics, the
studieswere classified into five categories: (1) privacy attitudes,
(2) privacy concerns, (3) legal concerns, (4) legal frameworks,
and (5) privacy barriers. Subsequently, we investigated the
methodology and participant inclusion criteria. We have listed
thefactorsthat influence people' s privacy concernsand analyzed
the social psychological influence of the experiments on
peopl€’s privacy awareness. Examplelegal challengesregarding
privacy attitudes have been put forward, and the interaction
between privacy factors and legal factors has been discussed.
Future research might involvelongitudinal studieson the privacy
attitudes of different user roles and the informed consent
obtained, with more psychologica impacts such as the
Hawthorne effect and confirmation bias carefully considered.
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Abstract

Background: During the pandemic, health care providersimplemented remote patient monitoring (RPM) for patients experiencing
COVID-19. RPM isaninteraction between health care professionals and patients who are in different locations, in which certain
patient functioning parameters are assessed and followed up for a certain duration of time. The implementation of RPM in these
patients aimed to reduce the strain on hospitals and primary care.

Objective:  With this literature review, we aim to describe the characteristics of RPM interventions, report on patients with
COVID-19 receiving RPM, and provide an overview of outcome variables such as length of stay (LOS), hospital readmission,
and mortality.

Methods: A combination of different searches in several database types (traditional databases, trial registers, daily [Googl€]
searches, and daily PubMed alerts) wasrun daily from March 2020 to December 2021. A search update for randomized controlled
trials (RCTs) was performed in April 2022.

Results: Theinitial search yielded more than 4448 articles (hot including daily searches). After deduplication and assessment
for eligibility, 241 articleswere retained describing 164 telemonitoring studiesfrom 160 centers. None of the 164 studies covering
248,431 patients reported on the presence of arandomized control group. Studies described a*“prehosp” group (96 studies) with
patients who had a suspected or confirmed COVID-19 diagnosis and who were not hospitalized but closely monitored at home
or a“posthosp” group (32 studies) with patients who were monitored at home after hospitalization for COVID-19. Moreover, 34
studies described both groups, and in 2 studies, the description was unclear. In the prehosp and posthosp groups, there were large
variations in the number of emergency department (ED) visits (0%-36% and 0%-16%, respectively) and no convincing evidence
that RPM leadsto less or more ED visits or hospital readmissions (0%-30% and 0%-22%, respectively). Mortality was generally
low, and there was weak to no evidence that RPM is associated with lower mortality. Moreover, there was no evidence that RPM
shortens previous LOS. A literature update identified 3 small-scale RCTs, which could not demonstrate statistically significant
differences in these outcomes. Most papers claimed savings, however, the scientific base for these claims was doubtful. The
overal patient experiences with RPM were positive, as patients felt more reassured, although many patients declined RPM for
several reasons (eg, technological embarrassment, digital literacy).

Conclusions: Based on these results, there is no convincing evidence that RPM in COVID-19 patients avoids ED visits or
hospital readmissions and shortens LOS or reduces mortality. On the other hand, there is no evidence that RPM has adverse
outcomes. Further research should focus on devel oping, implementing, and evaluating an RPM framework.

(JMIR Nursing 2024;7:e44580) doi:10.2196/44580

KEYWORDS

COVID-19; coronavirus disease; telemonitoring; remote patient monitoring; review; pandemic; at-home monitoring; implementation;
health care; patient care
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Introduction

The COVID-19 pandemic caused health care services around
the globe to rapidly respond to the needs of people diagnosed
with SARS-CoV-2 infection [1]. However, health care services
in most countries were underprepared for this large-scale
biological event and were stretched [2]. At the beginning of the
pandemic, it was especially difficult to increase hospital capacity
and upscale staffing levels. During the summer of 2020 with
the possibility of a second wave in mind, health care providers
started to adjust their preparedness and response protocols in
order to be better prepared. During the subsequent waves of the
pandemic, characterized by increased infection rates, the
development and expansion of new health care services were
boosted.

On the one hand, there was aneed for community management
of people who were infected and were presenting with
symptoms, especially to reduce the strain on hospital resources
(intensive care bed capacity, staffing, ventilators, etc) and health
care worker exposure (personal protective equipment, etc). On
the other hand, there was a need to increase responsiveness as
primary care was overwhelmed and emergency departments
(EDs) noticed that patients were receiving the care they needed
too late. Remote patient monitoring (RPM) involves an
interaction between health care professionals and patients who
areat different locations, during which certain patient parameters
are assessed and followed up for acertain duration of time. The
idea arose to remotely monitor patients at home as much as
possible in order to prevent these patients from going to the
general practitioner (GP) and avoid hospitalization. GPsinitiated
their own RPM by means of telephone calls and remote
assessments of parameters (eg, heart rate, blood pressure, oxygen
saturation, weight, symptoms) measured by patients or their
relatives at home or by ambulatory care nurses (data were
transferred via electronic devices [Bluetooth, digital modes,
broadband, wireless, etc]). Moreover, hospitals with prior
experiencein RPM for chronic pathologies, in which RPM was
effective [3-5], started to develop care paths to spare hospital
beds. This remote interaction involves several elements, such
as patients, RPM staff, interaction content, and egquipment.
These elements and therefore the characteristics of RPM might
differ owing to the simultaneous development of RPM across
health care settings and health care providers around the globe,
the quick initiation endorsed by the crisis situation, and the
varying available resources and experiences.

COVID-19 was an unfamiliar pathology characterized by a
rapidly changing nature and context. Owing to the novelty of
the pathology and the variationsin clinical presentations across
infection waves and in formats of remote care, health care
professionals indicated that valid risk stratification scales and
assessment tools were lacking. Patients with COVID-19
(suspected) infection who had deteriorating symptoms, which
usualy occurred within 14 days after illness onset, needed to
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be identified in time [6]. A decision-aid report published on
June 1, 2021 [7] mentioned intensified home care involving
telemonitoring performed at least 2 to 3 times a day, with
assessment of clinical parameters measured by patients,
caregivers, or hedlth care professionals. Based on the
information obtained, advice could be given and therapy could
be initiated (thromboprophylaxis, oxygen therapy,
corticosteroids, other drugs [paracetamol and antibiotics], etc).
Moreover, short-term oxygen therapy could beinitiated at home.
Patients eligible for remote monitoring could be sent home with
RPM and oxygen therapy instead of being hospitalized.
However, in this specific pathol ogy, there was limited evidence
on the most successful health care model for community
management of COVID-19 patients and RPM.

Telemonitoring can be used to recognize and treat changesin
the patient’s health status as a stand-alone approach (eg, early
detection) or as part of a telerehabilitation intervention.
Moreover, the adoption of new care modelsis often challenged
by unfamiliarity with program dligibility, services, and logistics,
leading most providersto select the care option with which they
arefamiliar (ie, traditional hospitalization and ED or GP visits).
Patients can be reluctant to try out new approaches of care. For
COVID-19, patients raised many questions, were very anxious,
and requested admission for specialized care.

Health care organizations and professionals mainly initiated
RPM in 2 specific groups of patients with COVID-19: (1)
“prehosp” group with patientswho had a suspected or confirmed
COVID-19 diagnosis and were admitted to the GP's practice
or ED but were not hospitalized and instead closely monitored
at home, and (2) “posthosp” group with patients who were
monitored at home after hospitalization for COVID-19. This
study will focus on both groups and differentiate between the
groups regarding outcome measures.

The purpose of this study isto find out if noninvasive RPM has
been applied for COVID-19 patientsto avoid hospital admission
(prehosp) and to discharge patients earlier from the hospital
(posthosp) (ie, number of hospital readmissions). Moreover, in
the prehosp and posthosp groups, the study aims to investigate
whether RPM in patients with COVID-19 isfeasible or has an
effect on thefollowing outcomes: length of stay (LOS), number
of ED visits, mortality, costs, savings, and patient experiences.

Methods

Several types of databases and sources were consulted as many
COVID-19 studies were not yet published in traditional
databases (Table 1). A combination of different searches in
several databasetypes (traditional databases, trial registers, daily
Google searches, and daily PubMed alerts) was performed from
March 2020 to December 2021. The searches were updated on
April 16, 2022, but selection for relevant articles was limited
to randomized controlled trials (RCTS).

JMIR Nursing 2024 | vol. 7 | e44580 | p.55
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING

Table 1. Database type and source.
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Database type

Source

Retrieved articles, n

Traditional database

Specifically developed for COVID-19 liter-
ature

Preprint server

Clinical Triasregister

Worldwide web

PubMed, CINAHL, EMBASE, LISSA, and Cochrane Library

NBCI [8], BVSalud [9], Cochrane Library [10], EBSCO Medical [11],
COVID-19 Reviews[12], CEBM [13], and CADTH [14]

bioRxiv [15], arXiv [16], Archives Ouvertes France [17], IMIR Preprints
[18], and medRxiv [19]

Clinical Trials.gov [20], Clinical Trials Register Europe[21], WHO Clinical
Trias Registry Platform [22], and Clinical Trials Database Belgium [19]

Google Advanced and Google Scholar by means of the Publish or Perish
interface

2520
1910

18

3ot applicable as daily and monthly searches were performed continuously throughout the analysis of the retrieved articlesin order not to miss newly

published studies.

The adapted PICO(T) search was used. The search strategy
aimed to include patientswith COVID-19 residing at home (P),
who werereceiving noninvasive RPM (1), to follow their clinical
status. Keywords were combined to describe the patient
population ((Covid-19 OR Covid* OR corona OR Sars-Cov2)
AND (home OR discharge OR post-hospital)) and intervention
((Telemonitor OR “remote monitor” OR “remote patient
monitoring” OR “remote home monitoring” OR “hospital at
home” OR “virtua visit” OR “virtual round” OR *“virtua
hospital” OR telehealth OR telemedicine OR smartphone OR
wearable OR “mobile health” OR mhealth)). In some databases,
specially developed search filtersfor COVID-19 were used. No
specific keywordswere added to the search, but selection criteria
wereset apriori. Articleswere selected based on main outcomes
(O) if the citations reported on the experiences of patients, ED

visits, hospital readmission, LOS, or mortality, or if the costs
or savings of telemonitoring were reported. In theinitial search,
all study typeswereincluded (T) irrespective of the comparator
(C). The updated search was limited to RCTs. Articles were
excluded if they concerned invasive RPM, involved patients
residing at locations other than home, were not describing one
of the main outcomes, or were published in a language other
than English, French, Dutch, or German (Figure 1). Reference
listswere checked for any topic-related studies. Expert opinions
and recommendations on ongoing unpublished studies or other
relevant data were gathered. The corresponding authors of
studies were contacted to obtain any missing information or
data. If means or SDs were not mentioned, these values were
obtained by recalculation.

Figure 1. Inclusion and exclusion process. RPM: remote patient monitoring.
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The references were retrieved and imported into EndNote for
deduplication. Initially, 1 researcher (PM) screened the results
from the electronic searches to select relevant citations based
on titles and abstracts. Full-text articles were retrieved and
evaluated based on the set selection criteria (Figure 1). In case
of uncertainty, asecond investigator (JC) evaluated the citation
and consensus was sought during a meeting.

Owing to the crisis situation, we adopted an “ongoing” search
(over more than 1 year) in order to detect articles published
acrossthe COVID-19 waves of infections. Therefore, we could
not provide an overall estimation of hits. In addition, this
approach of continuously searching may have provided uswith
more articles at a faster pace compared with systematic
searching methods in traditional databases.

The datafrom the studies were extracted by 1 researcher (PM).
The primary data extracted were related to the main outcomes
(ie, number of ED visits, number of hospital readmissions, LOS,
mortality, costs and savings, and patient experiences). The
secondary data extracted were related to the general
characteristics of the studies (ie, authors, publication year, study
design, origin/country, and specific team/center), the
characteristics of the patient population (eg, prehosp or posthosp,
number of patientsincluded, confirmed presence of COVID-19
infection, stage of COVID-19, place of residence, severity of
symptoms, presence of comorbidities, risk profile, selection),
and the characteristics of the intervention (eg, intervention
elements, platform used, health care practitioners involved in
monitoring, parameters monitored, duration of monitoring,
number of clinical interventions, number of aerts). Data on
costs, savings, and patient experiences were retrieved. In case
the outcomes for a combined group of prehosp and posthosp
were reported, the articles were | eft out from the main outcome
analysis, except for the patient satisfaction outcome.

Results

Overview

Theinitial search yielded more than 4448 articles (Table 1). In
addition, periodical searchesin traditional databases and daily
searcheswere performed. Asthesedid not provide thetotal hits
per search, they have not been included in this number. After
deduplication and assessment for eligibility, 241 articles were
retained, which described 164 telemonitoring studies from 160
centers[1,6,23-261].

General Characteristics of the Studies

Studies were conducted across the globe in over 28 countries.
Most studies were from the United States (n=64), United
Kingdom (n=15), Australia (n=11), Spain (n=11), and Italy
(n=10). Studies were also conducted in Argentina, Belgium,
Bolivia, Brazil, Canada, China, Czech Republic, Egypt, France,
Gambia, Germany, India, Iran, Ireland, Israel, Japan, Malaysia,
Peru, Portugal, Saudi Arabia, South Korea, Switzerland, and
The Netherlands.

All the included articles concerned observational studies, with
some of them including akind of comparison arm (eg, patients
who received telemonitoring in certain areas versus patients
from another area who presumably had not received
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telemonitoring, patients with symptoms versus asymptomatic
patients, patientswith RPM at home versus patients with RPM
in a quarantine hotel, patients receiving low-intensity RPM
versus patients receiving high-intensity RPM, or prehosp RPM
versus posthosp RPM). Seven studies
[67,81,118,133,165,211,253] applied a matched control study
design in which RPM was compared to no RPM and patient
characteristics (such as comorbidities and risk profiles) were
taken into account in a weighted way. Among these matched
control studies, 6[67,118,134,203,211,253] concerned prehosp
patients, while 3[81,118,165] described posthosp patients. With
a search update, 3 small RCTs were included. Since limited
RCTs were retrieved, no methodological assessment was
performed.

General Characteristics of the Patient Population

The research population size varied from 10 to 43,103. Fifty
studies were small-scal e studies with less than 100 patients, but
there were also 6 studies [47,123,124,147,167,253] with more
than 10,000 patients. Overall, the included 164 studies covered
248,431 patients.

The patients included in the retrieved studies had proven or
suspected COVID-19 infection and were residing at home. The
moment of RPM initiation varied among patients and included
the day of being suspected with COVID-19, the day of thefirst
symptoms, the day of a positive test, the day of an ED visit, the
day of worsening of symptoms, and the day of hospital
discharge.

Among the studies, 96 concerned only prehosp patients and 32
concerned only posthosp patients. Moreover, 34 studies
described both groups, and in 2 studies, it was unclear if prehosp
or posthosp patients were considered.

The patients were in a certain stage of the COVID-19 disease
(asymptomatic, immediately after suspicion of COVID-19
infection, mild symptomatic, or severe disease presentation)
and had comorbidities or risk factors (which were not always
described in the studies). Some of the studies (eg,
[39,100,136,163]) included only high-risk patients (eg, aged
>65 yearsand 1 comorbidity), while others (eg, [28,79,146,160])
included only low-risk patients or did not select the population
based on risk stratification. The way in which and the criteria
on which the risk was assessed differed or was not described.
In some cases, deterioration risk assessment was used to select
patients, while in others, it was used to adapt the intervention
to the risk profile (increasing frequency of measuring
parameters, additional parameters to follow, adapted alert
settings, etc). Some studies focused on special populationswith
COVID-19, such as oncological patients
[59,62,63,70,84,109,122,133-135,137,140,153,179,225],
children [64,218,238], liver transplant patients [239], and
preghant or postpartum women [170,180,223,240,245].

General Characteristics of the I ntervention

Across the studies, a variety of health care professionals, such
as nurses, nurse practitioners, physician assistants,
physiotherapists, respiratory specialists, psychologists, social
workers, dieticians, medical and nursing students, GPs, and
medical specialists, remotely monitored patients with
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COVID-19. Sometimes a stepped approach was applied (eg,
nurses performed the monitoring, but in case of deterioration,
the monitoring was transferred to amedical specialist).

In many studies, existing RPM staff and infrastructure for
managing telemonitoring in patients with other diseases were
used and extended. RPM studieswere mainly hospital initiated,
but in some cases [1,26,68,79,131,138,162,176,203,219,252],
primary care professionals also applied a form of RPM. The
sizes of the telemonitoring teams described in the studies varied
from a single professiona to a larger multidisciplinary
telemonitoring team. Sometimes a specialized telemonitoring
team, external of a hospital, was used (eg, [102,174]). The
articles rarely mentioned full-time equivalents. Many studies
used volunteers, and retired and redeployed health care
professionals (eg, [26,47,49,57,68,80,82,126,
128,166,206,212,232]). In addition, administrative and technical
staff members were added. The staff members assigned to
conduct RPM differed across studies and settings and were not
always clearly described.

Patients needed a smartphone, computer, or tablet for
information exchange and a number of measuring devices (eg,
thermometer, saturation meter, blood pressure meter, pulse
meter), either as a separate device for each parameter or asingle
device for a combination of parameters (eg, smartwatch and
in-ear device). Some measuring devices took measurements
automatically, sometimes in a continuous way, and were
sometimes connected via the internet or Bluetooth to the
patient’s electronic device. In addition to objective registration
of physiologic measurable parameters, studies also used daily
surveys monitoring subjective variables such as dyspnea, fatigue,
and pain. All parameter data were sent to and processed on an
information and communication system to provide health care
professional swith numerical and graphical insightsinto patient
functioning. Thisinformation and communication system could
either be stand-alone or integrated into the electronic patient
record of a hospital or a GP. The devices and digital
infrastructure used to conduct RPM differed across studies and
settings and were not always clearly described.

The interaction mode between the patient and the RPM team
could involve 1-way communication (patient to RPM team) or
2-way communication. Different combinations of telephone
audio calls, video calls, text messages, and specialy created
software platforms were used. At the time of initiating the
telemonitoring, a combination was sometimes made with a
home visit (by one or more hedth care professionals; eg,
[102,233,262]) for instructions or technology set-up. The
interaction mode for conducting RPM differed across studies
and settings and was not always clearly described.

Owing to the lack of controlled studies, a large variation was
found in patient functioning variablesthat were monitored across
the different studies (eg, general well-being, fatigue, coughing,
diarrhea, smell, mobility, temperature, heart rate, respiratory
rate, shortness of breath, oxygen saturation). The parameter that
was most often monitored was oxygen saturation, followed by
subjective dyspnea. The ways in which these variables were
assessed varied (patient self-assessment, assessment by ahealth
care professional [at site or remotely], or assessment by means
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of a connected device). Moreover, aderting cutoffs for each
parameter varied. In some cases, the numbers of monitored
variables (and devices) were scaled up or down depending on
patients conditions. The assessment frequency varied widely
from once per 2 days and 5 times per day to 24x7 continuously
(eg, [48,53,72,89,90,92,121,131,142,154,163,164,172,188,
196,201,209,210,250]) for some parameters, and the frequency
could vary during the course depending on the presenting
symptoms [174]. In both the prehosp and posthosp groups,
telemonitoring was  sometimes accompanied  (eg,
[102,134,152,177,178,185,197,203,205,208,211,221,233,238,256,260])
by other interventions, such as oxygen therapy, antibiotics,
antipyretics, anticoagulants, corticosteroids,
hydroxychloroquine, and lopinavir or ritonavir. However, details
about dose, frequency, and duration were mostly lacking. Many
articles did not mention whether there were co-interventions.
From the articles, it was not clear to what extent these
co-interventionsinfluenced the measured functioning variables
and outcomes.

Based on the data received (the interaction content), reactions
from the RPM team were provided. These reactions varied and
included (1) no reaction as long as parameters were within the
set limits (“no news is good news’ strategy), (2) a reassuring
reaction toward the patient each time parameterswere uploaded
totell them they were received and normal, (3) an automatically
generated signal or a call to patients to reassess a parameter
when this was suspicious, (4) acall to aGP or registered nurse
that a parameter was suspicious and further investigation or a
home visit could be useful, (5) acall to the patient to visit the
GP or ED for further check-up, and (6) a call to the patient to
immediately present to the hospital for admission. Sometimes
deviating parameterswerefirst discussed within the RPM team
and with specialist consultants before areaction. It was unclear
what types of interventions were deployed on what types of
alerts for which parameters and if all these reactions were
systematically registered in the systems by the RPM team. The
interaction content and reactions of the telemonitoring team
differed across studies and settings and were not always clearly
described.

Overall, a high heterogeneity in the technology used and the
characteristics of the interventions (ie, amount of staffing,
devices and digital infrastructure, details on the health care
settings, details on the health care system, interaction mode,
interaction content, and reactions of the telemonitoring team)
was observed among studies. Moreover, the lack of RCTs
limited the control of monitored variables and the risk
stratification of patients. The described resultswere not provided
by all studies as the information was not always available.
Therefore, it was not possible to compare RPM between
different COVID-19 interventions and between studies.

Resultsfor the Main Outcomes

There were large variations in outcomes that were measured
and reported. Studies discussed process outcomes (number of
patients who refused RPM, eg,
[40,81,119,147,153,171,177,191,199,251]; number of alerts,
€g, [23,29,50,58,59,62,66,81,92,98,111,117,124,127,
135,142,154,155,165,166,174-176,181,185,204,210,250];
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number of interactions and reactions of the RPM team, eg,
[70,72:81,8690117,152,154,174,179,203 212,225,233, 240,245,252, 254,250
number of technical problems, eg, [50,91,105,175,244]; and
duration of RPM), clinical outcomes (number of ED visits,
number of hospital readmissions, and mortality), economical
outcomes (cost of RPM, hospital daysavoided, and cost savings,
€g, [6,28,35,43,61,75,76,85,96,114,126,130,139,144,158,159,

172,173,176,178,185,187,202-204,241,251,256,261]),  and
experiences of  health care professionals  (eg,

[28,37,38,49,51,53,70,75,87,92,110,131,139,149,
160,170,172,173,181,187,189,200,230,236]) and patients (eg,
[25,28-30,34,36-38,47,48,53,54,57,62,63,65,68,
70,72,75,83,86,87,91,92,96,99,100,107,109,
114,116,119-121,124,126,130,131,135,139,144,149,151,
153,158,163,165,168,169,172-174,178,181,187,189,199,
207,208,213,214,220,222,224,226,235,236,243,247,248,254]).
The periodswherein the outcome measurementswere performed
and registered were rarely clear. The lack of RCTs limited
controlling for these outcomes.

Some studies (eg, [150,174]) presented separate analyses for
low- and high-risk patientswith substantive differences between
them. In these studies, low-risk patientsreceived lower intensity
interventions. The outcomes presented in studies that did not
make thisrisk differentiation should be read cautiously.

As noted in the description of the outcomes, there was alarge
variation in reported outcomes. Moreover, the lack of RCTs
limited controlling for these outcomes. Furthermore, among
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studies that reported on similar outcomes, the measurement
procedure or time of measurement (eg, in which period was ED
admission or mortality measured, when was it decided to stop
measuring) mostly differed from study to study, making the
pooling of results very difficult. However, we extracted these
data from the studies as much as possible and succeeded in
pooling the results. With regard to clinical outcomes, for both
groups, we retrieved the duration of RPM, the number of ED
visits, hospital readmission, and mortality. For the hospitalized
patients in the posthosp group, LOS was retrieved. As seenin
Table 2, more studies reported on these outcome measures in
the prehosp group. The duration of RPM varied from a single
day to several weeks. The median duration of RPM was 10 and
13.6 days for the prehosp and posthosp groups, respectively.
ED visitswere more frequent in the prehosp group (11.2%) than
in the posthosp group (6%). Similar percentages of hospital
admissions (6.4%) in the prehosp group and readmissions (5.4%)
in the posthosp group were noted. In both the prehosp and
posthosp groups, low mortality rates (0.15% and 0%,
respectively) were reported. The median LOS for hospitalized
(posthosp) patients was 6 days (with alarge variation between
1.7 and 38 days). It was not possible to correl ate these outcomes
to certain variables, such asthe RPM duration to certain patient
population risk profiles, comorbidities, or end points, for the
reasons mentioned earlier. Concerning specific patient
populations, RPM appearsto befeasiblein these patients. More
detailed information can be found in another publication [263].

Table 2. Description (pooling results) of studies reporting on the targeted clinical outcomes.

Outcome variable Prehosp group Posthosp group

Studies, n Median (range) Percentile (P25- Studies, n Median (range) Percentile (P25-

P75) P75)

Duration of RPM? (days) 33 10.0 (3.5-21.8) 8.0-13.1 16 13.6 (3.1-90.0) 11.8-20.5
Emergency department visits (%) 54 11.2 (0.0-36.0) 5.7-19.9 13 6.0 (0.0-15.8) 2.8-103
Hospital readmissions (%) 81 6.4 (0.0-30.4) 31114 23 5.4 (0.0-22.2) 2.0-10.5
Mortality (%) 55 0.15 (0.0-8.8) 0.0-1.1 14 0.0 (0.0-4.2) 0.0-1.4
Length of stay (days) _b — — 11 6.0 (1.7-38.0) 4.0-10.0

8RPM: remote patient monitoring.
PNot applicable.

We described the clinical outcomes reported in the studies
applying a matched control design separately. An overview of

https://nursing.jmir.org/2024/1/e44580

the prehosp group is provided in Table 3, and an overview of
the posthosp group is provided in Table 4.
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Table 3. Clinical outcomesin the prehosp group in matched control studies.
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Study  Participants, gpayistsat30days ~ED Visitsat 90 days 30-day hospital admis- Mortality at 30days  Mortality at 60 days
n sion
P cc ILn Cn Ad Ibn Cn AdOR I,Ln Cn AdOR I,bn Cn AdOR I,n C, AdOR
(%) (%) ord (%) () (5% (%) () (B% (B (B (B% (W) n (5%
(95% Cl) Cl) Cl) %) CI)
Cl)
Beaney 639 MR 192 ggeee 137 N — 152 g1 159 9 430¢ 048 —_ - —
etal (302) (238 (1.16- (238 212 (1.32- 1.4 (2.9) (0.25-
[253] 1.63) 1.91) 0.93)
Delgado 3488 4377 489 252 0.06 — — — 211 141 193 3 12 0.32 5 16 034
eta (1400 (5.7) (0.04- (6.1) (32 (156- (0.1 (03) (0.12- (@) @©4 (0.16-
[211] 0.07) 2.41) 0.72) 0.67)
Dirikgil 55 110 — — — — — — 5 30 0.27 — — — —_ - —
eta (9.1) (2709 (0.10-
[67] 0.73)
Misrae 2672 1950 273 193 1.03 382 275 101 302 242 0.90 — — — —_ = -
Hebert (102) (99 (0.76- (143 (141 (0.78- (13 (124 (0.68-
etald 1.39) 1.31) 1.20)
[118]
Pritchett 71 116 7 18 0.59 — — — 3 15 0.33 0 4 0.17 _ = —
et al (99 (55 (0.24- (42 (129 (0.09- (0.0) (34) (0.01-
[134] 1.51) 1.17) 3.30)
3ED: emergency department.
B intervention group, group receiving remote patient monitoring.
€C: control group.
dAdj OR: adjusted odds ratio.
€Recal culated from OR.
"Not applicable.
9Based on the number mentioned for outpatients who did not present first to the ED.
hConcerning cancer patients with COVID-19.
Table4. Clinica outcomesin the posthosp group in matched control studies.
Study Participants, Ep2yisitsat 30 days 30-day hospital admission Mortality at 14 days Length of stay (days)
n
b cc I,n(%) C,n(%) Adj ord Ln Cn(%) AdOR I,n C.,n AdOR e ce Adj OR
(95% Cl) (%) (95%Cl) (%) (%) (95% Cl) (95% CI)
Gordonet 225 1061 11(4.9) 46(43) N 3(1.3) 60(5.7) 022 _9 — — 538 5(3 NS
al [81] (0.07- 8)
0.71)
Yeeta 217 192 18(8.3) 27 NS 15 16(8.3) NS 3(14) 4 0.66 5(39) 42 NS
[165] (14.1) (6.9) (21) (0.15- (3.2
2.99)

3ED: emergency department.

B intervention group, group receiving remote patient monitoring.

€C: control group.

dAdj OR: adjusted odds ratio.

Data are presented as mean (range) or mean (SD).

"Not significant.

9Not applicable.

Regarding the clinical outcomesin the prehosp group, 4 studies
[118,134,211,253] reported on the number of ED visits. Two

of them [211,253] found a significantly higher number of ED
visits within 30 days for RPM, while the other 2 did not find a
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difference. Five studies [67,118,134,211,253] reported on the
30-day hospitalization rate. Two studies [211,253] found a
significantly higher number of hospital admissionsin the RPM
group, 2 [118,134] found no significant difference, and 1 [67]
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found a significantly lower number of hospital admissions in
the RPM group. However, the latter study was a small-scale
study, and the 30 patients who were “admitted” in the control
group consisted of 25 patientswho stayed for lessthan 24 hours.
It could be questioned if this should be regarded as a red
hospital admission. When these were taken out of the analysis,
there was no longer a significant difference. Three studies
[134,211,253] reported on the 30-day mortality rate. Two studies
[211,253] found significantly less mortality in the RPM group,
and 1 study found the same effect at day 60. The third study
[134] wasasmall-scale study in cancer patientswith COVID-19,
and there was no significant difference.

One study [118] only included patients who presented first in
primary care and excluded patients who presented first to the
ED. Moreover, another study [134] concerned patients with
cancer and COVID-19. Regarding the effect found in 1 article
[253], 2 other publications on the same project used another
research design investigating a period without the availability
of RPM versus a period with the avail ability of RPM [257] and
investigating regionswith higher uptake of RPM versusregions
with lower uptake of RPM [258]. The pre-post analysis [257]
also found a dlightly higher ED attendance in the RPM period,
but the regional analysis [258] did not show an effect on ED
visits and hospital admissions.

Regarding the clinical outcomesin the posthosp group, 2 studies
[81,165] from the United States performed a matched control
comparison and found no significant difference in ED visits
(withmore ED visitsin the control group). One study [81] found
significantly less hospital readmissionswith RPM in multivariate
analysis. The control group consisted of patients who did not
receive RPM (for unclear reasons). Another study [165] found
less hospital readmissions with RPM, but the difference was
nonsignificant. A nonsignificant difference in the percentage
of patients who died within 14 days was found between those
referred to RPM and those not referred to RPM [165]. No
significant differences were found for LOS.

In summary, there wasalarge variety in the number of ED visits
across prehosp studies and there was no convincing evidence
that prehosp or posthosp RPM leads to less or more ED visits.
Moreover, there was no convincing evidence that prehosp or
posthosp RPM is associated with less or more hospital
readmissions. Mortality with prehosp or posthosp RPM was
generally low based on the studies presented in Tables 3 and 4,
and there was weak to no evidence showing that RPM is
associated with lower mortality than non-RPM. Although some
of the presented studies reported alower mortality for patients
with RPM, thisfinding was not significant. No studies reporting
on mortality provided statistics on the general mortality rate per
country or health care setting, and the studies had a matched
control design (no RCTs). There was no evidence that RPM
shortens previous hospital LOS.

The initial search (until December 15, 2021) did not identify
RCTs. However, searches showed that there are ongoing studies
[264-290], of which 9 [264,265,268,276,277,281,286-288] are
RCTs in which at-home patients with COVID-19 will be
randomized (yes or no RPM). With the database search update
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(until April 16, 2022) limited to RCTSs, 475 hits were screened,
and 3 RCTswereretrieved and discussed [276,291,292].

Two small-scale RCTs with 62 [292] and 150 [291] posthosp
patients were identified. van Goor et al [292] concluded that
remote hospital care for recovering COVID-19 patients is
feasible, but there was no increase in hospital-free days in the
30 days following randomization. They found that the mean
differencein hospital-free dayswas 1.7 (26.7 daysin the control
group vs 28.4 days in the intervention group, 95% CI of
difference —0.5 to 4.2; P=.11). In the intervention group, the
index hospital LOS was 1.6 days shorter (95% Cl —2.4t0 -0.8;
P<.001), but the total duration of care under hospital
responsibility was 4.1 days longer (95% CI 0.5-7.7; P=.03). A
per-protocol analysis[291] indicated that patientsin the control
group were significantly more likely to return to the ED for
COVID-19-related reasonsthan thosein the experimental group
(7.9% vs 0%; P=.03). However, no differences were observed
in the intention-to-treat analysis. Satisfaction with outpatient
monitoring was rated more highly by the experimental group
in both the per-protocol and intention-to-treat analyses. There
wereno statistically significant differencesreported in the health
status questionnaire or anxiety scale by the end of follow-up.
Thus, both posthosp trials could not demonstrate statistically
significant differences in outcomes between the experimental
and control groups.

OneRCT [276] compared patients without wearable monitoring
technology undergoing routine standard of care at the hospital
(n=150) to patients diagnosed with COVID-19 undergoing
self-quarantine while being closely monitored using awearable
device (n=130) in the prehosp group. Based on the preliminary
results, no significant differences in outcomes between the
experimental and control groups were seen. The study has not
been published yet, and this conclusion is based on the
preliminary data available in the clinical trial register.

In summary, no dtatistically significant differences were
observed in the studies, except [292], which showed that the
index hospital LOSwas shorter for posthosp patients (suggesting
an earlier discharge when patients could befollowed up at home
with RPM after discharge), but the total duration of care under
hospital responsibility was significantly longer. The results of
the RCTs are in line with the results of the matched control
studies.

Resultson Costs and Savings

Severa articles [6,28,29,35,36,43,45,48,55,61,67,75,76,81,
83,85,96,97,114-116,118,126,130,134,139,141,144,150,
157-159,165,172,173,176,178,185,187,202-204,214,
241,251,256,261] included information on the costs of the
intervention or made claims on savings with RPM in terms of
avoided ED visits, avoided hospital admissions, and reductions
in LOS (sometimes expressed in monetary values). The details
on the costs and claims on savings were assessed. All these
claims were in favor of RPM. However, it needs to be
considered that none of these claims and conclusions are based
on RCTs. Only a few studies used some kind of comparison
group, and the findings are mainly based on expert opinion. In
most articles claiming savings, aclear methodology waslacking.
Therefore, the scientific base for these claimsis doubtful.
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Resultson Patient Experiences

Overdl, 73 articles [25,28-30,34,36-38,47,48,53,54,57,
62,63,65,68,70,72,75,83,86,87,91,92,96,99,100,
107,109,114,116,119-121,124,126,130,131,135,139,144,
149,151,153,158,163,165,168,169,172-174,178,181,187-189,
199,207,208,213,214,220,222,224,226,235,236,243,
247,248,254] mentioned an indicator of patient experience. In
general, patient reports were very positive about RPM. Patients
mainly experienced a feeling of reassurance.

However, thisoverall positive picture might be skewed, because
several studies only included patients who aready had some
digital proficiency and were familiar with smartphone use[167].
Moreover, in most studies, patient satisfaction questionnaires
were only answered by some patients who received RPM,
increasing the chance for self-selection bias. Some studies (eg,
[40,81,119,147,153,171,177,191,199,251]) reported that RPM
was offered but patients declined it for severa reasons (eg,
feeling good enough and too much technol ogical embarrassment
expected).

Discussion

Principal Findings

The objective of this study wasto find out if noninvasive RPM
has been used among COVID-19 patients to avoid hospital
admissions (prehosp) and to discharge patients earlier from the
hospital (posthosp) (ie, number of hospital readmissions).
Moreover, in the prehosp and posthosp groups, it aimed to
investigate whether RPM is feasible and has an effect on the
following outcomes in patients with COVID-19: LOS, number
of ED visits, mortality, costs and savings, and patient
experiences.

None of the 160 original studies (241 articles) covering 248,431
patients reported on the presence of arandomized control group.
Among the studies, 96 described a* prehosp” group with patients
who had a suspected or confirmed COVID-19 diagnosis and
who were not hospitalized but closely monitored at home, 32
described a“ posthosp” group with patientswho were monitored
at home after hospitalization for COVID-19, and 34 described
both groups. In 2 studies, the descriptions were unclear.

All studies aimed to lower the pressure on hospital resources
or capacity by avoiding ED visits and hospital readmissions
and shortening hospital LOS. In the prehosp and posthosp
groups, there was a large variation in the number of ED visits
(09%-36% and 0%-16%, respectively) and no convincing
evidence that RPM leads to less or more ED visits or hospital
readmissions (0%-30% and 0%-22%, respectively). Moreover,
there was no evidence that RPM shortens LOS. The studies
focused on the timely upscaling of health care interventionsin
case of possible deterioration of the patient, avoiding
deterioration and mortality, plausible cost savings, and
reassuring patients. Mortality was generally low. Most papers
claimed that savings and overall patient experiences with RPM
were positive.
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Considerations

With regard to the characteristics of patients with COVID-19,
inthe prehosp group, some studies focused on high-risk patients,
while others focused on low-risk patients (or somewhere in
between). Some studies did not provide this information.
Focusing on low-risk patients implies that a higher number of
patients should be monitored and consequently more devices
are needed. Therefore, there is a higher workload for the RPM
team. On the other hand, it provides more certainty that patients
showing deterioration are detected, which is certainly an
advantage in a pandemic involving a disease course that is
largely unknown, and that patients with silent hypoxia can be
better detected (contributing moreto the goal of early detection
before escalation). Focusing on high-risk patients limits the
number of patientswho need RPM and may ensurethat patients
with the highest risk are monitored and deterioration is detected
in atimely manner. The best choice in the case of an unknown
disease is probably to follow-up all patients and consider end
pointsto define prognostic variables. However, therewaslimited
time or resources to do this. In the future, RPM could target
both groups but with adifferentiated approach (such as number
of parametersto be followed, frequency of monitoring, type of
devices, and stepped RPM team). Regarding posthosp RPM
studies, it was remarked [293,294] that most studies did not use
clear criteriato decide which patients could be discharged earlier
and followed by RPM. Objective discharge criteria were
generally lacking or were not reported (such as af ebrile, oxygen
independency, and no medication needed). With less criteria
applied, more patients could leave the hospital and free up beds
(some studies reported on a LOS of 1 day). However, when
patients had a longer LOS, they aso required a higher
complexity of needed postdischarge care and probably had a
higher chance of deterioration (some studies reported on patients
who were admitted during weeks at the intensive care unit).
Thereislimited clarity regarding when posthosp RPM isuseful,
which are the end points of RPM, and when the change toward
teleconsultation [295] or telerehabilitation [296] can best be
made.

Moreover, valid risk stratification scales and assessment tools
for patientswith COVID-19 were lacking. As stated previously,
throughout the pandemic, attempts were madeto construct valid
risk stratification scales. Formulating clear criteria for safe
discharge and establishing end points for RPM follow-up after
hospital discharge could be useful. Gavin et a [255] showed
that the simplified HOSPITAL scoreisan applicableinstrument
to triage patients with COVI1D-19 for hospitalization according
to their risk for potentialy avoidable readmissions. Moreover,
other studies [262,297-300] have provided useful information
on the relationship between patient characteristics and risk for
readmission after hospital discharge. However, the number of
studies examining risk factors for hospital readmission and
postdischarge mortality is small, and sometimes their quality
islow owing to various reasons [301].

Regarding the effects of RPM on LOS, severa articles stated
that LOS was shortened because of the implementation of
posthosp RPM. However, it was seen that the rate of readmission
in posthosp patients differed greatly and that the timeframe (7,
15, 30, and 60 days after discharge) was not always mentioned.
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A shorter LOS does not mean much if these patients need to be
rehospitalized soon after discharge, and there are indeed
indications that a shorter LOS is related to higher rates of
readmission (ie, “Short-stay hospitalization had significantly
increased odds of rehospitalization within 7 days’ [262];
“However, patients who were readmitted had significantly
shorter initial LOS (median 7 days (range: 2-54) versus 8 days
(range: 2-107), P<.001)” [300]; “During the COVID-19
pandemic and its outbreaks, the lack of hospital beds, medical
facilities, and human resources caused patientsto be discharged
too early, leading to increased hospital readmissionsand possible
post-discharge deaths’ [301]).

The results show that it is difficult to interpret if an ED visit is
regarded as “good” or “wrong.” On one hand, RPM aims to
timely detect deterioration in order to stop further deterioration.
On the other hand, RPM aims to avoid ED visits and hospital
readmission. These aims are somewhat contradictory. On
detecting deterioration, it could be appropriate to further assess
the patient in the ED or admit the patient to the hospital. In this
way, a large percentage of ED visits and hospital admissions
could be interpreted as not only “success’ but also “failure.”
On sensitive detection of deterioration, RPM could lead to more
ED visits and hospital admissions compared to the absence of
RPM, but thiswould |ead to more pressure on hospitals, which
is contrary to the aim of RPM.

Regarding mortality, no statistically significant differenceswere
noted [118,165,211,253]. Therefore, the intervention seemsto
be feasible as there are no indications for reverse unexpected
outcomes. Inthe absence of RCTSs, it wasimpossibleto correctly
estimate mortality. The overall mortality statistics during a
period within a country were not provided. RPM was also
applied in special patient populations experiencing COVID-19
and was shown to be feasible. Moreover, when patient
experiences were mentioned in articles, they were in general
positive as patientsfelt more reassured. However, many patients
declined RPM for severa reasons (eg, technological
embarrassment, digital literacy), questioning the accessibility
of RPM. Most studies only registered these patient experiences
descriptively, and qualitative methods could be applied in future
studies to indicate the strengths and limitations of RPM for
users.

Most RPM studies aimed at reducing the strain on hospital
resources and capacity by trying to avoid ED visitsand hospital
readmissions, and shortening LOS. As explained, we did not
find convincing statistically significant evidence on this.
Moreover, augmenting RPM interventions could also increase
the strain on hospital resources. Since most RPM studies were
hospital led, hospital personnel are needed to staff the RPM
teams. It was seen that “ successful” studies (ie, including many
patients), such as those from France (COVIDOM
[57,66,166,167,190,200]), Brazil (UNIMED [123]), United
States (Kaiser Permanente Virtual Home Care Program
[124,147]), and Spain (Telea[50,111,136]), staffed their RPM
teams with volunteers, students, and retired personnel.
Moreover, many other RPM studies partially staffed their RPM
teams with these profiles. This might have led to areductionin
strain on hospital personnel but is of course only a temporary
solution and not an option inthelong run. Thus, RPM may save
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a hospital bed but not necessarily hospital personnel. It could
be the case if RPM teams would be staffed by primary care
personnel, but this scenario would inevitably lead to increased
workload for primary care, which was confronted with already
high workload during the COV1D-19 pandemic and which was
considered intheaims of several studies (ie, to reduce workload
on primary care professionals).

The authors of the described economic studies themselves
acknowledged that their resultswere still preliminary and should
be used with caution. Because of thelow quality of these studies,
no concrete conclusions can be drawn, except that if RPM really
allowsto avoid hospitalization and if the cost of RPM isinferior
to hospital costs, savings could be made, at least initialy.
However, it is necessary to further investigate whether there
are more complications in RPM patients than in hospitalized
patients, which could lead to higher costsin thelong run. More
studies are therefore needed and RPM in COVID-19 must, based
on our results, currently be considered as an alternative if
hospitals are overcrowded rather than a cost-effective strategy.

Future Directions

Although RPM appears feasible to apply, there are many
guestions remaining concerning the characteristics of the RPM
interventions. Characteristics, such as the amount of staffing,
the digital infrastructure, details on the health care settings,
details on the health care system, the interaction mode, the
interaction content, the reactions of the telemonitoring teams,
the characteristics of the patientsincluded, and the technologies
used to obtain those aims, were very heterogeneously
implemented across studies and health care settings.
Standardized data should be collected, and the following
elements should be clarified.

First, regarding the use of technology, diverse devices were
applied across studies ranging from very basic and cheap
thermometers to  advanced, expensive,  connected,
multiparameter measuring devices. It will be essentia in the
future to investigate which parameters are essential to follow
and what range of precision or accuracy is needed for the
measuring devices. Several studiesdid not always use measuring
devices but relied on a survey, asking for subjective parameters
such asrate of fatigue and dyspnea. Some questionnaires were
very exhaustive. For that, the need and utility of subjective
measurements should also be investigated further.

Second, it was questioned which parameter cutoffs are “ safe”
(eg, oxygen saturation of 92%) or should the cutoffs be adjusted
for each patient individually (depending on comorbidities or
risk profile). Consequently, it was questioned when the RPM
team should react and which action is appropriate for which
parameter cutoff. Moreover, the optimal frequency of parameter
measurement isunclear (ie, Iscontinuous and automated transfer
of parameters needed or are previously agreed time points
sufficient?). These elements may have consequences for the
workforce needed for RPM (and consequently staffing and
resources for a team). Many unnecessary alerts require more
workforce to react and can lead to alarm tiredness, while too
few aertsrequire lessworkforce but may cause adverse patient
events.
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Third, variations in the type and amount of personnel in RPM
teams were observed. It remains unclear which health care
professionals are the most appropriate and what levels of
qualifications are required. Although most studieswere hospital
led, it remains unclear if this setup environment is superior to
primary care-led RPM. Perhaps an RPM team can be replaced
or greatly assisted by a kind of virtual care assistant as
researched by Garcia Bermtdez et a [302], and the question
remains who needs to take up the medical responsibility in this
care model.

Finally, what is the role of governmentsin RPM policy design,
upscaling, solving barriers, reimbursement, technology
requirements, and setting up research programs and evaluation
frameworks for patients with COVID-19 and those with other
conditions? There aready exist someinspiring articles[303-307]
that could be used as starting points.

Limitations

There were some limitations. First, at the time of our searches
(ie, in the heat of the COVID-19 pandemic), studies were
published as soon as possible to quickly inform the rest of the
world, often at the detriment of quality. We did not perform a
quality assessment, but often information was not reported and
studies did not include a control group. The lack of RCTs
illustrates the difficulty to build up evidence during a health
crisis. The absence of RCTslimited controlling for variablesto
assess the effectiveness of RPM on outcomes. We encountered
large heterogeneity across studies in patient populations,
monitored variables, monitoring modes, involved health care
professionals, and intervention doses and modes, prohibiting
combining studies and making overall conclusions on the effects
or effectivity of telemonitoring in patients with COVID-19.
Moreover, alarge part of thisinformation was not described in
theretrieved studies. Furthermore, countries had different health
care systemsand health care organi zations, which had different
levelsof crisispreparedness. COVID-19 had animpact interms
of speed and volume of the population affected, and the
consequences on surge capacity differed. The stages in which
the studies were conducted differed, leading to high
heterogeneity in the described characteristics and outcomes.
We aimed to group the studiesin several ways, such as country
of origin and patient inclusion criteria (risk profiling). However,
there were no validated risk-profiling scales for COVID-19
patients.

Second, although we aimed to describe the effectiveness of
RPM, we encountered many limitations owing to a lack of
randomization and controlling for confounding factors as
explained earlier. To provide input on effectiveness, we
conducted daily updates and performed an update of the search
strategy to detect published RCTs. Only 3 small RCTs were
detected, illustrating the difficulty to conduct solid research
during a crisis. To assess the cost-effectiveness of RPM in
patients with COVID-19, larger RCTs should be prospectively
conducted. We came across several publicationsin which only
the intervention was presented without any outcome data. It
might be expected that at a later stage, follow-up publications
will arrive from these studies with outcome data.
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Third, it is important to understand that COV1D-19 presented
in infection waves and with different clinical presentations.
Depending on the wave, patients appeared well during the first
few days of infection and deteriorated later. Theincluded articles
did not report on vaccination status, but acrossthe period of the
pandemic, the hospital capacity changed because of mass
vaccination. It is unclear if vaccination had an effect on the
clinical status in patients who received RPM across the study
period. It was difficult to carry out RCTs because of this
continuously changing situation and because of the lower influx
of patients due to mass vaccination later.

Fourth, we only searched for publications in English, Dutch,
German, or French. There might have been publicationsin other
languages from other countries as COVID-19 spread acrossthe
world. We coincidentally came across relevant publications in
other languages, which we did not include. Moreover, we
encountered English written publications from non-English
speaking countries. It may be assumed that these are only the
tip of the iceberg of what was ongoing in those countries.

Finally, although this review included results from over 160
research studies covering about 250,000 patients, it provides
only apartial view of the evidence, and no in-depth analysis of
the outcome data could be performed. Therefore, our
conclusions need to be regarded as partial, preliminary, and
mainly descriptive. Updates of thisreview should be performed
to have amore conclusive view of the effectiveness of RPM in
patients with COVID-19 in the future.

Conclusions

Telemonitoring in patients with COVID-19 has been used
frequently and across the world. As RPM in COVID-19 was
developed as a reaction to the pandemic and not as an
anticipation, these studies are characterized by high degrees of
heterogeneity in the patient population, intervention content,
process characteristics, and outcomes. Moreover, there was a
lack of RCTs. Thereisno statistically significant evidence that
RPM in patients with COVID-19 is effective in avoiding ED
visitsand hospital readmissions, and shortening LOS or reducing
mortality, but there is also no indication that RPM has reverse
unexpected outcomes. Thelack of clear evidence does not mean
that COVID-19 RPM was not cost-effective, but instead means
that no research was set up in such a way that this could be
shown. This review led to a list of questions that need to be
answered before the best combination of elementsand the most
cost-effective combination can be defined. It is essential that
solid scientific evidence is gathered to standardize COVID-19
RPM and to create a framework to effectively implement and
rapidly scale virtual strategies for providing hospital-like care
at home. While more convincing evidence on COVID-19 RPM
is required, there is enough expert-based and other
disease-related evidence to continue with the current RPM
practice. We learned from COVID-19 that there is no way back
for telehealth, telemedicine, and RPM. However, RPM should
be developed and standardized. In this development process,
attention should be given to the accessibility and feasibility of
RPM.
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Abstract

Background: Optimal nurse staffing levels have been shown to impact patients' prognoses and safety, as well as staff burnout.
The predominant method for calculating staffing levels has been patient-to-nurse (P/N) ratios and nursing hours per patient day.
However, both methods fall short of addressing the dynamic nature of staffing needs that often fluctuate throughout the day as
patients clinical status changes and new patients are admitted or discharged from the unit.

Objective: In this evaluation, the Veterans Affairs Palo Alto Health Care System (VAPAHCS) piloted a new dynamic bed
count calculation in an effort to target optimal staffing levels every hour to provide greater temporal resolution on nurse staffing
levels within the Veterans Health Administration.

Methods: The dynamic bed count uses elements from both the nursing hours per patient day and P/N ratio to calculate current
and target staffing levels, every hour, while balancing across nurse types (registered nurses to nurse assistants) to provide improved
temporal insight into staff allocation. The dynamic bed count was compared with traditional P/N ratio methods of calculating
patient capacity at the VAPAHCS, to assess optimal patient capacity within their acute care ward from January 1, 2023, through
May 25, 2023. Descriptive statistics summarized patient capacity variables across the intensive care unit (ICU), medical-surgical
ICU, and 3 acute care units. Student t tests (2-tailed) were used to analyze differences between patient capacity measures.

Results. Hourly analysis of patient capacity information displayed how the dynamic bed count provided improved temporal
resolution on patient capacity. Comparing the dynamic bed count to the P/N ratio, we found the patient capacity, as determined
by the P/N ratio, was, on average, higher than that of the dynamic bed count across VAPAHCS acute care units and the
medical-surgical 1CU (P<.001). For example, in acute care unit 3C, the average dynamic bed count was 21.6 (SD 4.2) compared
with aP/N ratio of 28.6 (SD 3.2). This suggests that calculating patient capacity using P/N ratios alone could lead to units taking
on more patients than what the dynamic bed count suggests the unit can optimally handle.

Conclusions: Asanew patient capacity calculation, the dynamic bed count provided additional details and timely information
about clinical staffing levels, patient acuity, and patient turnover. Implementing this calculation into the management process has
the potential to empower departments to further optimize staffing and patient care.

(JMIR Nursing 2024;7:€59619) doi:10.2196/59619

KEYWORDS

nurse scheduling; nurse; patient ratio; nursing hours per patient day; NHPPD; nursing administration; workload; comparative
analysis; nursing; staffing; nurse staffing; registered nurses; nurse assistants; staff allocation; patient capacity

provided by registered nurses (RNs) and does not inherently

Introduction

Nurse staffing levels can impact patients’ prognoses and safety,
aswell as staff burnout, job satisfaction, workplace injury, and
illness [1-4]. A common method for assessing and managing
nurse staffing levels is the patient-to-nurse (P/N) ratio, or the
total number of patients that are assigned to one nurse during
their shift [5-7]. Target ratios are typically based on the type of
clinical environment; however, when the unit's nursing team
determines a patient has greater needs, the P/N ratio may be
adjusted. The P/N ratio isintended as an efficient tool to assess
staffing needs [5], but it primarily focuses on the direct care

https://nursing.jmir.org/2024/1/€59619

account for thefull range of nursing and support staff, including
licensed practical nurses (LPNSs), licensed vocational nurses
(LVNSs) and nurse assistants (NAs) [8,9].

An aternative to the P/N ratio is the nursing hours per patient
day (NHPPD), which account for all nursing types and support
staff onthefloor, aswell as patient complexity, patient turnover,
and the presence of higher acuity patients [9-12]. NHPPD
provide a comprehensive measure by including the total hours
of care provided by each type of nursing staff per patient per
day, adjusting for patient acuity, and considering the distribution
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of nursing care across different shiftsand skill levels. Research
has shown that using NHPPD significantly decreases mortality
and length of stay, and improves patient outcomes [12-14].
While both measures aim to represent the ratio between staffing
resources and patient demands, patient needs (and therefore
staffing needs) are dynamic throughout the day, and standard
intermittent tracking of staffing workloads can lead to
inappropriate or incomplete staffing adjustments.

The Veterans Affairs Pao Alto Heath Care System
(VAPAHCS) is one of the largest medical centers in the
Veterans Health Administration (VHA), and operates over 800
patient beds, including 3 acute care unitsand 6 critical care units
[15]. Traditionally, the VAPAHCS used P/N ratios alone to
establish patient capacity and staffing levels on the floor in real
time for their clinical units. To address the limitations of the
P/N ratio and optimize nurse staffing, the VAPAHCS
implemented anew staffing solution that integratesthe strengths
of both the NHPPD and P/N ratio while providing greater
temporal resolution, the dynamic bed count. This innovative
approach was devel oped within the 1ssio Health Care Workforce
Optimization Platform [16] through ongoing collaborationswith
the VAPAHCS charge nurses, nurse managers, and nursing
supervisors. The dynamic bed count calculates optimal staffing
levels every hour, alowing for more precise and timely
adjustments based on real-time patient acuity and turnover.

The need for such adynamic approach is supported by evidence
that traditional staffing metrics often fail to account for the
fluctuating nature of patient care demands. For instance, astudy
found that real-time staffing adjustments based on current patient
needs can significantly improve patient outcomes and reduce
staff burnout compared with static models [17]. In this pilot
assessment, we compare the dynamic bed count to the P/N ratio
to describe patient capacity and staffing allocation within the
acute ward of the VAPAHCS. The aim of this paper is to
evaluate whether the dynamic bed count provides a more
accurate and responsive method for determining optimal nurse
staffing levels compared with the traditional P/N ratio.

Methods

Setting

We analyzed patient capacity data for 3 VAPAHCS acute care
units, 1 intensive care unit (ICU), and 1 medical-surgical
(Med-Surg) ICU from January 1, 2023, to May 25, 2023. This
time frame was selected, as it represents the pilot period for
implementing the dynamic bed count solution prior to rolling
it out to other VHA hospitals. The selected units were chosen
for this pilot due to the fluctuating care requirements for these
patients. Being treated for acute conditions (eg, infections, heart
conditions, and postoperative care), the care and assistance these
patients require vary greatly throughout the day. As such,
nursing staff would greatly benefit from a new staffing
measurement that accounts for these dynamic and fluctuating
patient requirements along with considering various nursing
types and specialties. The new measurement was calculated in
tandem with legacy methods to ensure that all VA policies and
compliance standards were upheld throughout the analysis.

https://nursing.jmir.org/2024/1/€59619
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Patient Capacity Data

Two main data sources were used for this assessment and for
the dynamic bed count calculation as follows: (1) the VHA's
national electronic health record database, the Corporate Data
Warehouse (CDW [18]) and (2) manually tracked data from
nursing staff in real time.

The CDW was queried to provide the dynamic bed count
solution information regarding each unit’s patient census. The
patient census information is captured through admission and
discharge data in the CDW. Specifically, the patient census is
a precaculated column in the CDW using admission and
discharge information and was collected using SQL queries.
The maximum number of beds the unit can support when fully
staffed isreferred to asthe unit’s* authorized capacity” and was
also obtained through querying the CDW. The authorized
capacity is a relatively stable metric and would only change
based on factorsthat reduce the overall number of physical beds
a unit could successfully support such as construction, or
long-term staffing constraints. Per the legacy processes, the PN
ratio was established by the units' nursing supervisors at the
beginning of every shift, dictated by California P/N ratio laws
[3,19], and was captured by charge nurses entering this
information into the Dynamic Bed Count solution. These metrics
(patient census, authorized capacity, and P/N ratio) were
captured hourly for each unit within the assessment period.

Dynamic Bed Count

Thedynamic bed count calculation within thelssio Health Care
Workforce Optimization Platform is designed to represent the
number of available staffed beds based on the type of care each
nurse is qualified to provide to support their patients. For
example, an RN isqualified to perform more taskswhen caring
for a patient (eg, medication administration, patient triage, and
patient education) than an LPN/LVN or NA.

The dynamic bed count uses both target and current staffing
levelsin its calculation, along with other key staffing variables
such as nurse type, shift assignment, patient acuity, and unit
regulations. Target staffing levels are the total required minutes
of care provided to all patientsin the unit within the given hour,
considering the average need of a patient as determined by the
unit's NHPPD requirements. NHPPD account for the overall
care hours per day that a patient must receive, broken down by
shift mix (percentage basis across shifts: night, day, and evening)
and skill mix (percentage basis across nursing and support staff
skills: RN, LPN/LVN, and NA). Current staffing levelsrepresent
the aggregate of the current staff providing direct patient care
and their shift assignments. Nursing staff can have their shift
assignments (direct or indirect care) dynamically changed
throughout the shift, which is entered into the dynamic bed
count solution every hour for data accuracy.

The dynamic bed count also considers the average patient’s
direct care requirements and alows for granular refinement
based on patient acuity adjustments. Patient acuity, as
determined by the unit’s charge nurse, uses P/N ratios to adjust
care levels based on the required level of care and monitoring.
For example, high-acuity patients have a P/N ratio of 1:1,
medium-acuity patients have a P/N ratio of 2:1 or 3:1, and
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low-acuity patients have aP/N ratio of 4:1 or 5:1. Additionally,
the calculation includes minutes of care required for admissions
and discharges, ensuring that the dynamic bed count reflects
the unit's actual workload every hour. A more detailed
description and example of the dynamic bed count calculation
is available in Multimedia Appendix 1. The output of the
dynamic bed count calculation is displayed on a “Patient
Capacity Whiteboard” in Issio's Command Center or accessible
to charge nurses viaaweb link to inform nursing staff when a
unit isunder, over, or adequately staffed every hour so they can
make the necessary staffing adjustments across adjacent units
(Multimedia Appendix 2). By providing a detailed and
responsive method for calculating optimal nurse staffing levels,
the dynamic bed count enables more accurate and timely
adjustments to staff allocation, improving overall patient care
and resource management.

Statistical Analysis

Analyses were performed using Python (version 3.8.5; Python
Software Foundation) in a Jupyter Notebook Environment.
Descriptive statistics summarized patient capacity variables
(patient census, authorized capacity, P/N ratio, and the dynamic
bed count). The paired Student t test (2-tailed) determined any
significant differences between the P/N ratio and dynamic bed
count. The unit of analysisfor thet test was the hourly rates of
patient capacity as calculated by both methods. We then plotted
the average patient capacity variables for each unit during the
assessment period to visually assess differences between the
dynamic bed count and the P/N ratio.

To further compare P/N ratios and the dynamic bed count, we
analyzed all data points from each unit during the assessment
period and cal cul ated the & between the dynamic bed count and
the P/N ratio for each unit. We additionally randomly selected
10 dates and times from the unit with the most variance (ie, SD)
in their dynamic bed count cal culation hour-by-hour during the

Ware et a

assessment period to provide a snapshot of the datapoints. This
was done using Python’s “random” library to generate random
numbers corresponding to the indices of dates in our dataset,
thereby ensuring unbiased data representation and mitigating
any selection bias. Thiswasthen plotted to visualize the hourly
differences within the selected unit between methods during
the assessment period. All graphical representations were
accomplished using Python packages such as “matplotlib” for
plotting and “pandas’ for data manipulation and analysis.

Ethical Consider ations

This quality improvement and assessment project received a
Determination of Non-Research from the Stanford Institutional
Review Board (IRB; Stanford University, Stanford, California;
#73003). The Stanford IRB serves as the affiliated IRB for the
VAPAHCS, ensuring ethical oversight and compliance with
federal regulations. Informed consent was not required for this
project, as it was determined to be a nonresearch quality
improvement initiative. All procedures adhered to institutional
and federal guidelines to protect participant rights and
confidentiality.

Results

Patient Capacity Data

Over the assessment period, the number of patients that the
different units supported varied (Table 1). For example, the
acute care unit 3C had an average of 23.2 (SD 4.5) patients
occupying their unit compared with an average of 9.5 (SD 2.0)
patients in the ICU. Compared with the P/N ratio, the average
dynamic bed count was significantly lower in al acute care unit
locations, with the exception of the ICU, (Table 1; P<.001).
This is further represented in Figure 1, where we can see that
the P/N ratio was consistently higher across most units during
the assessment period.

Table. Average patient capacity and occupancy characteristics by Palo Alto Veterans Affairs Health Care System’s acute care units.

Acute care unit loce Patient census, mean A thorized capacity? Patient capacity calculations
tions (SD) mean (SD)
Dynamic bed count, Patient-to-nurseratio, P value
mean (SD) mean (SD)
2A 18.6 (3.8) 27.0(0.0) 17.5(2.9) 205(2.1) <.001
3C 23.2(4.5) 34.0(0.0) 21.6 (4.2) 28.6 (3.2) <.001
4A 14.1 (4.4) 18.0(0.0) 14.3(3.5) 16.7 (4.2) <.001
Intensive care unit 9.5(2.0) 15.0 (0.0 11.2 (1.8) 11.2 (1.5) 40
M ed-Surgb intensve 9721 15.0(0.0) 9.0(2.1) 12.3(1.5) <.001
care unit
All units 15.0 (6.4) 21.8 (0.0) 14.7 (5.4) 17.8(6.9) <.001

A uthorized capacity is the maximum number of beds the unit can support when fully staffed.

&Y ed-Surg: medical-surgical.
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Figure 1. Average patient capacity across Palo Alto Veterans Affairs Health Care System’s acute units, January 1, 2023, through May 25, 2023. In
this graph, the yellow lines depict the authorized bed count, which isthe maximum number of physical beds aunit could successfully support. The blue
lines represent the average patient census for each unit location. The red lines depict the average dynamic bed count calculation for patient capacity
while the green lines represent the average patient-to-nurse (P/N) ratio across the assessment period for each acute care unit. Med-Surg ICU:

medical-surgical intensive care unit.
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Dynamic Bed Count

To provide a snapshot of the comparison of P/N ratios and the
dynamic bed count, we evaluated the unit with the most variance
within the dynamic bed count calculation (displayed in Table
1) across the assessment period. This resulted in a random
sample of 10 dates and times within the acute care unit 3C
(Table 2). Thefull dataset is provided in Multimedia Appendix
3. The “Difference” column compares the P/N ratio and the
dynamic bed count, where a negative value indicates that the
unit should have less patient capacity while a positive value
indicates the unit could have taken on additional patients. The

https://nursing.jmir.org/2024/1/€59619
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amplitude of the value defines how many fewer (negative value)
or more (positive value) patients the unit could have handled
during any given hour. These data points demonstrate the swing
between the quick math “in the moment” patient capacity
caculation (P/N ratios) and the standardized, repeatable
computation in real time (the dynamic bed count).

Additionally, we graphically represented unit 3C to further
display the difference between the P/N ratio and the dynamic
bed count cal cul ation throughout the assessment period (Figure
2). In this graph, we can see the difference (d) between the 2
methods where resource all ocation could be improved.
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Table. Random sampling of hours within the acute care unit 3C showing the differences between calculated patient capacity as determined by the

patient-to-nurse (P/N) ratio and the dynamic bed count calculation.

Acute careunitlo- Date Time Patient census, n Patient capacity calculations Difference (dynam-
cation ic bed count vs PIN
ratio)
P/N ratio Dynamic bed count
3C January 1, 2023 7AM 21 30.0 18.7 -11.3
3C January 9, 2023 10PM 29 25.0 20.5 -45
3C February 12, 2023 4 PM 15 30.0 322 22
3FC February 19,2023 6 PM 15 30.0 25.8 -4.2
3C March 2, 2023 4PM 29 25.0 258 0.8
3C March 5, 2023 3PM 22 30.0 264 -3.6
3C April 8, 2023 10 PM 21 25.0 176 -74
3AC April 13,2023 6 AM 20 26.0 29.3 33
3C May 3, 2023 8 AM 26 28.0 17.8 -10.2
3C May 24, 2023 1PM 24 29.0 20.3 -8.7

Figure 2. Average patient-to-nurse (P/N) ratio and dynamic bed count calculations across Veterans Affairs Palo Alto Health Care System’s acute unit
3C Location, January 1, 2023, through May 25, 2023. The analysis of patient capacity metrics over the evaluation period revealed an upward trend in
the P/N ratio, indicated by the green line, suggesting an increase in the number of patients assigned to each nurse on average. In contrast, the dynamic
bed count, shown in red, demonstrates a slight downward trend. Notably, the shaded regions around the trend lines, which represent the SE, suggest
greater variability in the dynamic bed count than in the P/N ratio. The divergence in trends between the 2 metrics underscores the complexity of health
care resource management and the need for strategies that optimize staffing levels.
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Discussion

In efforts to improve nurse scheduling and optimize workload
across acute care and critical care units of the VAPAHCS, we
implemented the dynamic bed count to calculate the optimal
workload of each unit every hour. The main findings of this
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assessment revealed that the dynamic bed count can provide a
more accurate and responsive method for determining optimal
nurse staffing levels compared with the traditional P/N ratios.
Through comparison of the P/N ratio and the dynamic bed count,
we found that the P/N ratios implemented by the nursing staff,
with the exception of the ICU, resulted in significantly higher
calculated patient capacity levels on average than what the unit
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can adequately accommodate. | nadeguate staffing levels could
result in an increased risk of burnout and workplace injury
among our nursing staff and have been shown to worsen patient
outcomes [7,20,21]. Furthermore, when looking at VAPAHCS
units hour-by-hour, we found times when the units coul d support
ahigher patient capacity than what was cal culated by the nursing
staff. By accounting for dynamic changes within units with the
dynamic bed count, nursing supervisors can alocate staff
appropriately across units without necessarily having to hire
additional staff.

As seen in previous research, the P/N ratio falls short of fully
grasping a true picture of optimal workload. In one study,
researchers found that the P/N ratio cannot properly capture
admissions and discharges of patients, or where nurseswork as
ateam [22]. For example, the P/N ratio impliesthat each nurse
has responsibility for a set group of patients. However, that is
often not the case. A nurse's patient load changes as patients
are admitted and discharged during a shift. For example, this
can result in anurse starting their shift with 5 patients who are
eventually replaced by 5 other patients later in the shift as they
are admitted/discharged. Additionally, although P/N ratios can
be adjusted [17], they inherently only account for RN staffing
types and no other support staff on the floor. This can be an
important aspect of the team dynamic that is often present in
health care units, such as those seen in the VAPAHCS acute
care ward.

Asan alternativeto P/N ratios, the NHPPD have been endorsed
by the National Quality Forum to measure appropriate nurse
staffing level s[11] and are known to reliably increase the quality
of care for patients [10-12]. The NHPPD staffing measure
classifies unitsinto 1 of 7 categories as determined by patient
complexity, intervention levels, presence of high-dependency
beds, and patient turnover [10-12]. It has been implemented in
thelong-term care clinicswithin VHA, where researchersfound
that higher NHPPD levels were inversely associated with falls
resulting in major injury [21]. While the NHPPD can be seen
as a marked improvement to the P/N ratio, it is important to
acknowledge that both methods are based on similar input
variables, and both serve to represent the ratio between staffing
resources and patient demands. However, the key distinction
liesin the level of aggregation and the time frame over which
these metrics are applied. P/N ratios provide a snapshot based
on the number of patients per nurse, which can be adjusted as
needed but typically lacks granularity in real-time adjustments
[17]. NHPPD, on the other hand, offer a comprehensive
approach by accounting for the total hours of carefrom all types
of nursing staff per patient per day, incorporating patient acuity
and turnover [12]. Despite these strengths, NHPPD may fall
short of addressing the dynamic nature of staffing needs that
can fluctuate throughout the day.

The dynamic bed count addressesthese limitations by providing
hourly updates on staffing levels and patient acuity, allowing
for more precise and timely adjustments. Thismethod separates
the assessment of demand (patients, admissions, discharges,
and patient acuity) and supply (nurses, skill, and shift
assignment), identifying opportunities to move staff or manage
patient flow more effectively. Given the capacity use of the
units, such as the range of around 19 - 28 patients in unit 3C,
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the potential for optimizing staffing and improving patient
outcomesis substantial. By integrating elements from both the
P/N ratiosand NHPPD, the dynamic bed count offersabalanced
and dynamic solution that reflects real-time conditions within
the units, thereby enhancing the overall efficiency and
effectiveness of nurse staffing.

Tools such as the dynamic bed count solution can be powerful
in hel ping charge nurses better understand the rational e behind
the load balancing of staff. By including staffing types and
patient acuity, the dynamic bed count can help charge nurses
determine the most effective combination of staff to deliver
high-quality and cost-effective patient care. This can be
especialy important in the face of rising demand for health
services and shortages of nurses and other health care workers
both within the VHA and other US health care sectors [22-24].
Additionally, the diversity of staffing modelsin our health care
system is essential to determine which staff members should
beincluded in the staffing cal cul ationsto reflect personnel who
deliver direct care relevant to patient outcomes [22].

Implementing the dynamic bed count solution does present
certain challenges and limitations. One potential concernisthe
additional workload on nursing staff to maintain accurate data
entry. However, in this pilot implementation, charge nurses
only entered data into the dynamic bed count solution at the
start of every shift, when their staff was changed from direct to
indirect (or vice versa) shift assignments, and when there were
changes in patient acuity, which aligns with their existing
workflow and did not add extra burden to the nursing staff. The
dynamic bed count solution then usesthisinformation to display
and communicate optimal patient capacity and suggestions for
resource alocation in real time, effectively lessening the burden
on charge nurses by providing them with actional insights and
reducing the need for manual calculations and adjustments.

Another challenge isthe potential cultural adjustment required
for staff to embrace new technology and processes. Although
all units are part of the same health care system, reallocating
personnel from awell-staffed ward to an understaffed ward can
be undesirableto the unit losing personnel, and can be a stressful
experience for the transferred nurse due to unfamiliarity with
the adjacent unit [25]. This challenge can be mitigated through
cross-training, or implementing a“buddy system” across units,
whichinturn canincreasejob satisfaction [25]. Increasing “float
pools’ is another strategy to mitigate this issue and has been
shown to significantly reduce turnover and overall staffing costs
[26,27].

The dynamic bed count’s strength liesin its devel opment, which
stemmed from continuous collaborations with VAPAHCS
nursing leadership. These collaborations ensured a
comprehensive understanding of crucial datapointsfor accurate
capacity assessment and validation of the cal culation’s precision.
Each variable can change at a moment’s notice and can have a
major impact on a unit’s capacity. Thisinformation, as soon as
it ischanged, must be presented to “need to know” parties, like
nursing supervisors and patient flow coordinators, so quick and
accurate decisions can be made about floating staff to areas
wherethey are needed. With the overall complexity differences
between P/N ratios and dynamic bed count, it is easy to
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understand why P/N ratios take place on the floor “in the
moment,” but with technology that can account for the additional
complexities easily, accurately, and quickly, we can see
improved accuracy in the staffing decision-making processes.

This assessment has some limitations. First, these findings are
only relevant for the VAPAHCS acute care ward during the
assessment period. Our findings could vary for other time frames
and in other units. Future assessments will be needed to test the
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implementation of the dynamic bed count on any improved
patient outcomes.

In conclusion, we believe that a new calculation such as the
dynamic bed count, as presented here, could be a marked
improvement from the P/N ratio for the VAPAHCS acute care
ward. Implementing this calculation into a web-based report
that supervisors could use to alocate nursing staff could
significantly improve the workflow of our health care system.
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Abstract

Background: Despite the life-threatening nature of sepsis, little is known about the emotional experiences of patients and their
families during sepsis events. We conducted a sentiment analysis pertaining to sepsis incidents involving patients and families,
leveraging textual dataretrieved from apublicly available blog post disseminated by the Centersfor Disease Control and Prevention
(CDCQC).

Objective: Thisinvestigationinvolved asentiment analysisof patient- and family-related sepsis events, leveraging text responses
sourced from a publicly accessible blog post disseminated by the CDC. Driven by the imperative to elucidate the emotional
dynamics encountered by patients and their families throughout sepsis incidents, the overarching aims centered on elucidating
the emotional ramifications of sepsison both patientsand their familiesand discerning potential avenuesfor enhancing the quality
of sepsis care.

Methods: The research used a cross-sectional data mining methodology to investigate the sentiments and emotional aspects
linked to sepsis, using a data set sourced from the CDC, which encompasses 170 responses from both patients and caregivers,
spanning the period between September 2014 and September 2020. Thisinvestigation used the National Research Council Canada
Emotion Lexicon for sentiment analysis, coupled with a combination of manual and automated techniques to extract salient
features from textual responses. The study used negative binomial least absolute shrinkage and selection operator regressions to
ascertain significant textual featuresthat correlated with specific emotional states. Moreover, the visualization of Plutchik’s Wheel
of Emotions facilitated the discernment of prevailing emotions within the data set.

Results: The results showed that patients and their families experienced a range of emotions during sepsis events, including
fear, anxiety, sadness, and gratitude. Our analyses revealed an estimated incidence rate ratio (IRR) of 1.35 for fear-related words
and a 1.51 IRR for sadness-related words when mentioning “hospital” in sepsis-related experiences. Similarly, mentions of
“intensive care unit” were associated with an average occurrence of 12.3 fear-related words and 10.8 sadness-related words.
Surviving patients’ experiences had an estimated 1.15 IRR for joy-related words, contrasting with discussions around organ
failure, which were associated with multiple negative emotionsincluding disgust, anger, fear, and sadness. Furthermore, mentions
of “death” were linked to more fear and anger words but fewer joy-related words. Conversely, longer timelines in sepsis events
were associated with more joy-related words and fewer fear-related words, potentially indicating improved emotional adaptation
over time.

Conclusions: The study’s outcomes underscore the imperative for health care providersto integrate emotional support alongside
medical interventions for patients and families affected by sepsis, emphasizing the emotional toll incurred and highlighting the
necessity of acknowledgment and resolution, advocating for the use of sentiment analysis as a means to tailor personalized
emotional aid, and thereby potentially augmenting both patient and family welfare and overall outcomes.

(JMIR Nursing 2024;7:€51720) doi:10.2196/51720
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families; patients; sentiment analysis; sepsis
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Introduction

Sepsis is a life-threatening medical emergency that affects
millions of people worldwide each year. It is estimated that
sepsis affects over 30 million people worldwide annually,
resulting in over 6 million deaths each year [1], with a
substantial economic burden and long-term morbidity among
survivors [2]. It is characterized by a dysregulated immune
response to an infection, leading to organ dysfunction and, in
severe cases, mortality. Despite advances in sepsis care, the
high mortality rate underscores the need for a comprehensive
understanding of the patient’s experience.

The concept of patient-centered care has gained recognition in
health care, highlighting the importance of incorporating patient
perspectives, needs, and preferences into the care delivery
process [3]. Within the context of sepsis, understanding the
emotional experiences of patients and their families during
sepsis events is crucia for providing holistic and
patient-centered care. Although there is a lack of extensive
research on the emotional experiences of patients and their
families, specifically during sepsis events, studies conducted
in related fields highlight the crucial role of emotional support
and itsimpact on patient outcomes [4]. For instance, in critical
care settings, emotional distress and psychological well-being
have been shown to significantly influence patient recovery and
quality of life [5,6]. Similarly, in chronic illness contexts,
emotional support has been linked to improved patient coping,
treatment adherence, and overall well-being [7].

In sepsis care, it is important to recognize and address the
emotional needs of both patients and their families [8]. This
approach contributes to a more comprehensive and
patient-centered method of care [9]. Numerous studiesindicate
that providing emotional support during critical illness can
alleviate anxiety, reduce psychologica distress, and improve
overall satisfaction with care for patients and their families
[10,11].

To gain a deeper understanding of the emotional experiences
of patients and their families, researchers have turned to
sentiment analysis as a valuable technique [12]. Sentiment
analysis has gained prominence in recent years as a powerful
tool for comprehending patients and health care workers
experiences, opinions, and attitudes toward health care[13,14].
Sentiment analysis is a computational approach that analyzes
the emotional tone or sentiment expressed in text data[15]. By
applying sentiment analysis to patient and family feedback
related to sepsis events, health care providers can better
understand the emotional impact of sepsis on patients and their
families and identify areas for improvement in sepsis care.
Furthermore, analyzing patient and family feedback can aid
health care providers in comprehending the patient's sepsis
experience and developing strategies to enhance sepsis care
[16].

This study aims to perform a sentiment analysis on the
experiences of patients and their families during sepsis events
gathered from 174 narratives, with the goal of comprehending
the emotional toll of sepsis and pinpointing opportunities for
enhancing sepsis care. Through the examination of feedback
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from patients and their families, the study seeks to enrich the
existing literature on sepsis care. The insights gained from this
study are poised to equip health care providers with insights
that could lead to better management of patient and family
emotional needs.

Methods

Overview

Sepsis-related patient and caregiver text responses were obtained
from a public data set provided by the Centers for Disease
Control and Prevention (CDC), originating from their Division
of Healthcare Quality Promotion Public Inquiries Team. The
CDC data set, collected between September 16, 2014, and
September 19, 2020, comprised 174 comments. In a2014 blog
post titled A Family's Perspective - “ The Brutality of Sepsis
will Haunt Usfor the Rest of Our Lives’ [16], author Franchot
Karl describes his 84-year-old grandmother’s death from sepsis
and offers advice for those yet to be affected by the disease.
The comments were reader descriptions of their personal
experiences related to sepsis and a direct response to the 2014
blog post.

These reader comments were subsequently downloaded and
exported to Excel (Microsoft Corporation) and analyzed using
JMP Pro (version 16; SAS Ingtitute), R (version 4; R Core
Team), and Python (version 3.9; Python Software Foundation).

A total of 4 responseswere removed dueto missing information
or spam-related comments. The remaining 170 responses
submitted by patients and caregivers were analyzed using the
National Research Council Canada (NRC) Emotion Lexicon,
which produced 8 distinct emotional sentiment scores[17]. The
lexicon emphasizes unigrams, with each word assigned ratings
based on its positive or negative sentiment and potential
association with emotions, including anger, fear, anticipation,
trust, surprise, sadness, joy, and disgust. The scoring method
involved tabulating the number of words in each response that
received at least 1 of the 8 sentiment scores and categorizing
the number of words in each response that expressed each
emotion. This generated 8 count variables, which served asthe
study’s outcome variables.

The research team implemented a rigorous, multistep manual
and automated process to extract diverse features from the text
responses. This entailed a comprehensive analysis of each
response to identify recurring or predetermined features, such
as patient age, respondent relationship to the patient, inferred
sex of the patient and caregiver, patient survival, and
sepsis-related conditions like severe sepsis and septic shock.
Additionally, indicator variables (1 or 0) were developed for
frequently occurring words, such as “sepsis,” “hospital,” and
“doctor.” The team compiled a list of recurrent sepsis-related
terms by examining the responses, which were then used to
create indicator variables—assigned a value of “1” if present
in the text and “0” if not present in the text. In instances of
coding discrepancies, the team reviewed the responses and
deliberated to reach a consensus. These indicators played a
crucia role in tackling elements of our research questions,
particularly in identifying dominant themes or subjects within
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the sepsis eventsinvolving patients and their families. Temporal
references, such as hours, months, days, and years, were
classified astimelines, which were further categorized into short
and long timelines. Short timelines could only include terms
such as*“suddenly,” “days,” “hours,” “immediately,” “ quickly,”
“seconds,” and “currently,” whereas al other timelines were
deemed long timelines. Due to concerns regarding reliability
and substantial missing data, textual information such as age
and the sex of the caregiver and patient was excluded from the
analysis. However, a separate bivariate analysis was conducted
to explore the potential influence of these variables on the 8
NRC emotions.

A total of 8 negative binomial least absolute shrinkage and
selection operator (LASSO) regressions [18] were used to
identify patient and caregiver text response features associated
with the count of anger, anticipation, disgust, fear, joy, sadness,
surprise, and trust sentiments in the responses. A negative
binomial was chosen a priori over Poisson regression asit was
believed the outcomes would likely be over dispersed. Upon
inspection, the data were not zero-inflated, so zero-inflated
models were not considered. Model selection was performed
by selecting the model that had the smallest Akaikeinformation
criterion corrected [19].

To visualize Plutchik’s [20] Wheel of Emotions, we used the
PyPlutchik (Alfonso Semeraro) Python package [21]. This
package offers functionality to generate visual representations
of the Wheel of Emotions proposed by Plutchik [20]. To
determine the dominant emotion within the wheel, we selected
the emotion with the highest frequency and assigned it a score
of 1. We then calculated the scores for the remaining emotions
based on their ratio to the dominant emotion. As a result,
emotions within the wheel are scored on a scale from O to 1,
with 1 being the emotion that occurred most frequently.

Ethical Consider ations

This study was conducted in accordance with ethical standards
regarding research involving nonhuman subjects. The ethics
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committee of the University of Cincinnati granted approval on
May 5, 2023, for the study (2023-0396). The privacy of
participants persona information was rigorously protected,
securely stored, and only accessible by the study team.

Results

Variables with reliability issues, missing values, or chosen to
not be included in the analysis were first checked bivariately
with the outcome variables. None of these variableswererelated
bivariately to the 8 outcomes and were therefore not included
in any further analysis.

Table 1 presents a numerical summary of the average values
for the 8 NRC emotions, as categorized by extracted text
features. The estimates are obtained column-wise, with larger
numbers signifying an increase in the number of words
associated with a particular emotion, while a smaller number
denotes a decrease in the number of words related to that
emotion. For instance, responses containing “medical”
terminology (medical professionals, medical issues, medical
field, medical records, and medical history) exhibited an average
of 7.7 anticipation words. An increase in anticipation words
could be considered unfavorable in this context. Conversely,
joy and trust have inverse scales, as a greater presence of joy
or trust emotions signifies improvement compared to fewer
instances of joy or trust. When responses included “medical”
terminology, an average of 12.4 trust words were observed.
From these 2 results, we can see that, consequently, the
“medical” terminology indicator is associated with both
heightened anticipation and increased trust. Owing to the
extensive results presented in Table 1, further insights are
elaborated upon in the discussion section and are also available
for the reader to examine independently. Due to the large
number of results in Table 1, the discussion section has an
overview of the results that the authors found interesting or
notable. The readers are encouraged to review Table 1, as it
may present other, undiscussed findings.
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Table 1. Average of the 8 National Research Council Canada emotions by gathered text features.

Columns by categories Number,n  Anger Anticipation Disgust  Fear Joy Sadness Surprise Trust
Alive 55 38 4.9 34 11.6 34 9.9 20 6.8
Sepsisindicator 125 4.0 4.8 3.6 115 29 105 2.3 7.0
Hospital indicator 111 4.4 53 4.3 12.8 31 11.8 26 84
Doctor indicator 67 53 6.5 5.2 145 38 135 32 10.0
Pain indicator 46 53 6.0 45 154 37 14.2 25 85
Surgery indicator 40 6.2 6.1 5.8 16.6 33 154 31 8.9
Infection indicator 48 52 54 4.7 150 33 12.3 29 84
Heart indicator 42 6.3 7.1 6.3 16.1 4.1 144 33 104
Septic indicator 49 57 4.8 57 12.8 27 11.3 32 7.0
Shock indicator 53 51 43 46 110 25 9.6 31 6.2
ED?indicator 31 55 6.8 6.2 159 37 14.2 35 103
Medical indicator 34 6.5 7.7 57 17.3 37 151 33 124
Antibiotics indicator 36 51 6.8 53 16.7 3.6 14.3 33 10.6
1cUP indicator 32 45 5.0 4.9 123 33 10.8 29 7.3
Symptoms indicator 29 53 5.6 4.3 14.8 3.6 14.0 27 9.3
Fever indicator 21 4.3 4.9 4.2 155 29 12.9 23 8.6
Failure indicator 20 6.7 75 8.7 16.8 39 15.7 39 10.9
Death indicator 72 4.3 4.4 4.0 11.0 26 10.1 26 7.0
Long timeline 116 4.2 51 4.3 11.8 32 11.0 26 7.8
Short timeline 34 34 29 25 8.3 15 6.8 14 4.2
Responder
Child 88 37 41 34 9.9 25 9.3 1.7 6.2
Patient 27 5.6 6.1 4.6 149 4.2 12.7 29 8.6
Spouse 26 27 38 28 7.8 20 74 23 6.0
Parent 7 26 33 4.3 7.7 26 7.1 24 5.0
Other 22 31 35 32 9.9 23 8.9 25 6.3

3ED: emergency department.
BICU: intensive care unit.

Table 2 presents a numerical summary of the 8 NRC emotions
negative binomial LASSO regression model estimates. The
contents of these 8 multivariable models are presented in Table
2 column-wise, where variables that were included in the model
have presented a numerical estimated regression coefficient,
while variables that were not chosen by the LASSO procedure
havea“—" intheir cell. The estimates are obtained column-wise,
with larger numbers signifying anincreasein the estimated rate
of words associated with a particular emotion, while smaller
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numberssignify adecreasein the estimated rate of wordsrelated
to that emotion. For example, the model for NRC anger
suggested that respondents who used the word “medical” were
estimated to have 1.75 timesthe number of anger-related words
than those respondents who did not use theword “medical” As
with Table 1, there are many resultsin Table 2, and we discuss
these further in context within the discussion section. The
readers are encouraged to review Table 2, as it may present
other, undiscussed findings.
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Table 2. Negative binomial least absolute shrinkage and selection operator regression parameter estimates.

Columns by categories Anger Anticipation Disgust Fear Joy Sadness Surprise Trust
Alive _a 1.09 — — 1.15 — — —
Sepsisindicator 1.19 1.19 114 1.39 1.07 1.33 124 —
Hospital indicator 1.01 125 — 1.35 112 151 1.08 177
Doctor indicator 1.30 1.39 158 129 134 129 161 142
Pain indicator 1.32 1.36 1.22 144 131 1.50 — 1.25
Surgery indicator 1.13 — 1.13 1.20 — 1.26 1.03 —
Infection indicator — — — 114 — — 1.10 —
Heart indicator 1.32 1.49 1.09 1.26 142 1.23 1.02 1.40
Septic indicator 1.33 — 1.74 112 — 111 1.14 —
Shock indicator 125 — — 1.03 — — 1.82 —
EDP indicator 112 114 1.32 111 1.07 114 1.22 111
Medical indicator 1.75 155 155 147 111 1.39 1.28 1.64
Antibiotics indicator — 1.03 — 112 — 1.02 113 1.06
ICUC indicator - - - - - - - -
Symptoms indicator — — 0.77 — — — — 1.08
Fever indicator — — — 1.26 — 1.16 — 111
Failure indicator 1.49 1.26 2.02 129 — 1.28 1.49 114
Death indicator 1.09 — — 1.03 0.90 — — —
Any timeline 1.30 — 147 122 — 1.03 117 —
Long timeline 1.05 1.32 1.56 1.03 1.62 1.20 1.65 1.25
Short timeline — — — — — — — —
Responder
Child — — — — — — 0.68 —
Patient 1.57 1.15 1.30 123 117 112 1.05 112
Spouse — — 0.98 — 0.96 — — —
Parent 0.89 — 112 — — — 0.89 —
Other 0.95 0.91 — — — — — —
ot available.

beD: emergency department.
CICU: intensive care unit.

Table S1 in Multimedia Appendix 1 presents various model fit
details (number of parameters, Bayesian information criterion,
corrected Akaike information criterion, and dispersion) for the
8 negative binomia LASSO regression models. Thesefit details
are provided for transparency and reproducibility. Table S2 in
Multimedia Appendix 1 presents a correlation matrix of the 8
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NRC emotion outcome. Sadness and fear (r=0.9405) had the
strongest correlation, while anger and joy (r=0.5755) had the
weakest correlation of al possible emotional pairs.

Figure 1 display the Wheel of Emotions [13] for the sample
overall.
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Figure 1. Plutchik Wheel of Emotions of all sepsis-related responses.
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: : to intensified fedings of fear and sadness [22-24]. The
Discussion admission of a patient to the hospital or ED can be particularly
Overview shocking for patients, families, and friends, especially when the

This study examined the emotional responses of patients and
caregivers to sepsis-related events using sentiment analysis.
The analyzed text responses from 170 patients, caregivers,
children, spouses, and others showed that there were numerous
text features that indicated elevated emotional patterns and
trends. These patterns and trends are discussed in the following
subsections.

Medical, Hospital, I ntensive Care Unit, Sepsis, and
Emergency Department I ndicators

Our analysisrevealed that there was a higher occurrence of fear-
and sadness-rel ated words when hospital, sepsis, or emergency
department (ED) were mentioned in sepsis-related experiences
(Table 2). For example, when theword “ hospital” is mentioned,
thereisa1.35times higher frequency of fear-related wordsand
a 1.51 times higher frequency of sadness-related words. These
findings underscore the profound emotional impact of sepsis,
which is characterized by its critical nature and the uncertainty
surrounding its prognosis, leading to heightened emotional
distress. Moreover, the traumatic aspects of sepsis, including
its sudden onset, severe symptoms, near-death experience, and
the urgent need for immediate medical intervention and life
support, can cause psychological traumaand further contribute
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illness was unexpected. The constant highs and lows can be
emotionally draining when the future isuncertain, with worries
about losing loved ones or coping with disabilities from sepsis
[24]. Our findings are consistent with the findings of Apitzsch
et al [22] and Gallop et al [24] who qualitatively explored the
mental impact of surviving sepsis and discovered that survivors
often harbor a great sense of fear of experiencing sepsis again
and becoming criticaly ill again.

The “medica” indicator was associated with heightened
anticipation and anger as well as increased trust. Patient
experiences may trigger heightened anticipation or concern due
to the seriousness of the medical matters discussed. This
association is reflected in the increased usage of words
associated with anticipation within these contexts.
Simultaneously, the concurrent rise in expressions of trust when
“medical” terms are used implies that, despite heightened
anticipation or worry, respondents also demonstrate a level of
trust or reliance on medical professionals or care within these
conversations. Moreover, the discovery that individuals using
theterm “medical” tend to express more words associated with
anger suggests potential frustration or discontent during
discussions involving medical elements. Recognizing these
connections holds significance for health care professionals,
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indicating the necessity for improved communication strategies
to address patient and family apprehensions. This emphasizes
theimportance of conveying medical terminologiesin amanner
that minimizes negative emotional reactions, ultimately
enhancing patient and family experiences in navigating such
discussions.

The results of our analysisindicated an increase in the average
occurrence of words related to fear and sadness when the term
“1CU” was mentioned. Specifically, fear-related words had an
average occurrence of 12.3, while sadness-related words had
an average occurrence of 10.8 (Table 1). These findings align
with a study conducted by Kang et a [25], who performed
sentiment analysis on responses from intensive care unit (ICU)
survivors and reported the highest scores for sadness and fear.
This consistency in findings suggests that the mention of the
ICU in sepsis-related experiences elicits heightened emotional
expressions of fear and sadness, reflecting the emotional impact
of the ICU environment and the experiences associated with a
critical illness. However, interestingly, ICU was not included
inthe 8 regression model's, suggesting that other factors, possibly
related to ICU exposure, better explain the variation noted by
theword “ICU.”

Life, Failure, Death, and Shock

Our findings suggest that if the outcome of the patients were
alive, the responses had 1.15 times more joy-related words.
Surviving patients and relatives often experience relief and joy
after recovering from a serious illness such as sepsis. The
recovery of a patient can lead to an overal increase in the
positive language used when discussing the patient’s outcomes
or experiences. This was also noted by Papathanassoglou and
Patiraki [26], who investigated the long-term effects of critical
illness on survivors and found that participants frequently
highlighted emotions of persona transformation, joy, and a
newfound appreciation for the wonders of life.

Sepsisis a complication of infection that often leads to organ
failure, including the heart, kidneys, respiratory organs, and
liver [27]. The results of this study reveal a noteworthy trend:
when respondents discuss failure in relation to organ failures,
such as kidney failure, liver failure, or heart failure, their
responsestend to contain a higher frequency of words associated
with disgust, anger, fear, sadness, and surprise. Thisobservation
can be attributed to the fact that organ failure is a severe and
potentially life-threatening condition that profoundly affects
both patients and their families. They experience psychological
burdens dueto fedlings of indefinite care over time, and constant
uncertainty, and worry about deteriorating health and death
[28].

Given the significant emotiona impact of organ failure, it is
crucia for health care providers to recognize this and offer
appropriate emotional support and resources. By acknowledging
and addressing the emotional challenges faced by patients and
their families in addition to the physical ones, hedth care
professionals can enhance the overall well-being and coping
mechanisms of those affected by organ failure [28]. It is
imperative to shift the perspective and no longer view the family
as merely aresource for patient care but instead integrate them
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into the health care process, valuing their input and involving
them in decision-making.

Our findings suggest that the mention of the word “ death” was
associated with more fear- and anger-related words and fewer
joy-related words. The mention of death or the patient’s death
due to sepsis in responses can signal a significant and often
tragic event that has occurred, which can contribute to the
overall emotional tone of the language used. The mention of
death can be associated with feelings of loss, hel plessness, and
regret, which can diminish the experience of joy. The finding
that responses containing theword “ death” had more fear-related
words suggests that the concept of death can evoke fear in
individuals. The relatives of the patients might be terrified
because of the unexpected death of patients due to sepsis and
its sudden onset, which might provoke feelings of anger asthey
navigate through the grieving process [29]. The unexpected
death of aloved one is widely recognized as one of the most
profoundly traumatic experiences in an individual’s life [30].
In the context of sepsis, the fear experienced by relatives
following the death of a patient can stem from various factors.
These may include the fear of 1osing someone dear to them, the
fear of not understanding the exact cause of death, and the fear
of the unknown. The emotional impact of such circumstances
can be immense, underscoring the importance of providing
support to bereaved relatives during the grieving process.

The results indicate that if the word “shock” is mentioned in a
response, there is an increased occurrence of words associated
with surprise. Shock developed due to sepsis can be a serious
and potentially life-threatening condition and is often the most
common cause of death [31] that can lead to arange of physical
and emotional responses. The experience of shock may be
unexpected and sudden, leading to a heightened emotional
response that includes surprise. Additionally, shock can be
categorized as a word that depicts surprise, and it is possible
that the sentiment analysis might have considered shock as a
factor of surprise rather than its specific context related to
sepsis. It isalso possiblethat when counting the number of NRC
surprise words, “shock” was counted as a surprise word, as
another definition of “ shock” isasudden upsetting or surprising
event or experience. This additional count could have led to
increases in this count variable, and thus showing an increase
in our tables.

Timelines

Longtimelines, ascompared to ashort or quick timeline, related
to sepsis and sepsis-related events had more joy-related words
and fewer fear-related words. Patients who make progress
toward recovery and achieve improvementsin their health may
experience joy and satisfaction as they reach milestones and
see improvements in their quality of life. Long timelines may
allow individuals to gain a broader perspective and distance
themselvesfrom theinitial stressand fear of theillness, enabling
them to concentrate on more optimistic aspects such asrecovery
and healing. That may be the reason for the reduction in the
frequency of fear-related wordsin their responses. Additionally,
as time passes, individuals and family members may have had
more opportunities to process their experiences and emations
related to sepsis, potentialy leading to a greater sense of
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acceptance, peace, and gratitude. These findings are consistent
with a review conducted by Paul and Rattray [32], which
examined the short- and long-term impact of critical illnesson
relatives. The review reported that emotional distress among
relativestendsto diminish over time, influenced by factors such
as their coping mechanisms and the support they receive from
their social networks [32]. The exclusion of short timelines of
sepsis-related events from the model may be because
respondents did not have enough time to fully process their
emotions and experiences related to these events.

Relationship With the Patient

Thefindings suggest that the rel ationship between the responder
and the patient can have a significant impact on their emotional
experience and expression of emotions related to sepsis.

The finding that responses from spouses were associated with
fewer joy-related words suggests that caring for a partner with
sepsis can be a challenging and stressful experience. Spouses
may feel overwhelmed by the responsihilities of caregiving and
the uncertainty of their partner’s health, which could contribute
to a more negative emotional response overall. Additionally,
spouses may aso be dealing with their own emotions about
losing their partner or the potential loss of their partner, further
reducing the frequency of joy-related words in their responses.
Studies have found that severe sepsis, in particular, can impose
a significant burden on spouses, who are susceptible to the
detrimental effects of psychological stressthat canimpair their
health-related quality of life [33,34].

If the respondent was a patient who had sepsis, they were
estimated to have 5.6 times more anger words as compared to
responders who themselves were not patients. This could be
indicative of theintense emotional experiencethat patientswith
sepsis undergo. Sepsis is a life-threatening condition that can
cause physical and emotiona distress. Patients who have
experienced sepsis may have gone through a traumatic
experience that can leave a lasting impact [23,25]. The anger
expressed by the patient in their responses may be a result of
their frustration with the experience of sepsisand its aftermath.
They might feel angry about the loss of their independence,
perceiving themselves as a burden to their loved oneswho have
assumed caregiving responsibilities, as well as the pain,
discomfort, and disruption to their lives caused by sepsis[25].
Research has shown that sepsis survivors may experience a
sense of depersonalization, feeling like they have become a
different person in certain situations. This alteration in their
identity can have a negative impact on their family and social
relationships[23]. On the other hand, responders who were not
patients may have had a more detached perspective on the
situation, which could explain why they had fewer anger words
in their responses. Without experiencing sepsis firsthand, they
may not fully understand the emotional toll it can take on a
patient.

Our findings reveal that responses provided by parents of
patientswith sepsis contained fewer anger- and surprise-related
words. Parents may feel asense of responsibility and obligation
to remain calm and composed for the sake of their child, which
could contribute to a lower frequency of anger-related words
in their responses. A study conducted by Vermunt et a [35]

https://nursing.jmir.org/2024/1/€51720

Ntiamoah €t d

supportsthis notion, as parents of children who survived septic
shock reported learning to cope with the event, gaining strength
from it, and devel oping a heightened appreciation for life.

Guidance for Health Care Professionals

This study presents a significant contribution to the existing
literature as it is the first of its kind, to the best of our
knowledge, to examine the sentiments and emotions of patients
and their families related to sepsis events. By focusing on this
previously unexplored aspect, the study provides valuable
insights into the emotional impact of sepsis on individuals and
their support networks for health care professionals. Our
research reveals the distinct ways in which each patient’s and
their family members experiences with sepsis shape their
overall fedings. Thisindividuality in the experiences of patients
and their families highlights the need for a comprehensive
approach that includes psychol ogical support, encourages open
dialogue, involves family members, and offers educational
resources. Recognizing and addressing this individuaity is
crucia, as it ensures that each patient and family receives
personalized and holistic support tailored to their unique journey
through sepsis. By addressing the emotional needs of patients
and their families, health care providers can effectively aleviate
fear and sadness, promote patient well-being, and enhance
satisfaction with the care received.

Limitations

Observational text analysis should be considered exploratory,
asit relieson the interpretation of language patterns rather than
direct measurements of emotions or experiences. As with any
exploratory analysis, there are limitations to the method that
should be considered. In this study, some data were missing,
which meant that certain variables could not be analyzed,
potentially limiting the scope of the findings. Additionally, some
textual inference was completed, which means there is a
possibility of error in interpreting the language patterns
observed.

Responsesto the blog post may originate from individual swho
are not necessarily patients, are at the same or similar hospitals,
of the same hospital size, or during similar times and can vary
in length, among other factors that would typically result in
more common responses. While this manuscript does not assert
the existence of commonality among these responses, it is
crucial to acknowledge that blog post data can exhibit more
variability compared to other forms of electronic health record
text data.

The initial story’s impact might have shaped subsequent
bloggers’ narratives about their encounters, potentially biasing
the spectrum of experiences shared toward those more adversely
affected and potentially overshadowing milder cases in the
discourse. These dynamics underscore the need for critical
appraisal when interpreting these narrativesto ensure abalanced
understanding of the multifaceted experiences associated with
Sepsis events.

Further research and analysis are necessary to fully understand
the relationship between patient outcomes and language use.
While this study provides some insights into the language
patterns associated with sepsis, additional research is needed
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to confirm and extend thesefindings. It isalso important to note
that lexical methodsfor analyzing sentiment, such asthose used
in this study, may not differentiate between authentic positive
sentiments and sarcastic ones. Therefore, caution should be
exercised when interpreting the sentiment analysis results.

Conclusions

Ntiamoah €t d

sentiment analysis of patient- and family-related sepsis events
can provide valuable insightsinto the emotional experiences of
patients and their families during these events, which can guide
health care providersin providing appropriate emotional support.
By acknowledging and addressing the emotional impact of
sepsis, health care providers can improve patient and family

experiences and outcomes.
This study highlights the toll sepsis plays on the emotions of

patients, caregivers, spouses, children, and others. This
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Abstract

Background: Oneissue to be considered in universitiesis the need for interventions to improve deep quality and educational
systemsfor university students. However, sleep problems remain unresolved. Asaclinical practicetechnique, amindfulness-based
stress reduction method can help students develop mindfulness skills to cope with stress, self-healing skills, and sleep.

Objective: We aim to verify the effectiveness of mindful breathing exercises using a tablet device.

Methods: Intotal, 18 nursing students, aged 18-22 years, were randomly assigned and divided equally into mindfulness (Mi)
and nonmindfulness (NMi) implementation groups using tablet devices. During the 9-day experimental period, cardiac potentials
weremeasured on days 1, 5, and 9. In each dleep stage (d eep with sympathetic nerve dominance, shallow sleep with parasympathetic
nerve dominance, and deep sleep with parasympathetic nerve dominance), low frequency (LF) value, high frequency (HF) value,
and L F/HF ratios obtained from the cardiac potentials were eval uated.

Results: On day 5, a significant correlation was observed between sleep duration and each sleep stage in both groups. In
comparison to each experimental day, the LF and LF/HF ratios of the Mi group were significantly higher on day 1 than on days
5and 10. LF and HF values in the nMi group were significantly higher on day 1 than on day 5.

Conclusions: The correlation between sleep duration and each sleep stage on day 5 suggested that sleep homeostasis in both
groups was activated on day 5, resulting in similar changes in sleep stages. During the experimental period, the cardiac potentials
inthe nMi group showed awide range of fluctuations, whereasthe LF valuesand L F/HF ratio in the Mi group showed adecreasing
trend over time. Thisfinding suggeststhat implementing mindful breathing exercises using atabl et device may suppress sympathetic
activity during sleep.

Trial Registration: UMIN-CTR Clinical Trias Registry UMIN000054639; https://tinyurl.com/mu2vdrks

(JMIR Nursing 2024, 7:€56616) doi:10.2196/56616

KEYWORDS
mindfulness; sleep; cardiac potential; low frequency; high frequency; mobile phone

: at any time of the day or night. According to a survey by the
Introduction Ministry of Health, Labor and Welfare, 37.5% (1000/2668) of

Recently, the spread of the internet and smartphones and the Men and 40.6% (1231/3033) of women sleep <6 hours, and
influence of companies operating around the clock haveledto  37-1%0(82/221) of men and 37% (83/224) of women arein their

the rapid devel opment of a society where people can be active
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20s [1]. Approximately 37% (165/445) of university students
in their 20s do not sleep sufficiently.

A study that investigated the relationship between seep
disturbances in university students and depression after
graduation reported that those who devel oped sleep disturbances
during their school years were at a higher risk of developing
depression later in life [2]. Another study that investigated the
association between sleep duration and impaired glucose
tolerance found that sleeping for <6 hours was associated with
an increased prevalence of diabetes[3]. Sleep disordersincrease
the risk of developing psychiatric disorders, cardiovascular
diseases, and other physical diseases [4,5]. Therefore, as an
issueto be considered in universities, improving the educational
system for university students and providing interventions to
improve sleep quality are necessary. The Ministry of Health,
Labor and Welfare has established sleep guidelines for health
promotion [6], and sleep-related consultations and support
systems have been established at universities to help resolve
deep-related issues. VR use in adolescents with insomnia
produces significant changes in heart rate, suggesting a
relaxation effect [7]. Breathing interventions suggest that
spontaneous slow breathing affects the parasympathetic nervous
system [8], and breathing techniques may improve sleep quality
and morning and evening cardiac vagal activity [9]. However,
the impact of breathing on heart rate needs to be investigated
via polysomnography to assess its effect on dleep, and its
long-term efficacy in improving cardiovascular function is
unknown [7,9]. Given these factors, sleep problems remain
unresolved.

The mindfulness-based stress reduction (MBSR) method,
developed by Kabat, has attracted attention [10]. MBSR involves
developing mindfulness skills to help people cope with stress,
improve self-healing skills, and sleep better. Studies on the
effects of mindfulness on sleep have used subjective leep rating
scales [11,12] and cortisol levels during morning awakening
during mindfulness practice[13]. The relationship between the
practice of MBSR and the functioning of the autonomic nervous
system during sleep remains poorly verified via physiological
assessments. Autonomic function measurement using heart rate
variability (HRV) analysis has been used to objectively assess
dleep [14,15]. Mindfulness-based psychological interventions
can reduce depressive symptoms [16].

The effects of mindfulness-based cognitive therapy in older
adults with sleep disorders have been demonstrated objectively
using polysomnography [17]. An unresolved issueisthat studies
using objective sleep measures, such as polysomnography,
suggest that the effects of mindfulness on insomnia and sleep
disorders are small compared with subjective reports [18].
Therefore, whether mindfulness-based interventions change
sleep patterns or alter subjective sleep assessments remains
unclear.

HRV analysisis effective in assessing sleep quality [19]. HRV
analysis can enable an objective understanding of changes in
the autonomic nervous system during sleep. Furthermore,
wearabl e devices can assess pathological sleep conditions such
as insomnia, sleep apnea, and hypertension [20]. Wearable
devices can also assess sleep stages and disorders [21]. Based

https://nursing.jmir.org/2024/1/e56616
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on theresults of these studies, wearabl e devices have significant
potential for use in sleep research and clinical practice.
Furthermore, using wearable devices capable of measuring HRV
during sleep is a viable method with sufficient validity for
measuring the variability in sleep stages[22-24]. These studies
have suggested that sleep assessment using wearable devices
capable of measuring HRV isfeasible.

Here, we hypothesized that participants who practiced mindful
breathing techniques using a tablet device would show
characteristics of autonomic nervous system function during
dleep. This study aimed to verify the effects of mindfulness
breathing exercises using a tablet device and capture changes
in autonomic nervous system function.

Methods

Recruitment

Inastudy, 27 participants were evaluated for HRV during stable
deep[25]. This study was conducted with a sample size of >20
participants. In contrast, 15 participants were eval uated for sleep
quality using HRV [26]. Further, 20 participantswere eval uated
for deep using el ectroencephal ography power spectral density
[27]. The number of participants in this study was as follows:
all previous studies had small sample sizeswith <20 participants.

Therefore, based on previous studies, we hypothesized that
differences between groups could be identified if we collected
data from 18 participants.

With an expected dropout rate of 10%, the experiment was
continued by collecting datafrom 10 participantsin each group
until data from 18 participants were available for analysis. In
this study, the participants were 18 female nursing students at
University A from the 1st to 4th year, aged 18-22 years. The
participants were divided into 2 groups: a group that
implemented (the Mi [ mindfulness group]) and agroup that did
not implement mindfulness breathing exercises (the nMi
[nonmindfulnessgroup]). Each group consisted of 9 participants,
and randomization was used to minimize the influence of bias
in the number of participants and age differences between
participants. To classify the participantsinto 2 groups, random
numbers were assigned using the RAND function in the
spreadsheet software Excel (Microsoft Corp). Participantswere
excluded from this study if they had previous meditation and
mindfulness experience or had taken sleep-inducing drugs or
other medications to assess the effects of mindful breathing
techniques without error.

Exclusion criteria for health status were history of deep
disorders, use of deep-inducing drugs, and inconsistent
sleep-wakerhythms. Lifestyle exclusion criteriaincluded those
who worked part-time during nighttime hours and consumed
alcohol or excess caffeine. Participants who met these conditions
were excluded because they may have affected the effectiveness
of the mindfulness breathing techniques.

Experimental Structure

Between May 2022 and November 2023, each student
participated in this experiment.
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On day 1 of the experiment, participants in the Mi group used
the equipment and practiced mindful breathing exercises using
atablet devicein a university laboratory. The nMi and control
groups operated the equipment and practiced cross-gazing using
atablet devicein auniversity laboratory. Thelaboratory practice
was conducted in the afternoon to avoid the influence of the
circadian cycle. The experimenta structure consisted of 2
components: 1 “measurement” of cardiac potentials at home

Togoet d

and the other “validation” of mindful breathing exercises or
gazing at across on apersona computer screen (Figure 1). For
the “measurement,” autonomic function was measured during
deep on days 1, 5, and 9 for the Mi and nMi groups. For the
“validation,” the day 1 of the experiment was day 1, and for 9
consecutive weekdays, once aday at home before bedtime, the
Mi group performed mindful breathing exercises, and the nMi
group gazed at the crosshairs on the personal computer screen.

Figure 1. Experimental configuration. Practice: Mi group practicing mindful breathing exercises; nMi group practicing gazing at crosses. Validation:
Mi group practicing mindful breathing exercises; nMi group practicing gazing at crosses.

Expe fment day 1 2 3 4 5 6 7 8 9
Time Location Laboratory Home Home Home Home Home Home Home Home Home
Afternoon Practice
Before sleep Validation
= T T I, 1 [ &
Cardiac potential measurement
. Therefore, in this study, awearable biometric sensor device was
Mindfulness

Mindfulness is described as “living consciously in the ‘now’
moment,” being aware of the present and accepting experience
asitis, without evaluation or judgment [10]. Mindfulness aims
to maintain moment-to-moment awareness and detach oneself
from strong attachments to beliefs, thoughts, and feelings [28].

In this study, based on the MBSR developed by Kabat, an
original Access (Microsoft Corp) application for voice guidance
of mindful breathing exercises was created and experimented
with. On day 1 of the experiment, the participants were provided
averbal overview of mindfulnessin thelaboratory and practiced
mindful breathing exercises following audio guidance. The
mindfulness procedure in this study consisted of (1) relaxing
the shoulders and assuming a sitting posture (meditation); (2)
maintaining the sitting posture, breathing abdominally, and
focusing on the flow of exhalation and inhalation (breathing
exercises); and (3) focusing attention sequentially on the
fingertips, back, belly, chest, neck, and head while remaining
aware of the breath and feeling the sensations in those areas
(body scan) [10].

On day 9 of the experiment, at the end, a questionnaire was
admini stered regarding the effects of mindful breathing exercises
and participants’ intention to continue them. After explaining
that the responses would be made confidential and statistically
processed, the participants were asked to complete the
guestionnaire. The questionnaire included the following items
regarding the effectiveness of mindful breathing exercises:
“During the study, did implementing mindful breathing exercises
have apositive effect on your sleep?’ and asked them to respond
on a 3-point scale (yes, no, or undecided). If the respondent
answered “yes’ to this question, she was asked, “What specific
effects did it have?’ and asked to describe the specific effects
infreeform.

Cardiac Potential M easurements

Measuring the power spectrum values of HRV has been used
as a noninvasive quantitative assessment during sleep [29].

https://nursing.jmir.org/2024/1/e56616

used to noninvasively measure cardiac potential and pulse waves
from heartbeats in an environment similar to daily life. For the
cardiac potential measurement, the Silmee Bar type Lite, an
affixed wearable biometric sensor manufactured by TDK
Corporation, which can noninvasively assess autonomic nervous
system function, was used. The wearabl e biometric sensor used
in this study could obtain data without disturbing the
participants’ sleep [30]. For cardiac potential measurements,
R-R intervals (RRI) were recorded at a sampling frequency of
1000 Hz. To remove body movement artifacts from the
measurement data, the body movement error detection threshold
of the RRI was set at 0.5 G. Measurements were made with a
wearable biometric sensor attached approximately 3 cm below
the middle of both claviclesto measure cardiac potentials close
to the heart and reduce the influence of upper arm and chest
muscle movement.

Sleep Analysis

Inthis study, Fast Fourier Transform was performed on the RRI
of cardiac potential data during sleep using the Small_System
manufactured by TDK Corporation. The low frequency (LF)
components were separated into 0.05-0.15 and 0.15-0.40 Hz,
with 1-min intervals, and the high frequency (HF) components
were determined. The LF/HF ratio was calculated (Figure 2).
TheLF, HF, and LF/HF ratios are indices of HRV analysisand
are used to assess autonomic function noninvasively. The LF
component of HRV heart rate is jointly mediated by the
sympathetic and parasympathetic nervous systems, whereasthe
HF component reflects only the parasympathetic nervous
system, and the power ratio (LF/HF) reflects sympathetic
activity [31,32]. The square root of the integral of the LF and
HF power spectrum densities was calculated to suppress the
variability and improve the accuracy of seep determination.
The time of sleep onset was estimated using Cole et a’s [33]
method using acceleration data to determine the time of sleep
onset, and the sleep stage classification was estimated based on
the autonomic balance during the period when sleep was
determined via acceleration data [34]. In this study, the
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acceleration sampling frequency of the accelerometer of the
measurement device Small_System was recorded and analyzed
at 125 Hz.

Sleep stages were assessed based on the relationship between
autonomic activity and sleep stage and were divided into the
following three stages. (1) sleep with sympathetic nerve

Togoet d

dominance (S deep), (2) shallow sleep with parasympathetic
nerve dominance (PS sleep [shallow]), and (3) deep sleep with
parasympathetic nerve dominance (PS sleep [deep]) [34]. As
the dleep stages used in this study were measured using
nonmedical equipment, expressions such as S sleep and PS
sleep were used.

Figure 2. Overview of LF and HF calculations from RRI data. HF: high frequency; LF: low frequency; RRI: R-R interval.

[RRI -1 min—+«1 min-—+<+1 min—»

Datel; RRI |

RRI

> [Time]

3

LF HF

. RRI |

0.05 0.15

Statistical Analysis

Statistical analyses were performed for the total sleep time,
deep stage (S sleep, PS dleep [shallow], and PS sleep [deep]),
LF value, HF value, and LF/HF ratios. The normality of the
total deep time, sleep stage, LF value, HF value, and LF/HF
ratio was tested using the Shapiro-Wilk test and Q-Q plots. In
this study, the mean (SD) of total sleep time, each sleep stage,
LFvalue, HF value, and LF/HF ratio ondays 1, 5, and 9 of both
groups were used for quantitative evaluation. t Tests (2-tailed)
were performed on the Mi and nMi groups for total sleep time
and sleep time per sleep stage on each experimental day to
compare the groups. Correlation coefficients were used to
evaluate effect sizes. Multiple comparisons of total sleep time
and sleep time for each sleep stage within each group were
performed using 1-way ANOVA and the Games-Howell
method.

To test the effect of mindful breathing techniques, group
comparisons were made for LF values, HF values, and the
LF/HF ratio on days 1, 5, and 9 in both groups using t tests.
Further, 1-way ANOVA was a so performed for LF values, HF
values, and L F/HF ratios between conditions on days 1, 5, and
9 in each group, and multiple comparisons were performed
using the Games-Howell method. The results were rechecked
using the Bonferroni correction. Statistical significance was set
at 0.05. SPSS Statistics (version 26; IBM Corp) was used for
statistical analysis.

Ethical Consider ations

All participants were fully informed of the purpose and
objectives of this study, protection of their privacy, anticipated
risks, the right to withdraw during this study, no disadvantages
associated with this, publication of the results, guarantee of
anonymity, and voluntary participation, and that the results
would not be used for purposes other than research before this

https://nursing.jmir.org/2024/1/e56616

04

[Hz]

study commenced, and informed consent was obtained. The
experiment was conducted in a private room, and efforts were
made to protect the privacy of the participants. This study was
approved by the Ethical Review Committee of the University
of Hyogo and was conducted between May 2022 and December
2023 (21007) (Multimedia Appendix 1).

Results

Sleep Assessment Using a Questionnaire After
Mindfulness Practice

Questionnaire test results were obtained from 6 of the 9
participants who practiced mindful breathing exercisesusing a
tablet device. The valid response rate was 66.7% (6/9). All
respondents answered “yes’ to whether mindfulness meditation
affected deep quality. In freetext responses, 1 respondent stated
that she woke up feeling refreshed; 1 said that she felt calmer,
which made it easier to sleep; 1 said that she was able to relax,
get under the cover, sleep better, and was less likely to wake
up in the middle of her sleep; and 2 said that they were able to
fall asleep more easily.

Sleep Duration

In this study, the total sleep time and stage (S sleep, PS sleep
[shallow], and PS sleep [deep] times) for the Mi and nMi groups
were tested for normality using the Shapiro-Wilk test and Q-Q
plot, and they followed a normal distribution.

Table 1 shows the mean and SD of total sleep time and stages
(S deep, PS deep [shallow], and PS sleep [deep]) for both
groups on each experimental day and the t test results for total
sleep time and stages for both groups. The t test results were
not significant.

Table 2 shows the results of multiple comparisons of the total
and mean sleep times for each sleep stage for the Mi and nMi
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groups on each experimental day. On each experimental day, deep stages. On each experimental day, no significant
significant differences were found in the mean values of total  differenceswerefound between S and PS sleep (deep) in either

deep time and sleep time for each sleep stage in both groups  group.

and in comparing the mean values of sleep time between the

Table 1. Total sleep time and stage time on the measurement day (N=18).

Mi2 mean (SD) nMi®, mean (SD) t Test Pearson correlation coefficient
P value Significance r P value

Day 1

Total® 306 (107) 319 (109) .80 ned 0.369 33

Sdleep® 58 (39) 77 (26) 25 ns -0.001 >.99

PS (shallow) 161 (83) 161 (64) >.99 ns 0.346 36

PS (deep)? 68 (43) 59 (30) 61 ns -0.174 65
Day 5

Total 381 (78) 332(122) 33 ns 0.387 30

Ssleep 81 (31) 48 (37) .06 ns -0.228 56

PS (shallow) 203 (64) 180 (79) 52 ns 0.422 .26

PS (deep) 67 (41) 56 (34) 56 ns -0.36 34
Day 9

Total 342 (111) 336 (108) 92 ns 0.793 .01

Ssleep 53 (37) 46 (32) 67 ns 0.59 .09

PS (shallow) 177 (69) 141 (59) 25 ns -0.029 94

PS (deep) 80 (26) 62 (24) 14 ns -0.245 52

8\li: mindfulness group.

BaMi: nonmindfulness group.

“Total: total sleep time.

dns: not significant.

€S sleep: sleep with sympathetic nerve dominance.

ps (shallow): shallow sleep with parasympathetic nerve dominance.
9PS (deep): deep sleep with parasympathetic nerve dominance.
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Table 2. Association between total sleep time and stage using measurement date (N=18).

Togoet d

P value
Mi? nMiP
Day 1
Total®
Sdeept 3x107% 5x107%€
PS (shallow)f 0279 019
PS (deep)” 4x107% 2x107%
Sdeep
PS (shallow) 0289 0179
PS (deep) 959 nd .55 ns
PS (shallow)
PS (deep) .05ns .005 ns
Day 5
Total
Sdleep 3x107%¢ 3x107%€
PS (shallow) ax107% 039
PS (deep) 8x107"® 4x107%
Sdeep
PS (shallow) 0018 .004¢
PS (deep) .855ns .965 ns
PS (shallow)
PS (deep) 5x107% .006°
Day 9
Total
Ssleep 1x107% 1x107%
PS (shallow) 019 002°
PS (deep) 3x107% 2x107%
Sdeep
PS (shallow) .0028 .005°
PS (deep) .29 ns .62 ns
PS (shallow)
PS (deep) 019 0179

8Mi: mindfulness group.
BnMi: nonmindfulness group.

“Total: total sleep time.

ds sleep: sleep with sympathetic nerve dominance.

€p<.01.

fps (shallow): shallow sleep with parasympathetic nerve dominance.

9p<.05.

hps (deep): deep sleep with parasympathetic nerve dominance.

ins: not significant.
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Cardiac Potential M easurement

In this study, the LH values, HF values, and LF/HF ratios of
the Mi and nMi groups were tested for normality using the
Shapiro-Wilk test and Q-Q plots, and they followed a normal
distribution.

Figure 3 shows an example of the time course of autonomic
balancein LF and HF values and sleep timein each sleep stage,
where PS sleep (deep) was observed immediately after sleep
onset.

Table 3 shows the results of the 1-way ANOVA comparing the
LH and HF values and the LF/HF ratio for each experimental
day and Bonferroni correction. Thethreshold for the Bonferroni
correction was set at a/k, where a isthe significance level, and
k is the number of comparisons. When multiple comparisons
and 1-way ANOVA were conducted, and the threshold for
Bonferroni correction was set to a/3, the results using multiple
comparisons and Bonferroni correction were also significantly
different, consistent with the original results.

The results of the 1-way ANOVA and t test for the mean LH
value, HF value, and LF/HF ratio are shown in Figures 4A-4C.

Togoet d

The horizontal axis shows the date of cardiac potential
measurement inthe Mi and nMi groups; the vertical axis shows
the (A) LH value, (B) HF value, and (C) LF/HF ratio; the error
bars in the graph show the SD of each value.

Theresults of this study showed that the mean LF and HF values
of the Mi group were significantly higher on day 1 than on days
5 and 10 (P<.01) when comparing each experimental day. In
contrast, the LF and HF values of the nMi group were
significantly higher on day 1 than on day 5 (P<.01) and
significantly lower on day 1 than on day 10 (P<.05). The LF/HF
ratio of the Mi group showed a significant trend on day 1
compared with that on day 10 (P<.1) and on day 5 compared
with that on day 10 (P<.05). The LF/HF ratio in the nMi group
was significantly lower on day 1 than on day 5 (P<.05).

In a comparison between the groups, LF values on days 1 and
5were significantly higher than those of the nMi group (P<.01);
HF values on day 5 were significantly higher than those of the
nMi group (P<.05); HF values on day 10 showed a significant
trend compared to those of the nMi group (P<.1); and days 5
and 10 L F/HF ratios were significantly lower than those of the
nMi group (P<.01).

Figure 3. Example of the autonomic balance in LF and HF values and the chronologica changes in each sleep stage. HF: high frequency; LF: low
frequency; PS sleep (deep): deep sleep with parasympathetic nerve dominance; PS sleep (shallow): shallow sleep with parasympathetic nerve dominance;

S deep: sleep with sympathetic nerve dominance.

LFHF |[foo 0 o e 7 Do T 70l 0
Awakening |
S sleep | - I | [
PS sleep (shallow) I 1 NN D | |
PSsleep(deep) | [ | »[Time]
01:01 02: 00 03+ 00 04 : 00 05+ 00 06 : 00
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Table 3. Results of multiple comparisons of LH®values, H Foval ues, and LF/HF ratios.

Mi¢ nMi¢
P value Bonferroni P value Bonferroni
LF
Day 1
Day 5 5x107% 2x10°% 5x107"¢ 15x10°%
Day 9 5x107%¢ 2x10° 1x107% ax1074
Day 5
Day 9 5x107% 2x10° 5x107% 15x10°%
HF
Day 1
Day 5 5x107% 2x10°% 5x107% 15x10°
Day 9 5x107% 2x10°8f 019 056
Day 5
Day 9 5x107% 2x10° 5x107% 15x10°%
LF/HF ratio
Day 1
Day 5 996 2.988 0329 097
Day 9 .051 ox10~ 81 2.429
Day 5
Day 9 0399 1x1071n 16 487
3_F: low frequency.
PHF: high frequency.
®Mi: mindfulness group.
9nMi: nonmindfulness group.
°P<.01.
fp<.003.
9p<.05.
hp< 017.
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Figure 4. Cardiac potential results. HF: high frequency; LF: low frequency; Mi: mindfulness group; nMi: nonmindful ness group.
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Discussion

Sleep Assessment Using a Questionnaire After
Mindfulness Practice

This study analyzed the impact of mindful breathing exercises
using atablet device. The questionnaire had alow valid response
rate (55.6%). However, of the participants who answered the
guestionnaire, 100% (n=18) answered that mindfulness
meditation affected their sleep quality. In their free-text
responses, participants stated that they awoke feeling refreshed
and calmer, which made it easier to sleep, and felt that they
dept better. Mindfulness is effective against insomnia and
mental illness [35]. The results of a subjective evaluation of
only those who performed mindful breathing exercises suggested
that these exercises not only improved sleep quality but also
had a positive effect on mood after waking and falling asleep.

Sleep Duration

Theresults of at test comparing sleep duration and each sleep
stage (S deep, PSsleep [shallow], and PS sleep [deep]) showed
no significant differences between the groups. This suggests
that no significant difference exists in sleep duration between
the groups.

Significant differences were found between the mean values of
total deep timeand each deep stage (Sdeep, PSdeep [shallow],

https://nursing.jmir.org/2024/1/e56616
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and PS sleep [deep]) of the groups on each experimental day.
When each sleep stage was compared, significant differences
were found in the duration of the sleep stages in both groups.
Based on theresults of this multiple comparison of the 2 groups,
it is unclear from the comparison of the total sleep time and
time at each deep stage on each experimental day whether
mindful breathing techniques were influential. Future research
could assess the impact of mindful breathing techniques by
more closely controlling the conditions and situations during

sleep.
Cardiac Potential M easurements

TheLF valuesinthe Mi group weresignificantly lower on days
5 and 10 than on day 1. In evaluating autonomic function using
HRV, the LF component reflects sympathetic and
parasympathetic activities [31,32]. Mindfulness training
decreases the resting LF component [36]. This suggests that
suppressing sympathetic activity and activating parasympathetic
activity during sleep may be involved during the experiment in
the M1 group that implemented mindfulness. The LF valuesin
the nMi group were significantly higher on day 5 and lower on
day 9 than those on day 1. This suggests that the sympathetic
activity during sleep in the nMi group fluctuated during the
experiment.

The LF values of the Mi group exhibited a decreasing trend,
whereasthose of the nMi group fluctuated. This difference may
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be owing to the difference in the intervention content between
the groups. This suggeststhat activating parasympathetic nerve
activity viamindful breathing exercises using the tablet device
led to adecreasein LF values.

HF values in the Mi group were significantly higher on day 1
than on days 5 and 9. As the HF component reflects
parasympathetic activity [32], parasympathetic activity was
dominant on days 5 and 9 compared with the HF values on day
1 in the Mi group. The HF, which indicates parasympathetic
activity, increases and affects HRV before and after mindfulness
training [36]. These results suggest that mindful breathing
exercises activate the parasympathetic system during sleep. The
nMi group showed significantly higher HF on day 1 than on
day 5 but significantly lower HF on day 1 than on day 9,
suggesting fluctuations in parasympathetic activity [32]. This
suggests the nMi group showed increased parasympathetic
activity from days 1 to 5, followed by suppression on day 9.

The LF/HF ratio in the Mi group was significantly higher on
day 9 than on day 1. In contrast, the nMi group showed
significantly lower values on day 5 than on day 1. Autonomic
control is an interaction rather than the activity of a continuum
[37]. Implementing mindfulness leads to an increase in LF
power [38]. Implementing mindfulness should have an
attention-focusing and relaxation effect [10]. Thissuggeststhat
continuous mindful breathing practices may calm the mind,
alter the LF/HF ratio during sleep, and regulate the balance
between sympathetic and parasympathetic nervous system
activities.

Acknowledgments
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Limitations

This study has few limitations. First, the sample size for this
study was 9 for each group. This may have led to adecreasein
the statistical power of studies assessing autonomic function
during sleep. More reliable results can be obtained in the future
by expanding the sample size. Second, the HF and LF values
for the groups changed compared with those on day 1 but did
not remain constant during the experiment. Although some of
the implementation methods were standardized, such as the
conditions of the participants and operation using the tablet
terminal, amore detailed unification of the conditionsisrequired
to clarify the characteristics of autonomic nervous activity.

Conclusions

Theresults of thisstudy suggest that implementing mindfulness
leadsto the simultaneousinhibition of parasympathetic activity
and an increase in sympathetic activity. Inhibiting sympathetic
activity may be reflected in the interaction between autonomic
functions. In the Mi group, we observed a suppression of
sympathetic activity in LF values and LF/HF ratios during the
experiment; in the Mi group, under the conditions of this study,
as hypothesized, implementing mindful breathing exercises
using the tablet device reduced cardiac potentials, an indicator
of autonomic function, has shown a change over time.

These results suggest that in the Mi group, mindful breathing
exercises may influence HRV indices during sleep. Future
research with larger sample sizes and long-term follow-ups
could further validate these findings and inform targeted
interventions for sleep-related issues.
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Abstract

Background: Health careishighly complex and can be both emotionally and physically challenging. This can lead health care
workers to develop compassion fatigue and burnout (BO), which can negatively affect their well-being and patient care. Higher
levels of resilience can potentially prevent compassion fatigue and BO. Strategies that enhance resilience include gratitude,
exercise, and mindfulness.

Objective: The purpose of this study was to determine if a 3-week daily resiliency practice, prompted viaa gratitude, exercise,
and mindfulness smartphone app, impacted the professional quality of life, physical activity, and happiness level of health care
workersin a newborn intensive care unit setting.

Methods: Intotal, 65 participants from alevel 111 newborn intensive care unit at aregional hospital in the western United States
completed this study. The Professional Quality of Life Scale, Physical Activity Vital Sign, and Subjective Happiness Score
instruments were used to evaluate the effects of the mobile health (mHealth) intervention. Further, 2-tailed dependent paired t
testswere used to eval uate participant pre- and postintervention instrument scores. Multipleimputation was used to predict scores
of participants who practiced an intervention but did not compl ete the 3 instruments post intervention.

Results: Dependent t tests using the original data showed that participants, as awhole, significantly improved in BO (t35=2.30,
P=.03), secondary traumastress (STS; t35=2.11, P=.04), and happiness (t;5=—3.72, P<.001) scores. Compassion satisfaction (CS;
t;5=—1.94, P=.06) and exercise (t35=—1.71, P=.10) were trending toward, but did not reach, significance. Using the original data,
only the gratitude intervention group experienced significant improvements (CS, BO, and happiness), likely due to the higher
number of participantsin thisgroup. Analysis using imputed data showed that participants, asawhole, had significant improvements
inall areas: CS (tg=—4.08, P<.001), BO (tg,=3.39, P=.001), STS (t5,=4.08, P<.001), exercise (tg,=3.19, P=.002), and happiness
(t5.=—3.99, P<.001). Looking at the intervention groups separately using imputed data, the gratitude group had significant
improvements in CS, BO, STS, and happiness; the exercise group had significant improvements in STS and exercise; and the
mindful ness group had significant improvementsin CS and happiness.

Conclusions: Phone app delivery of resilience-enhancing interventionsis a potentially effective intervention model for health
care workers. Potential barriers to mHealth strategies are the technical issues that can occur with this type of intervention.
Additional longitudinal and experimental studies with larger sample sizes need to be completed to better evaluate this modality.

(IMIR Nursing 2024;7:€54561) doi:10.2196/54561
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Introduction

Background

Being a nurse is physically and emoctionally demanding.
Enormous pressure, including overwork, frustration, isolation,
and exhaustion from long shifts cause stress, anxiety, and
depressive symptoms among health care workers. These
psychological stressors not only affect health care workers
ability to provide competent care but could also have alasting
impact on overall well-being [1]. Compassion fatigue (CF),
burnout (BO), and high stress are conditions that can become
overwhelming burdens and can cause physical, mental, and
emotional difficulties [2,3]. For example, nurses affected by
CF may experience dissatisfaction with care, decreased empathy,
intolerance to patients, medical mistakes, and leaving the
profession [4]. CF and BO may cause awide range of physical,
emotional, and work-related problems that affect both the
caregiver and the patient. Medication errors and overall patient
safety perceived by nurses have been linked to CF and BO [5].
Nurses who exhibit these negative characteristics may reduce
the quality of care, patient safety perceptions, and unit-level
safety perceptions[6]. Additionally, elevated levels of BO have
been associated with patient dissatisfaction and patient safety
concerns[7]. Therefore, it isimperative to address BO and CF
as they impact health care workers, patients, and health care
systems.

Some nurses are naturally resilient and adapt to stressful work
experiences well. Others struggle and strain and may benefit
from positive psychology interventionsthat help build resilience.
Resilienceis apsychological attribute that is not only intrinsic
but can also be learned. It has been recognized as one of the
most critical factors in maintaining mental health and
psychological well-being among hedth care workers [8].
Moreover, nurses with high psychological resilience can
overcome adversity and adapt to pressuresat work [9]. Research
supports that individuals can improve their levels of happiness
with various emotional management skills [10]. The focus of
this study was to empower health care workers to learn skills
that may help them cope with working in a high-stress,
emotional environment.

Strategies

Self-care strategies can improve the personal and professional
quality of life (ProQOL) of nurses and other health care staff.
Further, 3 common interventionsto hel p enhance happiness and
resiliency levelsinclude gratitude, exercise, and mindfulness.

First, the simple act of purposefully and consistently expressing
gratitude has been found to help people have a greater sense of
social cohesion, health, and wellnessand is critical toimproving
well-being [11]. Researchers have known for along time that
expressing gratitude positively affects an individual’s ability to

https://nursing.jmir.org/2024/1/e54561

cope and adapt to challenging circumstances[12]. Recent studies
reaffirm that gratitude journals can help nurses by improving
stress management skills and providing an outlet for
self-reflection [13]. Not only does expressing gratitude have a
profound effect on the individuals exercising it, but it also
influences the people around that individual. Grateful people
also improve the environment for others, effectively improving
group happiness levels[14].

Second, the positive effects of physical activity on mental health
are well-established. Research since the 1990s has established
exercise asasimple and effective way to improve many aspects
of mental health [15]. Health care givers benefit from exercise
as they deal with work stress. Lack of regular exercise may
predict the intention to leave work [16]. Recent evidence
suggests physical activity can come in various forms, such as
daily walks through a hospital garden during work breaks[17]
or more structured exercise protocols as part of resilience
training [18].

Third, nurses can directly benefit from learning and
implementing stress management techniques. Mindfulness
through guided meditation is 1 method that has apositiveimpact
[19]. Mindfulness has been shown to help individuals become
more self-aware, more open, more accepting of difficult
situations, and have more peace. All of these qualities are
essential in the prevention of stress and CF in hedth care
workers. Mindfulness is an effective intervention to help
improve the ProQOL of health care workers and, because of
the link between BO and patient care, may result in more
compassionate and patient-centered care [20].

Delivery of resiliency practices is traditionally done during
in-person training. However, mHealth delivery of resiliency
practices is another option that is effective in many areas
including improving mental health and reducing BO in health
care professionals [21]. The purpose of this study was to
determine if a 3-week daily resiliency practice, prompted viaa
gratitude, exercise, and mindfulness smartphone app (GEM
app), impacted ProQOL, physical activity, and the happiness
level of health care workers in a newborn intensive care unit
(NICU) setting.

Methods

Ethical Consider ations

The Intermountain Healthcare's ingtitutiona review board
completed and approved the human subjects research ethics
review (1051038). Participation was voluntary and participants
could withdraw at any time. Compensation of US $25 to a
web-based shopping site was given to any participant who
completed the prestudy questionnaires. Participants who also
completed the poststudy questionnaires were entered into a
drawing for aUS $100 spagift card. Participants were assigned
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code numbers for al data entry purposes. The
participant-to-code number list was then destroyed after all
study data had been collected. For participant protection,
guantitative data are reported in aggregate.

Sample and Setting

Researchers partnered with alevel 111, 55-bed NICU at alarge
local hospital. Institutional review board approval was granted
by the hospital system. The NICU had an estimated 160 staff
members, counting full-time, part-time, and per diem staff. All
adults aged 18 years and older who worked in the NICU with
a smartphone compatible with the app were €eligible to be in
this study. G* Power (version 3.1.9.2;
Heinrich-Heine-Universitdt Disseldorf) [22] was used to
estimate a sufficient sample size for using dependent paired t
tests, assuming 2-tailed significance, with 80% power and a of
.05 with effect size of 0.5. With these assumptions, and treating
each group separately, 34 participants were needed for each
intervention.

Data Collection

Recruitment and data collection occurred over 3 months. Before
distributing the app, research staff attended several staff
meetings to introduce this study to potential participants.
Recruitment flyers were posted on the unit with a QR code to
download the GEM app. All NICU employeesreceived an email
that described this study and included a link to download the
iPhone or Android version of the GEM app. Potential
participants downl oaded the phone app and provided informed
consent viathe app. After providing consent, study participants
completed basic demographic questions and 3 instruments:
ProQOL scale, Physical Activity Vita Sign (PAVS), and
Subjective Happiness Score (SHS). The GEM app then directed
participants to choose 1 of 3 evidence-based resilience
interventions: a daily gratitude journal, regular exercise, or
mindfulness meditation. The GEM app provided participants
daily notification reminders, at a time set by each participant
on the app, to engage in their chosen resilience intervention.
Participants charted daily completion of their chosen
intervention in the GEM app. After 21 days, participants were
then prompted to complete the ProQOL, PAVS, and SHS
instruments again. The GEM app securely sent all data to a
private database maintained by the hospital system.

Instruments

About ProQOL

ProQOL was used to measure both the negative and positive
effects of helping others who experience suffering and trauma.
ProQOL consists of 30 questions separated into 3 subscales
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compassion satisfaction (CS), BO, and secondary traumastress
(STS). STSisameasure for CF. The reliability of ProQOL is
well-documented and has established itsreliability with previous
research. It reports a Cronbach score ranging from .71 to .88
[23].

About PAVS

PAVS is a validated tool that uses self-reporting to measure
exercise levels [24]. PAVS consists of only two questions: (1)
on average, how many days per week do you engagein moderate
to strenuous physical activity (like a brisk walk)? and (2) on
average, for how many minutes do you participate in physical
activity at this level? Responses to these questions are then
multiplied together to get an estimate of the total number of
minutes of physical activity for an average week. Lower scores
on the PAV S have been correlated with higher BMI and disease
burden [25].

About SHS

SHS is a4-item self-rated measure of general happiness. This
instrument has good internal consistency with aCronbach score
ranging from .79 to .94. Test-retest reliability ranged from 0.55
to 0.90, and this instrument was found to have good construct
validity [26].

Data Analysis

Demographicswere analyzed using simple descriptive statistics
with univariate analysis. Dependent paired t tests were done to
determine whether the individual interventions impacted
participant ProQOL, PAVS, and SHS scores. Asthiswasapilot
study, we did not expect to be fully powered. Thus, missing
instrument data were handled using multiple imputations and
analyses using original data and imputed data were compared.

Results

Demographics

Intotal, 83 participants downl oaded the GEM app and consented
to participate in this study. Of those who consented, 65
participants completed their demographics, the 3 instruments,
and selected an intervention. After this study, 29 participants
did not fully complete the 3 instruments. More participants
chose the gratitude intervention (n=32, 49%) than exercise
(n=14, 22%) or mindfulness (n=19, 29%). All participants
selecting an intervention were women and averaged 1.0 year
(SD 8.8 years) of experience on the unit. On average,
participants completed their daily intervention on 15.4 out of
21 (73%) days (Table 1).
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Table 1. Demographics and study characteristics.

Peterson et al

Characteristic Participants, n (%)
Intervention
Gratitude 32 (49)
Exercise 14 (22)
Mindfulness 19 (29)
Gender
Women 65 (100)
Unit position
Registered nurse 55 (85)
Health unit coordinator 5(8)
Critical caretechnician 4 (6)
Occupational therapist 1(2
Age (y), mean (SD, minimum-maximum) 37.9(10.9, 22-61)
Years working in the unit, mean (SD, minimum-maximum) 1.0(8.8, 0-39)

Number of days doing intervention, mean (SD, minimum-maximum)

15.4 (7.7, 1-21)

Attrition and Missing Data

A high number of participants dropped out after downloading
the app (21.7%). As this was a pilot study, the decision was
made to compare the original datato an imputed data set as an
estimate if participants had completed all questionnaires. SPSS
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(version 25; IBM Corp) was used to perform multiple
imputation, using 5 iterations and auto method, on the 29 (44%)
participants who practiced an intervention but did not fully
complete the 3 instruments on follow-up at the end of this study.
Dependent t tests were conducted on both the original and the
imputed data (Table 2).
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Table 2. Instrument scores by group.

Group Origina data Multiple imputation data
Partici- Premean Post 2-tailedt Pvaue Partici- Premean Post 2-tailedt P vaue
pants, n (SD) mean test? (dff) pants, n (SD) mean test (df)
(SD) (SD)
Gratitude group 18 32
ProQOLP
Comp. satis® 38.8(4.6) 40.4(6.2) -2.40 .05 38.3(4.8) 40.1(5.7) -3.88 <.001
a7) (32)
Burnout 24.3(5.4) 219(56) 212(17) .05 25.0(5.2) 23.1(55) 299(31) .005
2° traumad 23.2(5.6) 21.6(52) 1.10(17) .29 24.4(6.2) 22.1(5.8) 2.68(31) .01
PAVS®
MVPAT minwk 86.9 1175 -1.04 .32 100.5 130.3 -1.81 .08
(87.8) (147.5) 17) (95.2) (128.4) (31)
SHSY
Happiness 48(13) 53(1L3) -4.04 <.001 48(11) 52(14) -313 .004
a7 (31)
Exercise group 7 14
ProQOL
Comp. satis. 45.0(4.4) 44.7(4.8) 0.16(6) .88 42.1(6.7) 426(6.7) -0.51 .62
(13)
Burnout 19.7(4.6) 19.7(5.6) 0.00(6) 1.00 23.2(6.7) 222(6.2) 1.20(13) .25
2° trauma 22.4(6.0) 19.1(6.1) 233(6) .06 23.8(6.3) 21.1(6.7) 3.52(13) .004
PAVS
MV PA min/wk 74.3 125.7 -1.78(6) .13 68.6 108.5 -2.78 .02
(65.2) (51.3) (59.6) (56.8) (13)
SHS
Happiness 55(09) 55(1.2) 0.00(6) 1.00 51(1.2) 5212 -097 .35
(13)
Mindfulness group 11 19
ProQOL
Comp. satis. 36.7(5.4) 38.0(59) -1.21 .26 37.3(5.2) 389(54) -257 .02
(20) (18)
Burnout 275(6.2) 25.8(55) 1.27(10) .23 265(55) 254(53) 1.27(18) .22
2° trauma 28.1(7.2) 26.2(7.2) 0.98(10) .35 27.4(6.9) 255(75) 1.68(18) .11
PAVS
MV PA min/wk 90.5 10.0 -0.55 .59 107.6 127.4 -1.92 .07
(113.9) (122.4) (10) (99.7) (109.2) (18)
SHS
Happiness 42(1.2) 46(08) -175 A1 46(1.2) 50(12 -232 .03
(20) (18)
Total, all groups 36 65
ProQOL
Comp. satis. 39.4(5.6) 405(6.2) -1.94 .06 38.8(5.6) 40.3(6.2) -4.08 <.001
(35) (64)
Burnout 24.4(6.0) 22.7(5.9) 230(35) .03 25.0(5.7) 23.6(5.7) 3.39(64) .001
2° trauma 245(6.5) 225(6.4) 211(35) .04 25.1(6.5) 22.9(6.6) 4.08(64) <.001
PAVS
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Group Original data Multiple imputation data
Partici- Premean Post 2-talledt Pvaue  Partici- Premean Post 2-tailledt Pvaue
pants, n (SD) mean test? (dif) pants, n (SD) mean test (df)
(SD) (SD)
MV PA min/wk 85.6 113.8 -1.71 .10 95.7 124.8 -3.19 .002
(90.6) (124.1) (35) (90.1) (109.8) (64)
SHS
Happiness 4713 51(12 372 <.001 48(12) 51(1.3) -399 <.001
(35) (64)

3Thet test was 2-tailed.

bProQOL: Professional Quality of Lifeinstrument with subscales of compassion satisfaction, burnout, and secondary trauma stress.

CComp. satis.: compassion satisfaction.
92° Trauma: secondary trauma stress.
®PAVS: Physical Activity Vital Sign instrument.

MvPA: moderate-to-vigorous physical activity, measured in minutes per week.

9SHS: Subjective Happiness Scale.

Overall Scores

Intotal, 36 participants had fully complete pre- and postdatain
this study. Dependent t tests using the original data showed that
this group significantly improved their BO (t35=2.30, P=.03),
STS(t35=2.11, P=.04), and happiness (t35=—3.72, P<.01) scores.
CS (t35=—1.94, P=.06) and exercise (t;z=1.71, P=.10) were
trending toward, but did not reach significance. Using the
imputed data increased the usable sample size to 65. Analysis
of this imputed data showed that al areas had significant
improvement (Table 2).

Gratitude

Intotal, 32 participants sel ected the daily gratitude intervention.
Of those 32, 18 had complete pre- and postdata. Dependent t
tests using the original data showed this group significantly
improved their CS (t,;,=—2.14, P=.05), BO (t,7=2.12, P=.05),
and happiness (t,;7=—4.04, P<.001) scores. Using the imputed
data increased the sample size to 32. CS (t3=—3.88, P<.001),
BO (t3=2.99, P=.005), ST (t3,=2.68, P=.01), and happiness
(t3;=—3.13, P=.004) dl significantly improved. Exercise was
trending toward, but did not reach, significance (t3;=—1.81,
P=.08; see Table 2).

Exercise

Further, 14 participants sel ected the daily exerciseintervention.
Of those 14, 7 had complete pre- and postdata. Dependent t
tests using the original data showed this group did not
significantly change any of their scores on ProQOL, PAVS, or
SHSthough ST was amost significant (t;=2.33, P=.06). Using
the imputed data increased the sasmple size to 14. Thisresulted
in significant improvements in ST (t,5=3.52, P=.004) and
exercise (t;5=—2.78, P=.02) but not the other measures (Table
2).

Mindfulness

Further, 19 participants selected the daily mindfulness
intervention. Of those 19, 11 had complete pre- and postdata.
Dependent t tests using the original data showed that this group
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did not significantly change any of their scores on ProQOL,
PAVS, or SHS. Using the imputed data increased the sample
size to 19. This resulted in significant improvements in CS
(t,g=2.57, P=.02) and happiness (t;g=—2.32, P=.03). Exercise
wastrending toward, but did not reach, significance (t;g=1.92,
P=.07; Table 2).

Effect Sizes

Cohen d was calculated using origina and imputed data to
estimate the effect size of the GEM app as awhole (combining
all intervention group data into one). Using the original data,
effect sizes were generally in the low-to-medium range
(CS=0.32, BO=0.38, STS=0.35, PAVS=0.29) with one in the
medium-to-high range (SHS=0.62). Estimating the effect size
using imputed data increased across most measures (CS=0.51,
BO=0.42, STS=0.51, PAV S=0.40) except one (SHS=0.49).

Discussion

Principal Findings

Overdll, this pilot study found that resiliency interventions
delivered via mHealth technology are a promising way to
improve the well-being of heath care workers. When
considering only participants who had complete pre- and
postdata, only the gratitude intervention group had significant
findings (CS, BO, and happiness). When analyzing theimputed
data, al intervention groups had significant findings, with the
gratitude group experiencing the most significant improvements.
It is possible the higher number of participants contributed to
the more significant findings of this group. Conversely, the
exerciseintervention group had the least number of participants.
Further, one reason this group may have had fewer numbersis
because of the perceived difficulty in comparison to other
choices. Thiswould resemble asimilar experience by Torquati
et a [27] who found nurses were more likely to focus on
improving dietary choicesrather than physical activity. Despite
the lower numbers, those in the exercise group likely made an
appropriate choice given that this group had lower average
moderate-to-vigorous physical activity at baseline (74.3 min/wk)
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compared to the gratitude (86.9 min/wk) and mindfulness (90.5
min/wk) groups.

This study strengthens the research that novel delivery of
resiliency practices is acceptable to clients and can be used to
benefit workers in the high-stress health care environment. For
example, Rao and Kemper [28] found that 1-time delivered
online training modules for heath care workers were
well-received and were related to improved gratitude and
compassion. Longer-term delivery can also be successful. In
another study, a smartphone-delivered mindfulness practice
over 3 months provided some benefit to novice nurses over
in-persontraining [29]. Delivery of resiliency practices can also
be successfully implemented in other ways. Using gamification
and positive competition to recognize the good work of fellow
health care coworkers improved gratitude and Press Ganey
scores over 18 months [30]. Torquati et al [27] found some
successinimplementing aphone app combined with a Facebook
group to motivate nurses to make positive dietary and physical
activity changes over 3 months. While dietary changes were
significantly improved, physical activity significantly worsened.
Participants reported that trying to improve 2 behaviors at the
sametimewas difficult. In the present study, participants could
only choose 1 of the 3 resiliency interventionsto follow. Asthe
GEM app improves and research moves beyond the pilot stage,
assessing if having multiple intervention offerings is
counterproductive will be important to evaluate. Currently,
adaptions are already being made to use the GEM app in
different contexts, such asfor patientswho have traumatic brain
injury and with millennial caregivers[31].

Researchers considering using mHealth to enhance their studies
and improve client outcomes must realize and account for
setbacks in preparation and implementation. Development of
the GEM app took over double the anticipated amount of time
to complete. Further, until recently, most app development had
to be done separately for AppleiOS and Android. Now, common
programming languages are appearing that make developing
for both platforms at the same time possible. This also allows
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for apps to appear the same on both platforms. Since this was
not a possibility when the GEM app was devel oped, the Apple
iOSand Android appsdifferedin their appearance. Theresearch
team attended several staff meetings, posted flyers with QR
codes that enabled participants to directly download the app to
their phones, and were present in the unit break room at shift
change for several days. Despite this preparation, multiple
participants struggled with getting started. Having apreassigned
research team member providing technical support and
establishing an “app support email” was helpful, but this did
not resolve all participant issues with the GEM app. Technical
issues like this may have contributed to the number of
participants who did not fully complete this study.

Imputing datais 1 way to “fill in the gaps’ and give a statistical
estimation. Although imputing less than 40% is optimal [32],
some variables in this study needed up to 44.6% imputation.
While this statistical procedure is acceptable for making
estimations in a pilot study, going forward we will need to
implement strategies to reduce the likelihood of needing this
and increase power through adeguate participants.

Conclusion

The purpose of this study was to teach nurses, and other health
care staff, evidence-based self-care interventions. Overal, the
3-week daily resiliency practice delivered via the GEM app
seemed to positively impact several well-being aspectsin NICU
health care workers. Practicing these evidence-based
interventions can help individuals in similar high-stress work
environments experience greater levels of well-being and
resilience. While there are multiple positive studies
demonstrating the benefits of these self-careinterventions, many
health care workers do not regularly practice them. This study
shows the potential use of mHealth strategies to deliver and
develop resiliency habits, such as through the GEM app.
Enhancing health care staff resilience can reduce their risk for
BO and improve well-being, while also potentially improving
the quality of care provided to patients.

Funding for this study was provided by the Myrtie Fulton Endowed Mentorship Award, an intramural grant through Brigham

Young University College of Nursing.

Data Availability

The data sets generated or analyzed during this study are available from the corresponding author upon reasonable request.

Conflictsof Interest
None declared.

References

1. Kangl,LiY,HuS, ChenM, Yang C, Yang BX, et a. The mental health of medical workersin Wuhan, Chinadealing
with the 2019 novel coronavirus. Lancet Psychiatry 2020;7(3):e14 [FREE Full text] [doi: 10.1016/S2215-0366(20)30047-X]

[Medline: 32035030]

2. Medina-Fernandez J, Torres-Soto N, Casco-Gallardo K, Ruiz-Lara A, Martinez-Ramirez B, Fuentes-Fernandez E. Fear
and Coping with Death in Intensive Care Nurses: a Structural Model Predictor of Compassion Fatigue. Invest Educ Enferm

2023;41(1):e12 [FREE Full text] [doi: 10.17533/udea.iee.v41nlel?] [Medline: 37071867)

https://nursing.jmir.org/2024/1/e54561

JMIR Nursing 2024 | vol. 7 | €54561 | p.120
(page number not for citation purposes)


https://europepmc.org/abstract/MED/32035030
http://dx.doi.org/10.1016/S2215-0366(20)30047-X
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32035030&dopt=Abstract
https://europepmc.org/abstract/MED/37071867
http://dx.doi.org/10.17533/udea.iee.v41n1e12
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37071867&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING Peterson et al

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

McKinlessE. Impact of stresson nursesworking in the district nursing service. Br JCommunity Nurs 2020;25(11):555-561.
[doi: 10.12968/bjcn.2020.25.11.555] [Medline: 33161741)

Guniisen NP, Wilson M, Aksoy B. Secondary Traumatic Stress and Burnout Among Muslim Nurses Caring for Chronically
[11 Children in a Turkish Hospital. J Transcult Nurs 2018;29(2):146-154. [doi: 10.1177/1043659616689290] [Medline:
28826329]

Sovariova Soosova M. Association between nurses' burnout, hospital patient safety climate and quality of nursing care.
Cent Eur J Nurs Midw 2021;12(1):245-256 [FREE Full text] [doi: 10.15452/cejnm.2020.11.0039]

Dal'OraC, Ball J, Reinius M, Griffiths P. Burnout in nursing: a theoretical review. Hum Resour Health 2020;18(1):41
[FREE Full text] [doi: 10.1186/s12960-020-00469-9] [Medline: 32503559)]

Quigley DD, Slaughter ME, Qureshi N, Gidengil C, Hays RD. Associations of pediatric nurse burnout with involvement
in quality improvement. J Pediatr Nurs 2023;70:€9-e16. [doi: 10.1016/j.pedn.2022.11.001] [Medline: 36402601]
Labrague LJ, De Los Santos JAA, Falguera CC. Social and emotional loneliness among college students during the
COVID-19 pandemic: The predictive role of coping behaviors, social support, and personal resilience. Perspect Psychiatr
Care 2021;57(4):1578-1584. [doi: 10.1111/ppc.12721] [Medline: 33410143]

Wang H, Rosa RDD. Situational Analysis of Influencing Factors of the Psychological Resilience of Junior Nurses at a
Tertiary Hospital in Linfen City, Shanxi Province, China. Afr JNurs Midwifery 2023;24(3):14. [doi:
10.25159/2520-5293/12200]

Terzi B, Polat S, Afsar Dogrusdz L. The relationships between novice nurses emotions management skills and happiness
levels: A cross-sectiona study. Perspect Psychiatr Care 2022;58(4):3024-3033. [doi: 10.1111/ppc.13142] [Medline:
35932234]

Maksutova M, Kemp MT, Sharma SB, Shen M, Leininger L, Singer AA, et a. "You've Got Gratitude!"- A Multispecialty
and Multi-institution Program Encouraging Expressions of Gratitude. J Surg Educ 2023;80(12):1741-1744. [doi:
10.1016/j.jsurg.2023.08.009] [Medline: 37723013]

Radloff LS. The CES-D Scale: a self-report depression scale for research in the general population. Appl Psychol Meas
1977;1(3):385-401. [doi: 10.1177/014662167700100306]

CumellaK. Gratitude journals can improve nurses mental well-being. Nursing 2022;52(12):58-61. [doi:
10.1097/01.NURSE.0000884760.97338.8b] [Medline: 36394628]

Lyubomirsky S. The How of Happiness: A Practical Guide to Getting the Life You Want. London: Piatkus; 2010.
Stathopoulou G, Powers MB, Berry AC, Smits JAJ, Otto MW. Exercise interventions for mental health: a quantitative and
qualitative review. Clin Psychol Sci Pract 2006;13(2):179-193. [doi: 10.1111/].1468-2850.2006.00021.x]

Guo YF, Plummer V, Lam L, Wang Y, Cross W, Zhang JP. The effects of resilience and turnover intention on nurses
burnout: findings from acomparative cross-sectiona study. JClin Nurs 2019 Feb;28(3-4):499-508. [doi: 10.1111/jocn.14637]
[Medline: 30091259]

Cordoza M, Ulrich RS, Manulik BJ, Gardiner SK, Fitzpatrick PS, Hazen TM, et al. Impact of nurses taking daily work
breaks in a hospital garden on burnout. Am J Crit Care 2018 Nov;27(6):508-512. [doi: 10.4037/ajcc2018131] [Medline:
30385543]

Terkes N, Aksu NT, Yamac SU. The effect of an online-supervised exercise program in older people with diabetes on
fasting blood sugar, psychological resilience and quality of life: A double blind randomised controlled trial. Int J Older
People Nurs 2023;18(5):€12564 [FREE Full text] [doi: 10.1111/0pn.12564] [Medline: 37559428]

Bellosta-BatallaM, Del Carmen Blanco-Gandia M, Rodriguez-Arias M, Cebolla A, Pérez-Blasco J, Moya-Albiol L. Brief
mindful ness session improves mood and increases salivary oxytocin in psychology students. Stress Health
2020;36(4):469-477. [doi: 10.1002/smi.2942] [Medline: 32227624]

Knudsen RK, Gregersen T, Ammentorp J, Tousig CG, Timmermann C. Healthcare professionals' experiences of using
mindfulness training in a cardiology department - a qualitative study. Scand J Caring Sci 2021;35(3):892-900. [doi:
10.1111/scs.12906] [Medline: 32852094]

Pospos S, Young IT, DownsN, Iglewicz A, Depp C, Chen JY, et a. Web-Based Tools and Mobile Applications To Mitigate
Burnout, Depression, and Suicidality Among Healthcare Students and Professionals: a Systematic Review. Acad Psychiatry
2018;42(1):109-120 [FREE Full text] [doi: 10.1007/s40596-017-0868-0] [Medline: 29256033]

Faul F, Erdfelder E, Buchner A, Lang AG. Statistical power analyses using G* Power 3.1: testsfor correlation and regression
analyses. Behav Res Methods 2009;41(4):1149-1160. [doi: 10.3758/BRM.41.4.1149] [Medline: 19897823]

Stamm BH. The concise ProQOL manual, 2nd Edition. Pocatello, ID: The ProQOL .org; 2010. URL : http://tinyurl.com/
47wc76re [accessed 2024-02-09]

Ball TJ, Joy EA, Goh TL, Hannon JC, Gren LH, Shaw JM. Validity of two brief primary care physical activity questionnaires
with accelerometry in clinic staff. Prim Health Care Res Dev 2015;16(1):100-108 [FREE Full text] [doi:
10.1017/S1463423613000479] [Medline: 24472569]

Ball TJ, Joy EA, Gren LH, Cunningham R, Shaw JM. Predictive Validity of an Adult Physical Activity "Vital Sign"
Recorded in Electronic Health Records. J Phys Act Health 2016;13(4):403-408. [doi: 10.1123/jpah.2015-0210] [Medline:
26445164]

https://nursing.jmir.org/2024/1/e54561 JMIR Nursing 2024 | vol. 7 | €54561 | p.121

(page number not for citation purposes)


http://dx.doi.org/10.12968/bjcn.2020.25.11.555
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33161741&dopt=Abstract
http://dx.doi.org/10.1177/1043659616689290
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28826329&dopt=Abstract
https://cejnm.osu.cz/artkey/cjn-202101-0008_association-between-nurses-8217-burnout-hospital-patient-safety-climate-and-quality-of-nursing-care.php
http://dx.doi.org/10.15452/cejnm.2020.11.0039
https://human-resources-health.biomedcentral.com/articles/10.1186/s12960-020-00469-9
http://dx.doi.org/10.1186/s12960-020-00469-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32503559&dopt=Abstract
http://dx.doi.org/10.1016/j.pedn.2022.11.001
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36402601&dopt=Abstract
http://dx.doi.org/10.1111/ppc.12721
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33410143&dopt=Abstract
http://dx.doi.org/10.25159/2520-5293/12200
http://dx.doi.org/10.1111/ppc.13142
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35932234&dopt=Abstract
http://dx.doi.org/10.1016/j.jsurg.2023.08.009
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37723013&dopt=Abstract
http://dx.doi.org/10.1177/014662167700100306
http://dx.doi.org/10.1097/01.NURSE.0000884760.97338.8b
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36394628&dopt=Abstract
http://dx.doi.org/10.1111/j.1468-2850.2006.00021.x
http://dx.doi.org/10.1111/jocn.14637
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30091259&dopt=Abstract
http://dx.doi.org/10.4037/ajcc2018131
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30385543&dopt=Abstract
https://onlinelibrary.wiley.com/doi/10.1111/opn.12564
http://dx.doi.org/10.1111/opn.12564
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37559428&dopt=Abstract
http://dx.doi.org/10.1002/smi.2942
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32227624&dopt=Abstract
http://dx.doi.org/10.1111/scs.12906
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32852094&dopt=Abstract
https://europepmc.org/abstract/MED/29256033
http://dx.doi.org/10.1007/s40596-017-0868-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29256033&dopt=Abstract
http://dx.doi.org/10.3758/BRM.41.4.1149
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19897823&dopt=Abstract
http://tinyurl.com/47wc76re
http://tinyurl.com/47wc76re
https://www.cambridge.org/core/journals/primary-health-care-research-and-development/article/validity-of-two-brief-primary-care-physical-activity-questionnaires-with-accelerometry-in-clinic-staff/6634AD46512647372070718023DE405B
http://dx.doi.org/10.1017/S1463423613000479
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24472569&dopt=Abstract
http://dx.doi.org/10.1123/jpah.2015-0210
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26445164&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING Peterson et al

26.

27.

28.

29.

30.

31.

32.

Lyubomirsky S, Lepper HS. A measure of subjective happiness: preliminary reliability and construct validation. Soc Indic
Res 1999;46(2):137-155. [doi: 10.1023/A:1006824100041]

Torquati L, Kolbe-Alexander T, Pavey T, Leveritt M. Changing Diet and Physical Activity in Nurses: A Pilot Study and
Process Evaluation Highlighting Challenges in Workplace Health Promotion. J Nutr Educ Behav 2018;50(10):1015-1025.
[doi: 10.1016/j.jneb.2017.12.001] [Medline: 29650395]

Rao N, Kemper KJ. Online training in specific meditation practices improves gratitude, well-being, self-compassion, and
confidence in providing compassionate care among health professionals. J Evid Based Complementary Altern Med 2017
Apr;22(2):237-241 [FREE Full text] [doi: 10.1177/2156587216642102] [Medline: 27055823]

Morrison Wylde C, Mahrer NE, Meyer RM, Gold JI. Mindfulness for novice pediatric nurses. smartphone application
versus traditional intervention. J Pediatr Nurs 2017;36:205-212. [doi: 10.1016/j.pedn.2017.06.008] [Medline: 28888505]
Hamilton C, Osterhold H, Chao J, Chu K, Roy-Burman A. Gratitude and recognition in a hospital setting: addressing
provider well-being and patient outcomes. Am JMed Qual 2018;33(5):554. [doi: 10.1177/1062860618772281] [Medline:
29717882]

Hebdon M, Thomas M, Peterson NE, Stewart E, Stewart T, Kent-Marvick J, et a. User-centered adaptation of an mHealth
intervention for stress and emotional regulation in millennial caregivers. J Inf Nurs 2023;8(4):27.

Jakobsen JC, Gluud C, Wetterslev J, Winkel P. When and how should multiple imputation be used for handling missing
datain randomised clinical trials - apractical guide with flowcharts. BMC Med Res Methodol 2017;17(1):162 [ FREE Full
text] [doi: 10.1186/s12874-017-0442-1] [Medline: 29207961]

Abbreviations

BO: burnout

CF: compassion fatigue

CS: compassion satisfaction

GEM app: gratitude exercise mindfulness app
NI CU: newborn intensive care unit

PAVS: Physical Activity Vital Sign

ProQOL: professional quality of life

SHS: Subjective Happiness Score

STS: Secondary Trauma Stress

Edited by E Borycki, D Dordunoo; submitted 14.11.23; peer-reviewed by K Penberthy; accepted 20.01.24; published 16.02.24.

Please cite as.

Peterson NE, Thomas M, Hunsaker S, Sewart T, Collett CJ

mHealth Gratitude Exercise Mindfulness App for Resiliency Among Neonatal Intensive Care Unit Saff: Three-Arm Pretest-Posttest
Interventional Sudy

JMIR Nursing 2024;7:€54561

URL: https.//nursing.jmir.org/2024/1/e54561

doi:10.2196/54561

PMID: 38363595

©Neil E Peterson, Michael Thomas, Stacie Hunsaker, Tevin Stewart, Claire J Collett. Originaly published in IMIR Nursing
(https://nursing.jmir.org), 16.02.2024. This is an open-access article distributed under the terms of the Creative Commons
Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction
in any medium, provided the origina work, first published in IMIR Nursing, is properly cited. The complete bibliographic
information, alink to the original publication on https://nursing.jmir.org/, as well as this copyright and license information must
be included.

https://nursing.jmir.org/2024/1/e54561 JMIR Nursing 2024 | vol. 7 | €54561 | p.122

RenderX

(page number not for citation purposes)


http://dx.doi.org/10.1023/A:1006824100041
http://dx.doi.org/10.1016/j.jneb.2017.12.001
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29650395&dopt=Abstract
https://europepmc.org/abstract/MED/27055823
http://dx.doi.org/10.1177/2156587216642102
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27055823&dopt=Abstract
http://dx.doi.org/10.1016/j.pedn.2017.06.008
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28888505&dopt=Abstract
http://dx.doi.org/10.1177/1062860618772281
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29717882&dopt=Abstract
https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/s12874-017-0442-1
https://bmcmedresmethodol.biomedcentral.com/articles/10.1186/s12874-017-0442-1
http://dx.doi.org/10.1186/s12874-017-0442-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29207961&dopt=Abstract
https://nursing.jmir.org/2024/1/e54561
http://dx.doi.org/10.2196/54561
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38363595&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING Shiyab et a

Original Paper

Nurses’ Use of mHealth Apps for Chronic Conditions:
Cross-Sectional Survey

Waled Shiyab', RN, BN, MSciNurs; Kaye Rolls', RN, BAppsc, DNurs, Caleb Ferguson', RN, BSc, MHIth, PhD;
Elizabeth Halcomb', RN, BN(Hons), PhD
School of Nursing, Faculty of Science, Medicine and Health, University of Wollongong, Wollongong, Australia

Corresponding Author:

Waled Shiyab, RN, BN, MSciNurs
School of Nursing

Faculty of Science, Medicine and Health
University of Wollongong

Northfields Avenue

Wollongong, 2522

Australia

Phone: 61 42213784

Email: weys74l@uowmail.edu.au

Abstract

Background: Mobile health (mHealth) isincreasingly used to support public health practice, asit has positive benefits such as
enhancing self-efficacy and facilitating chronic disease management. Yet, relatively few studies have explored the use of mHealth
apps among nurses, despite their important rolein caring for patients with and at risk of chronic conditions.

Objective: Theaim of the study isto explore nurses' use of mHealth apps to support adults with or at risk of chronic conditions
and understand the factors that influence technology adoption.

Methods: A web-based cross-sectional survey was conducted between September 2022 and January 2023. The survey was
shared via social media and professional nursing organizations to Australian nurses caring for adults with or at risk of chronic
conditions.

Results: A total of 158 responses were included in the analysis. More than two-thirds (n=108, 68.4%) of respondents reported
that they personally used at least 1 mHealth app. Over half (n=83, 52.5% to n=108, 68.4%) reported they use mHealth apps at
least afew timesamonth for clinical purposes. Logistic regression demonstrated that performance expectancy (P=.04), facilitating
condition (P=.05), and personal use of mHealth apps (P=.05) were significantly associated with mHealth app recommendation.
In contrast, effort expectancy (P=.09) and socia influence (P=.46) did not have a significant influence on whether respondents
recommended mHealth apps to patients. The inability to identify the quality of mHealth apps and the lack of access to mobile
devices or internet were the most common barriers to mHealth app recommendation.

Conclusions: While nurses use mHealth apps personally, there is potentia to increase their clinical application. Given the
challenges reported in appraising and assessing mHealth apps, app regulation and upskilling nurseswill help to integrate mHealth
apps into usual patient care.

(JMIR Nursing 2024;7:€57668) doi:10.2196/57668

KEYWORDS

mHealth apps; adoption; smartphone; chronic conditions; nursing; technology; chronic; nurse; nurses; mHealth; mobile health;
app; apps, Use; cross-sectional; survey; surveys, questionnaire; questionnaires, mobile phone

: morbidity and mortality as well as poor quality of life [1,4].
Introduction Chronic conditions are al so linked to high health care costs and
Chronic conditions account for 74% of all deaths globally [1].  Fésource consumption [5]. Self-management is a key strategy
Approximately 46% to 53% of adultsin high-income countries  SNOWn toimprove outcomes and quality of life [6]. The growth
have at least 1 chronic condition [2,3]. The high prevalence of O technology has changed how people can be supported to

chronic conditions contributes significantly to premature
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self-manage their chronic conditions [6,7]. Mobile health
(mHealth) apps are an example of such technology.

In recent years, the use of mHealth apps has increased widely,
driven by aglobal exponential increasein internet access, mobile
phone ownership, and other smart technologies, such as
wearables such as smartwatches and fitness trackers. It is
estimated that in 2021, more than 350,000 mHealth apps were
available from the Apple Store and Google Play [8]. Almost
half of these apps were for chronic conditions, such as mental
health, diabetes, and cardiovascular disease [8]. Apps offer a
widerange of functionalities, including medication calcul ation,
symptom monitoring and tracking, health data collection and
monitoring, and access to health information [9]. Such
functionality has widespread application and use in a range of
chronic conditions.

Previous studies have suggested that mHealth apps could
improve self-efficacy and adoption of healthy behaviors and
empower individuals to engage more strongly in
self-management [10,11]. The easy accessibility of mHealth
apps makes them aviable adjunct to traditional health care by
facilitating communication between patients and health care
providers, especially when face-to-face visits are inaccessible
[12]. The popularity of these apps was evident through the
significant increase in downloads of exercise, mental health,
and blood pressure management mHealth apps during the
COVID-19 pandemic [8].

Despite the potential value of mHealth apps to improve patient
care and health outcomes, the often slow progressof trias, along
with the rapid changes in innovations, features, and functions
of mHealth apps, make it difficult to keep the evidence up to
date with thetechnology [13]. Additionally, mHealth apps need
to beembedded in clinical practiceto fully realizetheir efficacy
[14]. While the role of mHealth appsin usual clinical practice
is not well understood [15], a likely key to their maximum
efficacy is uptake and engagement by the hedth care
professionals providing care [16].

The unified theory of acceptance and use of technology
(UTAUT) was used to guide this study in terms of understanding
clinician engagement. The UTAUT is based on the assumption
that there are 3 direct determinants of intention to use
(performance expectancy, effort expectancy, and social
influence) and 2 direct determinants of usage behavior (intention
to use and facilitating condition) [17,18]. In total, 4 factors
(gender, age, experience, and voluntariness of use) act as
moderators and key features of the UTAUT [17,18]. These key
principles guided the survey design.

Previous studies have explored the adoption of mHealth apps
among health professionals such as doctors, pharmacists, and
dieticians [9,19,20]. Despite nursing being the largest single
health care profession globally [21] and being involved in
delivering many interventions to support self-management,
relatively few studies have explored the use of mHealth apps
among nurses [19]. Previous studies of nurses have reported
that the use of mHealth apps is relatively low, despite many
nurses identifying that they are useful [22]. de Jong et a [23]
report that nurses mainly use mHealth apps for checking
medication information, reviewing laboratory tests, and
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communicating with other health care professionalsand patients.
However, being distracted by using their smartphone, concerns
that patients might have negative feelings regarding device use,
privacy, data security concerns, and lack of organizational
support are perceived by nurses as key barriersto mHealth app
use[23]. Gaining insight into nurses' engagement with therapid
advances of mHealth apps will help empower them to get the
maximum benefit of such advances. This has the potential to
enhance patient care, strengthen self-management support, and
optimize health outcomes.

Methods

Objectives
This paper seeksto explore Australian nurses’ use of mHealth

apps to support adults with or at risk of chronic conditions and
understand the factors that influence technology adoption.

Design

A web-based cross-sectional survey was conducted between
September 2022 and January 2023 as the first phase of a
concurrent mixed methods study. The second phase consisted
of semistructured interviews with a subgroup of survey
respondents. Given the depth of the data and the different foci,
these interview data are reported separately.

Respondents

Diploma-prepared enrolled nurses, baccalaureate-prepared
registered nurses, and master’'s-prepared nurse practitioners
who identified as caring for adults with or at risk of chronic
conditions across Australia were eligible to participate.
Respondents were recruited through social media (Facebook
and Twitter) and professional nursing organizations, such as
the Australian College of Nursing, the Austraasian
Cardiovascular Nursing College, and the Australian Primary
Health Care Nurses Association. Social media posts provided
brief study information and the survey link. Follow-up and
reminder postswere made at regular intervals[24]. Professional
organizations advertised the study either via their email lists,
social mediapages, newsletters, or electronic communications.

Data Collection

The survey wasweb-based and delivered viaREDCap (Research
Electronic Data Capture; Vanderbilt University) [25]. The
survey tool was devel oped by the research team based on expert
knowledge and previous studies [9,20,22]. It consisted of 3
sections. The first section collected demographic and
professional characteristics, including employment setting, age,
gender, professional designation, work experience, location,
education, clinical role, and specialty area.

The second section explored the use of mHealth apps for
professional and clinical purposes. This section was based on
previous surveys[9,20,22] and explored mHealth appsthat are
used by nurses for personal purposes, how respondents used
mHealth apps for professional purposes, and whether
respondents were asked to or recommended mHealth apps to
patients.
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The last section comprised a 38-item scale devised by Lim et
al [20] (used with author permission). The first 19 items
addressed factors influencing the adoption of mHealth appsin
clinical work and the other 19 items addressed factorsthat affect
the prescription of mHealth appsfor patients. Eachitemisrated
on a5-point Likert scale, from 1=strongly disagreeto 5=strongly
agree. Theseitems are based on the 4 constructs of the UTAUT,
namely, performance expectancy, effort expectancy, social
influence, and facilitating conditions [17] (Table Sl in
Multimedia Appendix 1).

Validity and Reliability

The survey was assessed for face validity by a convenience
sample of 5 nurses before dissemination. These nurses had
expertise in survey design and the use of technology in health
care and chronic conditions. The feedback they provided was
used to amend the wording and format of the toal.

Lim et a [20] demonstrated acceptable reliability for the 38-item
scale, with Cronbach a for each construct being 0.67-0.89. In
this study, the Cronbach a for each construct was between 0.69
and 0.93, which indicates good reliability (Table Sl in
Multimedia Appendix 1).

Ethical Considerations

The study was approved by the Human Research Ethics
Committee of the University of Wollongong (approval
2022/202) in July 2022. Respondents were provided with an
information sheet at the commencement of the survey and asked
to check abox if they consented to participate. Participantswere
free to withdraw participation at any time during the survey,
which can be done by ceasing the survey. However, once the
survey was submitted the participants were not able to withdraw
their responses as the data generated was deidentified. Any
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contact details that were provided in the survey were separated
prior to analysis. Two AUD $100 vouchers were allocated to
randomly selected participants who responded to the survey
and were willing to be included in the prize draw. The value of
the prize voucherswas sufficient to incentivize participation by
compensating respondents for their time without being an
inducement.

Data Analysis

The data were exported from REDCap into SPSS (version 28;
IBM Corp) for analysis. Records were considered incomplete
if more than half of the survey was not completed. Incomplete
records were removed before analysis. Where less than half of
the data were missing, the response was included, and the data
were categorized as missing in the analysis.

Descriptive statistics were used to summarize the demographic
and professional characteristics [26]. Age data were grouped
based on standardized generational groups [27]. Logistic
regression, using factorsfrom theliterature, was used to identify
the factors that influence the adoption of mHealth apps. P<.05
was considered to be statistically significant.

Results

Respondents’ Characteristics

Although 207 nurses responded to the survey, 49 (23.7%)
surveyswereincomplete and so were excluded. Therefore, 158
(76.3%) responses were included in the analysis. Most
respondents were female (n=134, 84.8%), had completed a
graduate diploma and above (n=112, 70.8%), and worked in a
metropolitan area (n=100, 63.3%; Table 1). Slightly less than
half of respondents (n=76, 48.1%) were from Generation X
(43-58 years).
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Table 1. Personal and professional characteristics (n=158).
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Attribute Values
Age (years), mean (SD) 46.7 (10.7)
Agegroup, n (%)
Millennials (26-42 years) 50 (31.6)
Generation X (43-58 years) 76 (48.1)
Boomer (59-73 years) 20 (12.7)
Missing data 12 (7.6)
Education, n (%)
Diplomaor bachelor’s degree 46 (29.1)
Graduate certificate or diploma 49 (31)
Master's degree 56 (35.4)
PhD degree 7(4.9)
State, n (%)
New South Wales 92 (58.2)
Victoria 26 (16.5)
Queensland 14 (8.9)
Western Austraia 9(5.7)
South Australia 532
Australian Capital Territory 5(3.2)
Northern Territory 4(2.5)
Tasmania 2(1.3)
Missing data 1(0.6)
Work location, n (%)
Metropolitan or urban 100 (63.3)
Rural or regional 45 (28.5)
Remote area 5@3.2)
Missing data 8(5.1)
Professional designation, n (%)
Registered nurse 80 (50.6)
Clinical nurse consultant 25(15.8)
Clinical nurse specialist 17 (10.8)
Nurse practitioner 11(7)
Clinical nurse educator 7(4.4)
Enrolled nurse 6(3.8)
Nurse manager 5(3.2)
Multipleroles 14 (8.8)
Chronic condition, n (%)
Cardiovascular disease 55 (34.8)
Diabetes mellitus 30(19)
Multiple chronic conditions 18 (11.4)
Respiratory disease 16 (10.1)
Neurologic disease 13(8.2)
Mental health condition 10(6.3)
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Attribute Values
Missing data 1(0.6)
Others 15 (9.5)
Employment setting, n (%)
Acute care setting 51 (31)
General practice 38(23.4)
Community health 32(19.6)
Outpatient specialist service 28(17.1)
Others 9(5.7)

Of the 158 respondents, half (n=80, 50.6%) were registered
nurses, with a further 33.6% (n=53) employed in advanced
practice roles (eg, clinical nurse consultant, clinical nurse
specialist, and nurse practitioner). Slightly less than a third
(n=50, 31.7%) of respondents had worked in nursing for 20
years or less. Some (n=55, 34.8%) respondents primarily cared
for patients with cardiovascular diseases, and 41.1% (n=65)
provided chronic episodic care. Only 31% (n=51) of respondents
worked in an acute hospital setting.

Personal mHealth App Use

Of the 158 respondents, most (n=108, 68.4%) reported that they
personally used at least 1 mHealth app. The most popular

Table 2. Predictors of mHealth® app personal use.

mHealth apps used by respondents were physical activity
trackers (n=77, 48.8%), mindful ness and meditation apps (n=45,
28.5%), symptom trackers (n=37, 23.5%), and diet trackers
(n=34, 21.5%).

Personal use of mHealth apps was significantly associated with
both age and gender (Table 2). Generation X (43-58 years) used
mHealth apps 3 times more than boomers (59-73 years; P=.04),
whilemillennials (22-42 years) used mHealth apps 5 timesmore
than boomers (P=.008). Femalerespondentsweretwice aslikely
to use mHealth apps compared with male respondents (P=.04).
Education and work location were not significantly associated
with personal use of mHealth apps (P>.05).

Factors ORP (95% Cl) P value
Agegroup
Millennials (22-42 years) 4.926 (1.524-15.920) 01°
Generation X (43-58 years) 3.125 (1.069-9.135) 04°
Boomers (59-73 years) 1 (_d) —
Sex
Female 1(-) —
Male 341 (.122-.956) 04°
Education
Undergraduate 1) —
Postgraduate .998 (.417-2.389) .99
Work location
Remote area 1(—) —
Rural or regional 434 (.039-4.803) 49
Metropolitan or urban 402 (.038-4.83) 45

8mHealth: mobile health.
POR: odds ratio.
CSignificant values.
dReference group.

mHealth App Usein Practice

Of the 158 respondents, only 2.5% (n=4) reported not having
internet access, and 7% (n=11) of respondents reported that

https://nursing.jmir.org/2024/1/e57668

internet access is not provided by their employer. For clinica
purposes, over half of the respondents reported they use mHesalth
apps at least a few times a month to communicate with other
health professionals or colleagues (n=108, 68.4%); get
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information about medications or calculate dosages (n=99,
62.7%); access clinica guidelines, protocols, or reference

Table 3. Clinical mHealth? app uses (n=158).

Shiyab et a

sources (N=93, 58.9%); and interact with electronic medical
records (n=83, 52.5%; Table 3).

How often do you use amHealth app Never,n (%) Lessthanoncea A few timesa Few timesa At least once a
month, n (%) month, n (%) week, n (%) day, n (%)

To access a scientific journal 38(24.1) 45 (28.5) 40 (25.3) 23(14.6) 12 (7.6)

To access clinical guidelines, protocols, or 31 (19.6) 34 (21.5) 46 (29.1) 29 (18.4) 18 (11.4)

reference sources

To get information about medicationsor calcu- 25 (15.8) 34 (21.5) 35(22.2) 37 (23.49) 27 (17.0)

|ate dosages

To interact with electronic medical records 61 (38.6) 14 (8.9) 10(6.3) 16 (10.1) 57 (36.1)

To communicate with other health profession- 33 (20.9) 17 (10.8) 23(14.6) 34 (21.5) 51(32.3)

asor colleagues

To communicate with patients or their families 82 (51.9) 17 (10.8) 16 (10.1) 15(9.5) 28 (17.7)

To book a shift or manage your roster 70 (44.3) 16 (10.1) 25(15.8) 28 (17.7) 19 (12)

3mHealth: mobile health.

Respondents' perceptionstoward using mHealth appsin clinical
practice were variable. Approximately one-third of the 158
respondents agreed that performing tasks on mHealth apps is
easy (n=56, 35.4%), that mHealth apps facilitate clinical
decision-making (n=51, 32.3%), and that they can control the
use of mHealth apps (n=51, 32.3%). These items reflect effort
expectancy, performance expectancy, and facilitating conditions,
respectively. The social influence of using mHealth apps was
generally low (n=10, 6.3% to n=40, 25.3%). Only 10.2% (n=16)
of respondents thought that mHealth apps could improve the
quality of care, and 13.9% (n=22) agreed that information from
mHealth apps is up-to-date (see Table S1 in Multimedia
Appendix 2 for additional details).

Table 4. Barriers to mHealth® app recommendation (n=158).

mHealth App Recommendation

Of the 158 respondents, slightly fewer than half (n=74, 46.8%)
reported that they recommend mHealth appsto patients at | east
once amonth. Similarly, 64 (40.5%) respondents reported that
they were asked for recommendationsfor mHealth apps at |east
onceamonth. Respondentsreported not recommending mHealth
apps for various reasons (Table 4). The most reported barriers
were not being sure how to identify the quality of mHealth apps
(n=65, 41.1%) and the lack of access to mobile devices or
internet (N=53, 33.5%). The least commonly reported barriers
were not being within their scope of practice (n=16, 11.1%) and
privacy concerns (n=26, 16.5%).

Barriers

Values, n (%)

Not sure how to identify the quality of mHealth apps
Lack of access to mobile device or internet

Not confident in recommending mHealth apps
Unsure if mHealth apps improve health outcomes
Concern about the cost of apps

Peatients are not interested

Concerns about ligbility if there are issues with using apps
| do not think patients can use apps

Never crossed my mind

Concerns about patient privacy

Not in my scope of practice

Other barriers

65 (41.1)
53 (33.5)
45 (28.5)
42 (26.6)
42 (26.6)
38 (24)

31(19.6)
30 (19)

27 (17.1)
26 (16.5)
16 (11.1)
5(3.2)

3mHealth: mobile health.

Factors that influence mHealth app recommendations were
assessed based on the 4 constructs of the UTAUT. Slightly less
than half of 158 respondents felt that mHealth apps could
encourage patients to gain more health knowledge (n=77,
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48.8%), and more than a third believed that mHealth apps
improve chronic disease management (n=63, 39.9%) and
patients' heath (n=59, 37.5%). These 3 items all reflect
performance expectancy. The socia influence items were
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perceived asthe lowest, with only 10.8% (n=17) of respondents
reporting that patients adhered to the mHealth apps that they
recommended to them, 12% (n=19) of respondentsthought that
the organization has a plan to implement mHealth app use for
patients, and 13.3% (n=21) of respondents believed that the
organization supports mHealth app recommendations (see Table
S2 in Multimedia Appendix 2 for additional details).

Table 5. Predictors of mHealth?® app recommendation.

Shiyab et a

Logistic regression demonstrated that performance expectancy
(P=.04), facilitating condition (P=.05), and personal use of
mHealth apps (P=.05) were significantly associated with
mHealth app recommendation (Table 5). In contrast, effort
expectancy (P=.09) and social influence (P=.46) did not have
a dsignificant influence (P>.05) on whether respondents
recommended mHealth apps to patients.

Factors ORP (95% Cl) P value
Personal use of mHealth app 2.668 (1.002-7.106) 05°
Performance expectancy 2.384 (1.038-5.476) 04°
Effort expectancy .328 (.092-1.171) .09
Social influence 1.553 (.481-5.014) 46
Facilitating condition 3.743 (1.000-14.006) 05°

3mHealth: mobile health.
POR: odds ratio.
CSignificant values.

Discussion

Principal Findings

This paper has explored the current use of mHealth appsamong
Australian nurses and the factors that influence technology
adoption. Understanding the current situation regarding nurses
mHealth app use, preferences, and experiences given the recent
rapid advancements in mHealth apps will inform future
interventions, practices, and policiesto support self-management
for those living with chronic conditions. Strategiesto empower
nurses to maximize the benefit of mHealth apps will likely
positively impact patient care and health outcomes [28].

Findings revealed that respondents’ persona use of mHealth
apps was similar to other health care providers, which ranged
from 60% to 76% [29,30]. This highlights the widespread use
and familiarity of health care providers with mHealth apps. It
is noteworthy that, in this study, personal use of mHealth apps
wasfoundto beasignificant predictor of their recommendation
to patients. Other studies have aso found that heath
professionals personal use of mHealth apps significantly
impacted their recommendations to patients [29,30]. The
relationship between personal use and recommendation of
mHealth apps suggests that it may be possible to leverage the
pre-existing familiarity of health care providers with mHealth
apps through workforce development [30]. This includes
promoting the digital capabilities of nurses as a part of
continuous professional development to adapt to a rapidly
changing digital world [31]. In addition, encouraging
knowledge-sharing and peer-to-peer learning can be a strategy
to build digital literacy [32].

Despite the high personal use of mHealth apps, this study found
that the inability to discern reliable apps and alack of confidence
in recommendations were the top barriers to mHealth app
recommendations. Similar challengeswere reported in previous
studies, which reported unawareness of effective apps and
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sources to access them [9,22]. These barriers highlight the
importance of mHealth app regulation, including involving the
nurses in the whole process of mHealth app development [33],
as well as the establishment of a rigorous framework for
appraising mHealth apps, which could help nursesidentify and
differentiate high-quality apps for patient use [34]. On an
individual level, Ferguson and Jackson [35] discussed criteria
to evaluate app quality, and recently, more work has been done
by the Australian Digital Health Agency to create aframework
to help in the assessment of the quality and safety of mHealth
apps [34]. Thischallengeislikely not confined to Australia. In
their study of mHealth app regulation in 9 countries, Essén et
al [36] found that all these countries have some initiatives, and
despite thefact that the United Kingdom, Belgium, and Germany
advanced in devel oping frameworksfor app appraisal, they still
struggle with implementation. Although the rapid devel opments
in technology chalenge policy makers and researchers,
concerted efforts to create a unified and validated framework
for app appraisal are still needed. Moreover, to maximize the
benefit of such frameworks, nurses need to be provided with
appropriate training to implement and use these frameworksin
their practice [22].

Beyond the quality assessment frameworks to be used by
individual clinicians, a further strategy to support app
recommendation in clinical practiceis alibrary that embraces
safeand reliable apps and provides critical appraisals[9,22,37].
Regular reassessment of the quality of included apps is needed
to keep such libraries up-to-date [34]. These measures could
improve health care providers confidence in recommending
apps, which ultimately will reflect on the quality of care
provided to patients [9,22].

Other predictors of mHealth app recommendation in this study
were performance expectancy and facilitating conditions.
Consistent with Lim et a [20], performance expectancy was
found in this study to be significantly associated with app
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recommendation. Performance expectancy refers to the extent
to which people believe that using technology will provide a
gain in job performance [17]. Nurses beliefs about the
importance of mHealth apps in the management of patient
conditions could positively influence them to recommend these
appsto patients. Based on these findings, providing nurseswith
reliable evidence about the efficacy of mHealth appswill likely
increase their rate of recommendation to patients [20].
Facilitating conditions, which encompass self-control over using
apps, data security, time, and app affordability to patients[17],
were also found to be significantly associated with app
recommendation. Thisisasignificant finding for mHealth app
developers to give more attention to the app design. Secure,
reliable, and trusted apps, with free or minimal cost, are more
likely to be recommended to patients [20].

Limitations

Thisis one of the few studies that has explored the adoption of
mHealth apps among nurses and the factors that are associated
with such adoption. However, there are some limitationsto this
study. Given the inherent low response rate in survey research
and survey fatigue, the sample size was modest. However, to

Shiyab et a

improve the response rate, evidence-based strategies were
followed for recruitment [24]. Despite the modest size, the
sample did provide aspread of respondents across demographic
groups and clinical settings. Another limitation is the absence
of avalidated tool to explore the adoption of mHealth apps, so
the previous literature acted as a guide for the development of
the survey tool. Finally, a bias may exist, as the sample might
not be representative of the broader population of nurses. Asin
most survey research, the respondents might be moreinterested
in the survey topic than those who declined to respond.

Conclusions

Overdll, this research demonstrated that many nurses use
mHealth apps personally, which increases the likelihood of
adopting theminclinical practice and fosters patients’ autonomy
to self-manage their chronic conditions. However, given the
large number of mHealth apps and the lack of regulation of
these apps, nursesface challengesin integrating these appsinto
routine patient care. Targeting the barriersthat nursesface would
promote the integration of mHealth apps and harness their
potential for the benefit of health care providers and patients.
Nurses' involvement in any proposed solutions is essential.
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Abstract

Background: Effective communication isvital in health care, especially for nursing students who are the future of health care
delivery. In Irag's nursing education landscape, characterized by challenges such as resource constraints and infrastructural
limitations, understanding communication modalitiesis crucial.

Objective: This mixed methods study conducted in 2 nursing colleges aims to explore and compare the effectiveness of health
communication on the web, through mobile health (mHealth) applications, and via social media among nursing studentsin Irag.
The research addresses agap in understanding communi cation modalities specific to Irag and expl ores the perspectives, experiences,
and challenges faced by nursing students.

Methods: Qualitative interviews were conducted with a purposive sample (n=30), and a structured survey was distributed to a
larger sample (n=300) representing diverse educational programs. The study used a huanced approach to gather insightsinto the
preferences and usage patterns of nursing students regarding communication modalities. The study was conducted between
January 12, 2023, and May 5, 2023.

Results: Qualitative findings highlighted nursing students' reliance on the web for educational materials, the significant role
of mHealth applicationsin clinical skill development, and the emergence of social media platforms as community-building tools.
Quantitative results revealed high-frequency web use (276/300, 92%) for educational purposes, regular mHealth application usage
(204/300, 68%) in clinical settings, and active engagement on social media platforms (240/300, 80%). Traditional methods such
as face-to-face interactions (216/300, 72%) and practical experiences (255/300, 85%) were preferred for devel oping essential
skills.

Conclusions: The study underscores nursing students' preference for an integrated approach, recognizing the complementary
strengths of traditional and digital methods. Challenges include concerns about information accuracy and ethical considerations
in digital spaces. The findings emphasize the need for curriculum adjustments that seamlessly integrate diverse communication
modalities to create a dynamic learning environment. Educators play a crucial role in shaping this integration, emphasizing the
enduring value of face-to-face interactions and practical experiences while harnessing the benefits of digital resources. Clear
guidelines on professional behavior online are essential. Overall, the study expands the understanding of communication modalities
among nursing students in Iraq and provides valuable insights for health care education stakehol ders globally.

(JMIR Nursing 2024;7:€55744) doi:10.2196/55744
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professionals and patients alike. The ability to convey
information, build trust, and establish meaningful connections
isparticularly vita for nursing students, who serve asthe future
backbone of health care delivery [1,2]. The evolving nature of

In the dynamic landscape of hedlth care, effective peqih care delivery necessitates akeen understanding of diverse
communication stands as a cornerstone for both health care

Introduction

Background
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communication modalities among these aspiring health care
professionals [3]. As digital natives, nursing students find
themselves at the crossroads of traditional methods and
cutting-edge technol ogies, ajuncture that not only significantly
influencestheir education but also shapesthetrajectory of their
future practice [4].

In the context of Irag, nurses are required to possess language
proficiency and undergo training in cultural customs and beliefs
to effectively deliver care to a diverse patient population.
Furthermore, the inclusion of support services, such as
dieticians, inthe care planisessential to addressrelevant cultural
considerations [5-7].

In the globa context, the study’s focus expands beyond the
borders to the unique health care landscape of Irag. The health
care system in Iraq grapples with a range of challenges,
including resource constraints, infrastructural limitations, and
the aftermath of conflict [8,9]. Understanding the gap in
communication modalities among nursing students in Iraq
becomes crucial, as it provides insights into the specific
challenges faced by these students within the broader context
of developing health care infrastructure.

This study, therefore, seeks to explore and compare the
effectiveness of health communication on the web, through
mobile health (mHealth) applications, and via socia media
among nursing students in Irag. We aim to juxtapose these
digital methods against traditional communication approaches,
shedding light on the specific challenges and opportunities that
arise within the unique health care landscape of Iraqg. By delving
into the distinctive perspectives, experiences, and challenges
faced by nursing studentsin Iraqg, we aspire to uncover insights
that not only contribute to the broader discourse on health care
communication and education but aso offer targeted
recommendations for improving nursing education in Irag's
specific context.

Previous studies may have examined general communication
practices in health care or nursing education, but they often
overlook the nuanced sociocultural and infrastructural factors
present in Irag. These factors could significantly impact the
choice and effectiveness of communication modalities among
nursing students in the region. In addition, as technology and
digital resourcesbecomeincreasingly integrated into health care
delivery worldwide, understanding how nursing studentsin Iraq
navigate and use these tools within their specific context is
essential.

Thegap inthe study liesin thelimited research that specifically
addresses the communication modalities used by nursing
students in Irag. As the health care landscape undergoes
transformations, understanding how nursing students navigate
and use communication tools becomes pivotal. By addressing
this gap, we not only contribute to the global understanding of
health care communication but also provide valuable insights
for stakeholders in Irag's health care education and delivery
system, fostering a foundation for more effective and
contextually relevant nursing education programs.

https://nursing.jmir.org/2024/1/e55744
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Objective

The objective of this study is to investigate and compare the
effectiveness of health communication modalities, including
theweb, mHealth applications, and social media, among nursing
students in Irag. Specifically, the research aims to juxtapose
these digital communication methods against traditional
approaches, shedding light on the unique challenges and
opportunities within the health care landscape of Irag. By
delving into the distinctive perspectives, experiences, and
challenges faced by nursing studentsin Irag, the study seeksto
provide comprehensive insights that not only contribute to the
broader discourse on health care communication and education
but also offer targeted recommendations for improving nursing
education in Iragq's specific context. The primary goal is to
bridge the existing gap in research by specifically addressing
the communication modalities used by nursing studentsin Irag,
recognizing the transformative nature of the heath care
landscape, and providing valuable insights for stakeholdersin
Iraq's hedth care education and delivery system, thereby
enhancing the globa understanding of health care
communication and offering contextualy relevant
recommendationsfor more effective nursing education programs

inlraq.
Methods

Overview

To capture the nuanced perspectives of nursing students, amixed
methods approach was used in 2 nursing colleges affiliated with
different universitiesin Irag—Ninevah University in Mosul and
Al-Kitab University in Kirkuk. This approach involved the
integration of qualitative and quantitative data collection
strategies. The study intentionally focused on nursing students
enrolled in various educational programs, encompassing
diploma, associate degree, and bachelor’'s degree programs.
This diverse sampling aimed to ensure a comprehensive
representation of perspectives within the study’s scope.

Qualitative Phase

Semistructured interviews were conducted with a purposive
sample of nursing students (n=30) from various educational
ingtitutions. The interviews focused on understanding how
nursing students perceive and engage with health communication
methods, exploring their preferences, chalenges, and
experiences. Open-ended questions encouraged participants to
share anecdotes and reflections on the impact of different
communication modalitiesin their educational journey.

Quantitative Phase

To complement the qualitative insights, astructured survey was
distributed to alarger sample of nursing students (n=300). The
survey included Likert-scale questions and multiple-choice
items to quantify the frequency and preferences regarding the
use of web, mHealth applications, social media, and traditional
communication methods in their education. Questions also
addressed perceived effectiveness, challenges, and ethical
considerations associated with each modality.
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The chosen sample sizes of 30 for interviews and 300 for
surveys in this study were determined based on principles of
qualitative and quantitative research methodology, as well as
considerations specific to the research objectives and popul ation.

Validity and Rdliability of Survey Instrument

Steps were taken to ensure the validity and reliability of the
survey instrument. Before distribution to the larger sample, the
survey underwent a pilot study involving a small group of
nursing students (n=20) from similar educational backgrounds.
The pilot study aimed to assess the clarity, relevance, and
comprehensibility of the survey questions. Feedback from the
pilot study participants was used to refine and finali ze the survey
instrument, enhancing its validity and reliability for the main
data collection phase.

Data Analysis

Qualitative datafrom interviews were transcribed and analyzed
using thematic analysis to identify key themes and patterns.
Quantitative datafrom the surveys were subjected to descriptive
statistical analysis, providing aquantitative overview of nursing
students' preferences and perceptions.

Integration of Findings

The qualitative and quantitative findings were triangulated to
provide a comprehensive understanding of nursing students’
perspectives on health communi cation methods. By integrating
both types of data, we aimed to offer arobust and multifaceted
exploration of the comparative effectiveness of web-based,
mHealth, and social media communication versus traditional
methods, as perceived by nursing students.

Ethical Considerations

Theethical aspectsof thisstudy were carefully addressed during
the qualitative data collection phase. Prior to their involvement,
al nursing student participants received comprehensive
information regarding the research’s objectives, procedures,
and potential risks and benefits, and they provided written
informed consent. Strict measureswereimplemented to maintain
confidentiality, ensuring that participants responses remained
anonymous, and their privacy was protected. Participants were
explicitly informed of their autonomy to withdraw from the
study at any point without facing any repercussions to their
academic standing or relationships. Postinterview debriefing
procedures were established to provide support or counseling
resourcesto participantsin case of distress. The study protocol,
including ethical considerations, underwent thorough review
and approval by the institutional ethics board at the College of
Nursing-Nineveh University (NUR-IRB-23. October-18th
NO:25). Throughout the data collection process, researchers
maintained reflexivity by criticaly reflecting on their biases
and potential influences on participants responses, thus
upholding the study’s integrity.

https://nursing.jmir.org/2024/1/e55744
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Results

Qualitative Findings

Utilization of Web-Based Resources

Nursing students overwhelmingly expressed a reliance on the
web for accessing educational materials, research studies, and
e-learning platforms. The flexibility and accessibility of
web-based resources were highlighted, allowing students to
engage with content at their own pace.

mHealth Applicationsin Clinical Learning

mHealth applications played a significant role in clinical skill
development, with students using apps for medication
management, patient assessment, and real-time data retrieval.
Challenges were noted, including concerns about the accuracy
of information within some applications and variations in app
reliability.

Social Media as a Community-Building Tool

Social media platforms were instrumental in fostering a sense
of community among nursing students. Peer support, information
sharing, and collaborative learning were cited as key benefits.
Ethical considerations, such as maintaining professionalism on
social media, were acknowledged asimportant aspects of digital
interaction.

Value of Traditional Methods

Face-to-faceinteractions, classroom discussions, and hands-on
clinica experiences were deemed essential for honing
communication skills. Mentorship from experienced health care
professionalsduring traditional interactionswas emphasized as
invaluable.

Quantitative Findings

Freguency of Web Use

In total, 92% (276/300) of surveyed nursing students reported
using the web daily for educational purposes. The majority
(234/300, 78%) indicated that web-based resources were their
primary source of information.

mHealth Application Usage Patterns

In total, 68% (204/300) of nursing students reported using
mHealth applications in clinical settings at least once a week.
M edication reference apps (138/300, 45%) and patient education
apps (96/300, 32%) were among the most frequently used.

Social Media Engagement

In total, 80% (240/300) of participants were active on social
media platforms related to nursing education. Facebook
(138/300, 45%) and Instagram (90/300, 30%) were the most
commonly used platforms for academic purposes.

Traditional Methods Preferences

In total, 72% (216/300) of nursing students found face-to-face
interactions with educators to be highly effective. Practical,
hands-on experiences in clinical settings were rated as very
important by 85% (255/300) of participants.
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Common ThemesAcrossQualitativeand Quantitative
Data

I ntegration Preferences

Nursing students expressed a preference for an integrated
approach, combining traditional methods with digital
technologies for a comprehensive learning experience.

Hamarash et al

Information Validation

Both qualitative and quantitative data revealed concerns about
the accuracy of information, with students emphasizing the
importance of verifying web-based content.

Balancing Ethical Considerations

Nursing students acknowledged the need for clear guidelines
on professional behavior in digital spaces and the importance
of maintaining patient privacy and confidentiality (Table 1).

Table . Navigating communication avenues in nursing education: an in-depth exploration of modalities and preferences (n=300).

Communication Frequency of use,  Primary purpose

Usagein clinical

Most frequently Social mediaen- Preferred tradition-

modality n (%) settings, n (%) used apps, n (%) gagement, n (%) al methods, n (%)

Web Daily (n=276, Educationa _a — — —
92%)

mHealth applica- At least weekly Clinica Medication refer-  Patient education — — —

tions (n=204, 68%) ence (n=135, 45%) (n=96, 32%)

Socia media Active (=240, Academic — — Facebook (n=135, Instagram (n=90,
80%) 45%) 30%)

Traditional meth- — — — — — Face-to-face

ods (n=216, 72%)
Not applicable — — — — — Practical, hands-on
(n=255, 85%)
3Not applicable.
Discussion [13], where Austriaidentified technological delay, insufficient

Principal Findings

The main findings of this study reveal a dynamic interplay
between traditional and digital health communication modalities
among nursing studentsin Irag. Specifically, the study highlights
the significant reliance on digital resources such as the web,
mHealth applications, and social mediaplatformsfor educational
purposes, while also recognizing the enduring value of
traditional methods such as face-to-face interactions and
practical experiencesin clinical settings. This underscores the
need for anuanced and integrated approach to nursing education
that effectively combinesboth traditional and digital modalities
to prepare the next generation of health care professionals.

Integration Preferences

The preference for an integrated approach to learning among
nursing students emerges as a pivota finding, shedding light
on their nuanced perspectivestoward communication modalities.
This inclination toward integration indicates a sophisticated
understanding among nursing students, recognizing the
symbiotic relationship between traditional and digital methods
in the educational landscape. This revelation aigns with
contemporary pedagogical theories that emphasize the
importance of adapting education to the evolving needs and
preferences of the learners.

I1n the Philippines, research indicated that technol ogy-enhanced
nursing education was more effective than conventional methods
[10, 11]. Arunasalam [12] highlighted that nursing students
encountered frustration with information and communication
technology (ICT) usage, primarily dueto alack of support from
faculty and staff. This aligns with the findings by Webb et &l

https://nursing.jmir.org/2024/1/e55744

government support, limited exposure, and a dependence on
technology as primary challenges faced by users in the realm
of ICT in nursing education .

A study conducted in Egypt by Fernandes et a [14] revealed a
set of challenges confronted by nursing studentsin using ICT,
including issues such as slow or poor web speed and access
(84.3%), inadequate ICT facilities (80.4%), difficulties in
accessing required information (68.7%), and the high cost of
web subscriptions (68.5%). This collective evidence underscores
that, despite the well-documented advantages of integrating
ICT into nursing education, there persist inherent challenges
that impede its seamless incorporation.

Complementary Strengths of Traditional and Digital
Methods

The recognition of complementary strengths between traditional
and digital methods in nursing education reflects a mature and
nuanced approach toward shaping the learning experiences of
future health care professionals. The integration of both
modalities creates a synergistic educational environment that
leverages the unique advantages offered by each approach.

Traditional M ethods

Traditional methods, characterized by face-to-face interactions
and hands-on practical experiences, play an integral rolein the
devel opment of essential interpersonal and clinical skillsamong
nursing students [15]. Face-to-face interactions with educators
provide a platform for immediate feedback, mentorship, and
the cultivation of effective communication. Practical experiences
in clinical settings not only reinforce theoretical knowledge but
also foster critical thinking, decision-making, and a deep
understanding of patient care[16,17].
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Digital Methods

Simultaneoudly, digital methods represented by the web,
mHealth applications, and social media bring distinct benefits
to nursing education. The web serves as a vast repository of
information, offering accessibility to awealth of resources and
facilitating self-directed learning. mHealth applications
contribute to the enhancement of clinical skills by providing
real-time data, medication references, and patient education
tools. Social media platforms create virtual communities,
fostering collaborative learning, knowledge sharing, and asense
of camaraderie among nursing students [18-20].

Synergy and a Well-Rounded Skill Set

The synergy achieved by combining traditional and digital
methods allows nursing students to harness the best of both
worlds. Traditional methods provide the foundational skillsand
human touch necessary for effective patient care, while digital
methods offer efficiency, accessibility, and the ability to stay
abreast of the latest devel opmentsin health care. Thissymbiotic
relationship promotes awell-rounded skill set that is crucia for
nursing students asthey transition into their futurerolesin health
care[21].

Balanced Approach and Core Values

Theinclination toward abalanced approach in nursing education
underscoresthe pivotal importance of preserving the core values
embedded in traditional methods. As technology continues to
reshape education in the digital age, nursing students recognize
that the enduring value of face-to-face interactions with
educators and practical, hands-on experiencesis indispensable
for fostering comprehensive clinical competence and holistic
patient care.

Preserving Core Values

The emphasis on a balanced approach reflects a commitment
to preserving the core values that have long been integral to
nursing education. Face-to-face interactions with educators
provide a unique opportunity for immediate feedback,
mentorship, and the cultivation of interpersonal skills. These
interactions contribute to the development of empathy, a
foundational element in patient-centered care. Practical,
hands-on experiences are essential for translating theoretical
knowledge into rea-world applications, fostering critical
thinking, and ingtilling adeep understanding of the complexities
of patient care [22,23].

I ndispensable Components of Nursing Education

Face-to-face interactions and practical experiences are
considered indispensable components of nursing education.
They go beyond the acquisition of technical skills, playing a
critical role in developing effective communication skills,
teamwork, and the ability to navigate complex hedth care
scenarios. Theimmersive nature of hands-on experiencesallows
nursing students to engage with the emotional and humanistic
aspects of patient care, contributing to the holistic devel opment
of future health care professionals [24,25].

https://nursing.jmir.org/2024/1/e55744
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Enduring Value in the Digital Age

Inthedigital age, wheretechnological advancements offer new
possibilities in education, nursing students emphasize the
enduring value of these foundational elements. While
recognizing the benefits of technol ogy-enhanced learning, they
underscore the irreplaceable role of face-to-face interactions
and practical experiences in shaping their identities as
empathetic and skilled caregivers. This sentiment aligns with
broader discussions in education literature that emphasize the
importance of balancing technological advancements with
traditional pedagogical approachesto foster holistic development
in students [26,27].

Leveraging Integration in Curriculum Design

Educators wield a pivotal role in shaping the learning
experiences of nursing students, and the insights derived from
this study underscore the imperative of crafting a curriculum
that seamlessly integrates diverse communication modalities.
By integrating technology-enhanced learning tool s, web-based
resources, and digital smulations into traditional classroom
settings, educators can foster adynamic and engaging learning
environment. This pedagogical approach not only aligns with
the current findings but also resonates with existing literature
that underscoresthe critical importance of technol ogy integration
in nursing education.

Creating a Dynamic L ear ning Environment

The integration of various communication modalities into
curriculum design creates adynamic learning environment that
caters to the diverse learning preferences and technological
competencies of nursing students. By incorporating
technology-enhanced | earning tool s, educators can enhancethe
accessibility of educational content, promoteinteractive learning
experiences, and facilitate real -time engagement with evolving
health care concepts [28,29].

Enhancing Student Engagement

Technology integration has been shown to enhance student
engagement, a critical factor in the overall success of nursing
education. Web-based resources, interactive simulations, and
collaborative digital platforms provide avenues for active
participation, fostering a sense of ownership over the learning
process. The integration of technology not only captures the
interest of tech-savvy students but also accommodates various
learning styles, ensuring a more inclusive and participatory
educational experience [30,31].

Preparation for the Evolving Health Care L andscape

A curriculum that embraces technology integration is essential
for preparing nursing students for the ever-evolving health care
landscape. The incorporation of digital simulations, telehealth
experiences, and exposure to emerging technologies alignswith
the contemporary demands of health care practice. It equips
students with the technological proficiency and adaptability
required in modern health care settings, ensuring that they are
well positioned to navigate the complexities of their future roles
[32,33].

JMIR Nursing 2024 | vol. 7 | €55744 | p.137
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR NURSING

Leveraging Integration in Curriculum Design

Educators wield a pivotal role in shaping the learning
experiences of nursing students, and the insights derived from
this study underscore the imperative of crafting a curriculum
that seamlessly integrates diverse communication modalities
[34]. By integrating technology-enhanced learning tools,
web-based resources, and digital simulations into traditional
classroom settings, educators can foster adynamic and engaging
learning environment. This pedagogical approach not only aligns
with the current findings but also resonates with existing
literature that underscoresthe critical importance of technology
integration in nursing education [35].

Creating a Dynamic L ear ning Environment

The integration of various communication modalities into
curriculum design creates adynamic |earning environment that
caters to the diverse learning preferences and technological
competencies of nursing students. By incorporating
technol ogy-enhanced learning tool s, educators can enhance the
accessihility of educational content, promoteinteractive learning
experiences, and facilitate real -time engagement with evolving
health care concepts [26,36].

Enhancing Student Engagement

Technology integration has been shown to enhance student
engagement, a critical factor in the overall success of nursing
education. Web-based resources, interactive simulations, and
collaborative digital platforms provide avenues for active
participation, fostering a sense of ownership over the learning
process [37]. The integration of technology not only captures
the interest of tech-savvy students but also accommodates
various learning styles, ensuring a more inclusive and
participatory educational experience [38,39].

Preparation for the Evolving Health Care L andscape

A curriculum that embraces technology integration is essential
for preparing nursing studentsfor the ever-evolving health care
landscape. The incorporation of digital simulations, telehealth
experiences, and exposure to emerging technologies alignswith
the contemporary demands of health care practice. It equips
students with the technological proficiency and adaptability
required in modern health care settings, ensuring that they are
well positioned to navigate the complexities of their futureroles
[40].

Balancing Ethical Considerations

The discourse on ethical considerations in the digital realm
within the context of nursing education resonates with the
broader ethical conversation in health care. The acknowledgment
by nursing students of the need for clear guidelines on
professiona behavior in digital spacesalignswith theincreasing
recognition of the ethical implications associated with the use
of social mediaand mHealth applications. It isimperative that
educational programs incorporate components addressing the
ethical responsibilities of health care professionalsin web-based
environments, emphasizing the crucial aspects of privacy,
confidentiality, and maintaining the highest standards of
professionalism.
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Growing Recognition of Ethical Implications

In the digital age, health care professionals, including nursing
students, find themsel ves navigating acomplex landscape where
ethical considerations intertwine with technological
advancements. The acknowledgment of the need for clear
guidelinesreflects agrowing awareness among nursing students
about the potential ethical pitfalls associated with social media
interactions, the use of mHeath applications, and other
web-based platforms. These platforms, while offering
opportunitiesfor communication and information-sharing, also
pose ethical challenges related to patient privacy, boundaries,
and the responsible use of technology in health care [40].

Educational I mperative

Theintegration of ethical considerationsinto nursing education
is an imperative response to the evolving health care landscape
[34]. Educational programs must proactively addressthe ethical
responsibilities of health care professionals in digital spaces,
ensuring that nursing students are well equipped to navigate the
ethical complexitiesthat may arisein their future practice [41].
Thisinvolves providing comprehensive training on maintaining
patient confidentiality, safeguarding privacy, and upholding the
highest standards of professionalism in the digital realm
[34,42-44].

Components of Ethical Education

The ethical education of nursing students in the digital era
should encompass the following components:

« Privacy and confidentiality: Emphasizing the importance
of safeguarding patient information and maintaining
confidentiality in web-based communications.

« Professionalism: Ingtilling a sense of professionalism in
digital interactions, setting boundaries, and ensuring that
web-based behavior aigns with established ethical
standards.

«  Informed consent: Educating students about the importance
of obtaining informed consent when using digital platforms
for patient engagement or sharing health careinformation.

« Navigating ethical dilemmas: Providing guidance on how
to navigate ethical dilemmas that may arise in the context
of social media, mHealth applications, and other web-based
environments.

Implications for Nursing Education

Thefindings of this study offer several implicationsfor nursing
education, particularly in the context of Iraq's health care
landscape. Educators should recognize and capitalize on the
positive aspects of digital technologies, such as web-based
resources, mHealth applications, and socia media, by
strategically incorporating them into the curriculum. This
integration should be purposeful and aligned with specific
learning objectives and competencies, ensuring that digital tools
enhance the educational experience rather than serve as
distractions. Educators can achieve thisby designing interactive
web-based modules, using evidence-based mHealth applications
for skill development, and creating web-based discussion forums
on social media platforms to facilitate peer learning and
knowledge exchange.
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Moreover, educators should emphasize the development of
critical thinking skills among nursing students to navigate the
digital information landscape effectively. Thisinvolvesteaching
students to critically evaluate web-based sources, discern
credible information from misinformation, and apply
evidence-based practices in their clinical decision-making
processes. Incorporating case studies or simulated scenarios
that require students to analyze and interpret digital health
information can further enhance their critical thinking abilities
in the context of health care communication.

Practical experiences in clinical settings remain irreplaceable
for nursing students’ education. Whiledigital tools can enhance
certain aspects of learning, the hands-on application of
theoretical knowledge in real-world scenarios is essential for
building clinical competence and effective communication skills.
Educators should continue to prioritize and innovatein clinical
education, ensuring that students have ample opportunities for
direct patient care experiences, interprofessional collaboration,
and mentorship from experienced clinicians. Simulated clinical
scenarios using technology-enabled simulation platforms can
also complement traditional clinical experiences, providing
students with a safe and controlled environment to practice and
refine their skills before entering real clinical settings.

In summary, educators in nursing education should adopt a
balanced approach that seamlesdy integrates diverse
communication modalities into the curriculum. This involves
leveraging the strengths of digital technologieswhile preserving
the enduring value of hands-on clinical experiences. By
implementing specific strategies and best practices for
incorporating digital tools and fostering critical thinking skills,
educators can better prepare nursing students for the demands
of contemporary health care practicein Iragq and beyond.

Limitations of the Study

The findings of this study, conducted in 2 nursing colleges in
Irag, offer valuable insights into communication modalities

Acknowledgments
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among nursing students. However, severa limitations impact
the generalizability of the findings. These include the study’s
focus on gspecific ingdtitutions, a relatively small and
homogeneous sample size, reliance on self-reported data that
may introduce bias, alimited timeframe, and contextual factors
uniqueto Irag’s health care and educational landscape. Caution
should be exercised when applying these findings to broader
populations or contexts. Further research with larger, more
diverse samples, conducted across multiple regions and
institutions, is needed to provide acomprehensive understanding
of health care communication among nursing studentsin lraq
and beyond.

Future Directions

The study’s findings pave the way for future research avenues.
Longitudinal studies could track nursing students' evolving
perspectives over the course of their education and subsegquent
professional practice. Exploring the impact of interventions
designed to enhanceinformation literacy and ethical awvareness
among nursing students in the digital realm would also be
valuable. In addition, investigations into the experiences of
nursing educators in integrating diverse communication
modalities could provide a holistic understanding of the
challenges and opportunitiesin nursing education.

Conclusions

This study provides arich foundation for understanding health
communication preferences among nursing students. As
technology continues to evolve, nursing education must adapt
to prepare students for the complexities of modern health care.
A thoughtful integration of traditional and digital communication
methods will not only enhance educational outcomes but also
contribute to the devel opment of well-rounded, technologically
literate, and ethically conscious nursing professionals.
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Abstract

Background: Astechnology will continue to play a pivotal role in modern-day health care and given the potential impact on
the nursing profession, it is vitally important to examine the types and features of digital health education in nursing so that
graduates are better equipped with the necessary knowledge and skills needed to provide safe and quality nursing care and to
keep abreast of the rapidly evolving technological revolution.

Objective: In this scoping review, we aimed to examine and report on available evidence about digital health education and
training interventions for nursing students at the undergraduate and graduate levels.

Methods: Thisscoping review was conducted using the Joanna Briggs I nstitute methodol ogical framework and the PRISMA-ScR
(Preferred Reporting Itemsfor Systematic Reviews and Meta-Analyses extension for Scoping Reviews). A comprehensive search
strategy was developed and applied to identified bibliographic databases including MEDLINE (Ovid; 1946 to present), Embase
(Ovid; 1974 to present), CINAHL (EBSCOhost; 1936 to present), ERIC (EBSCOhost; 1966 to present), Education Research
Complete (EBSCOhost; inception to present), and Scopus (1976 to present). Theinitial search was conducted on March 3, 2022,
and updated searches were completed on January 11, 2023, and October 31, 2023. For gray literature sources, the websites of
select professional organizations were searched to identify relevant digital health educational programs or courses available to
support the health workforce development. Two reviewers screened and undertook the data extraction process. The review
included studies focused on the digital health education of students at the undergraduate or graduate levels or both in a nursing
program. Studies that discussed instructional strategies, delivery processes, pedagogical theory and frameworks, and evaluation
strategies for digital health education; applied quantitative, qualitative, and mixed methods; and were descriptive or discussion
papers, with the exception of review studies, wereincluded. Opinion pieces, editorials, and conference proceedings were excluded.

Results: A total of 100 records were included in this review. Of these, 94 records were identified from database searches, and
6 sources were identified from the gray literature. Despite improvements, there are significant gaps and limitations in the scope
of digital health education at the undergraduate and graduate levels, consequently posing challenges for nursing students to
devel op competencies needed in modern-day nursing practice.

Conclusions: There is an urgent need to expand the understanding of digital health in the context of nursing education and
practice and to better articulate its scope in nursing curriculaand enforce its application across professional nursing practice roles
at all levelsand career trajectories. Further research is also needed to examine the impact of digital health education on improving
patient outcomes, the quality of nursing care, and professional nursing role advancement.
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Introduction

Background

The World Health Organization (WHO) emphasized the
important role of information and communication technol ogies
(ICTs) infacilitating eHeal th services and urged health systems
to embrace emerging technologies such as artificial intelligence
(Al) and big data analytics, considering their potential to
radically change health outcomes. However, this requires
intentional investments in people and processes as well as
national-level strategies to realize the vision of a digitalized
health sector [1]. Correspondingly, asthelargest group of health
care professionals, “there is an urgent need for the nursing
workforce to acquire the skills and competencies to deliver
high-quality, safe, optimized person-centred care in a digital
health environment and to lead and participate in digital health
initiatives, decision-making, and evaluation” [2].

Digital health is a new and evolving term that is often used
interchangeably with other terms including eHealth, mobile
health, virtual care, and telehealth to name a few [3]. These
terms have evolved over time and can be understood by
examining the eras of theindustrial revolution impacting society,
including health care. During the periods from 1950 to 1960
(Mainframe Computer Era) and 1970 to 2000 (Health I T Era),
technological development was in its infancy, as such health
care systems focused on the basic use of IT systemsto manage
enterprise information and logistics. The eHedth Era
(2000-2020) witnessed an expansive use of ICTs such as
electronic health records (EHRs) and increased consumer
engagement in decision-making and self-care through digital
technologies such as apps and persona health records [3]. In
this period, terms such as mHealth and eHealth were popular.
Services such as telehealth were also available but mostly as
specialized and organi zation-based platforms. Telehealth refers
to the “delivery and facilitation of health and health-related
servicesincluding medical care, provider and patient education,
health  information  services, and sdf-care  via
telecommunications and digital communication technologies.
Examples of the technologies used in telehealth include but are
not limited to live video conferencing, mobile health apps, ‘ store
and forward’ electronic transmission, and remote patient
monitoring” [4]. The period between 2020 and beyond marked
the Digital Health Era, which is anticipated to revamp health
care as a result of the integration of more sophisticated
technologies including Al, robotics, machine learning, the
Internet of Things, virtual redity, and wearables. These
advancements are shifting the focus of health care from the
provider to aperson-centered model and creating opportunities
to improve health services modalities, system performance,
therapeutics and treatments, and all aspects of health care [3].
During this period, the term virtual care emerged during the
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COVID-19 pandemic. Virtual health denotes the facilitation of
the delivery of care services through any remote interactions
between patients and health care providers and between health
care providers themselves, whether synchronous or
asynchronous, using ICTs[5].

Although some progress has been achieved inincreasing nurses
digital health capacity, the expanded and rapid integration of
technological innovationsin health care has created challenges
for nursing educators and nursing programs to keep pace and
ensure that nurses are well prepared to lead the digital
transformation impacting professional practicerolesand patient
care[6-9]. In addition, while most nursing students have strong
basic digita literacy skills, these skills do not necessarily
trandlate into effective use of digital health technologiesin the
context of patient care[8,10,11]. Sometimes, assumptions about
the use of technology in the academic setting put nursing
students at a disadvantage, resulting in missed learning
opportunities for students to develop competency in working
with digital health technologies available in the clinical
environment [8,12]. In Canadian nursing, approaches currently
applied for preparing students at the undergraduate level in
digital health are mainly focused on integrating informatics
within existing courses, however, this integration is mostly
inconsistent and sporadic [8,13,14]. Similar to the Canadian
context, in other countries, the nursing informatics (NI)
competencies, which should serve as a guiding framework for
content integration in nursing curricula and as standards for
professional practice requirements in the workplace, have
limited to no focus on emerging technologies [15-17].
Furthermore, the adoption of these NI competencies in the
workplace and their impact on patient outcomesremain largely
unknown [8,18].

Nursing education is a key pathway for preparing nurses to
assume professiona rolesin diverse practice settings. Providing
nurses and nursing students with acomprehensive educationin
digital health should be an urgent priority, so they are better
equipped with the necessary knowledge and skills needed to
provide safe and quality nursing care and to keep abreast of the
rapidly evolving technological revolution. Thisisal soimportant
so that nurses are better able to support patients and families as
they navigate the heal th system and make decisions about using
these technologies for health promotion and chronic disease
management and to ensure that digital health services and
technologies brought into the health care system are equitable,
bias free, and accessible[2,9].

To identify current approaches for digital health education at
the undergraduate and graduate nursing education levels, a
preliminary search of available literature was conducted to
identify prior work on this topic, and severa reviews were
retrieved. Some reviews focused on NI and digita health
competency frameworks and the integration of NI into nursing
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curricula [15,16,18,19]. Other reviews addressed the learning
outcomes of digital learning interventions in higher education
[20] and technological literacy in nursing education [21]. The
remaining reviews examined the influence of Al on different
domains of nursing [22] and the effectiveness of telehealth
educational interventions in graduate nursing education [23].
Another search was conducted on December 1, 2023, to identify
if new reviews have been published sincetheinitial search was
conducted on January 5, 2022, and a scoping review protocol
was found in CINAHL Plus database that focused on NI
education in undergraduate nursing education [24].

On the basis of the evidence available on the digital health
education for nursing students, we believe a gap exists in the
literature, particularly assessing the current state with respect
to how nursing education at the undergraduate and graduate
nursing levels addresses digital health education about existing
and emerging technologies. Therefore, this scoping review
aimed to report on evidence available about digital health
education and training interventions for nursing students at the
undergraduate and graduate levels.

Review Question

The review aimed to answer the following question: what are
the types and features of digital health education and training
interventions currently availableto guideteaching and curricular
integration or education about digital health for nursing students
at the undergraduate and graduate levels? More specifically,
this review analyzed and synthesized information on the
following elements. (1) the definitions of digital health and
learning objectives and topic content addressed in the digital
health intervention; (2) the instructional strategies used and
their delivery processes, (3) the pedagogical theories or
frameworks used; and (4) the outcomes measured and eval uation
or assessment strategies used for measuring them.

Methods

The scoping review was conducted following the Joanna Briggs
Institute methodology [25] and in line with the PRISMA-ScR
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses extension for Scoping Reviews) [26]. Thereview
followed apriori protocol [27].

Search Strategy

A health sciences librarian developed a comprehensive search
strategy according to the PRISMA-S (Preferred Reporting Items
for Systematic Reviews and Meta-Anaysesfor Searching) [28].
To ascertain thefeasibility and testability of the search strategy,
an initial search was conducted in CINAHL (EBSCOhost) as
published in the study protocol [27]. All identified databases
were searched, and the search strategy was adapted as
appropriate. The following bibliographic databases were
searched from inception to present: MEDLINE (Ovid; 1946 to
present), Embase (Ovid; 1974 to present), CINAHL
(EBSCOhost; 1936 to present), ERIC (EBSCOhost; 1966 to
present), Education Research Complete (EBSCOhost; inception
to present), and Scopus (1976 to present; Multimedia A ppendix
1). The search used subject headings, wherever available, and
appropriate keywords to capture relevant peer-reviewed
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literature. The search strategy was derived from two main
concepts: (1) digital health, applying descriptors associated
with the term such as virtual, telehealth, or remote delivery to
capture the most relevant literature and (2) nursing education,
both undergraduate and graduate level, aswell as competencies
and curricula. A multidatabase search was completed for ERIC
and Education Research Complete, as these databases were
available on the same platform, and the search strategy for these
databases did not include any subject headings.

Only studies published from 2012 to 2023 were included
because the authors wanted to capture current and relevant
articles. Also included were studies published in the English
language, as the authors speak only English. The
non—peer-reviewed materials such as notes, editorials, letters,
books, and book chapters were removed from the results, as
they had limited information to contribute to the findings and
discussion. The initial database searches were conducted on
March 3, 2022, and updated searcheswere completed on January
11, 2023, and October 31, 2023. The same search strategy was
used for each updated search to ensure consistency and identify
any recently published papers. For gray literature sources, select
relevant organizational sources were identified and searched
for information regarding the digital health education programs
that were being offered to gain insights on which topics were
addressed and the target audiencesfor such education. Limiting
this search to afew organizations was intentional, considering
the volume of information that can be found on the web.

Eligibility Criteria
Participants

This scoping review considered studies that included nursing
students at the undergraduate or graduate levels admitted to
public or private institutions. Furthermore, the review included
studentsenrolled in undergraduate or graduate nursing programs,
qualifying graduatesfor various nursing roles such asgeneralist
entry-to-practice programs for registered nurses, licensed
practical nursesor registered practical nurses, nurse practitioners
(NPs), and registered psychiatric nurses. Empirical studiesthat
reported on digital health education for qualified nursesworking
in practice settings and studies that reported on studentsin other
health-related professions (eg, medicing, pharmacy,
physiotherapy) or allied health staff (eg, health care aids) were
excluded because these professions are not the subject of interest
inthis review.

Concept

The primary concepts of significance to the review are digital
health education and training for nursing students. Other related
conceptsincluded areinstructional strategies, delivery processes,
pedagogical theory and frameworks, and evaluation strategies.
Since the use of different technologiesin health professionals
education exists, the authors contend that the use of technol ogies
for learning and teaching purposes differsfrom the use of digital
health technologiesfor care delivery. Consequently, studiesthat
focused on the use of instructional technologies, such as
PowerPoint, simulation, and virtua reality for teaching or
learning purposesin the classroom or laboratory or for learning
about general clinical nursing skills, as opposed to education,
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learning, and training for acquisition of digital health knowledge
and competence, were excluded. Studiesthat only examined an
aspect of digital capabilitiesor NI competency, such as computer
or information literacy, and focused on NI competency without
explicitly linking the concept to digital health were excluded.
Studies that focused on aspects of medical technologies, such
as computed tomography scans and in vitro fertilization, were
also excluded.

Context

This review considered studies that examined digital health
education for nursing students admitted to educational
institutions (colleges or universities) at undergraduate and
graduate programs or both. There was no limit on the
geographical location of the published studies, as the authors
wanted to be comprehensive in their search and provide an
in-depth analysis of the literature from multiple geographical
locations.

Types of Sources

This scoping review considered al methodological and
theoretical papers, including quantitative, qualitative, and mixed
methods study designs. Systematic, scoping, integrative,
umbrella, and narrative review studies were excluded but these
types of studies were referred to in the Discussion section to
provide further information. In addition, opinion pieces,
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editorials, and conference proceedings were a so excluded due
to the insufficient information these sources offer to contribute
to the evidence available. Furthermore, a hand-search of
reference lists of the included studies to search for missing
studies was planned but not completed due to the large volume
of searches retrieved. Selected gray literature sources were
searched for additional evidence and insights.

Study and Source of Evidence Selection

Retrieved records were exported in complete batches into the
Mendeley reference manager software (Mendeley Ltd) to
generate bibliographies and the Covidence software (Veritas
Health Innovation) for deduplication and to enable the screening
process. To increase the reliability of the screening process, 2
reviewers (Sl and SA) independently determined the eligibility
of articles against the inclusion and exclusion criteria using a
2-stage screening process consisting of atitle and abstract scan
followed by afull-text review. All disagreementswere resolved
in consultation with other reviewers (M Kleib and EMD). The
PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) chart was used to document inclusion and
exclusion decisions and ensure transparency and rigor in
reporting (Figure 1) [29,30]. Where full-text articles were
excluded, reasons were provided for the exclusion (Multimedia
Appendix 2).

Figurel. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) chart.

Identification of new studies via databases |

Identification of new studies via other methods

Data Extraction

Two independent reviewers (Sl and SA) extracted data from
theincluded studies and recorded it into an open-access Google
spreadsheet. The included studies were extracted based on the
extraction table as published in the a priori protocol [27]. To
enhance reliability, the independent reviewers piloted the
extraction table on 10 records (qualitative, quantitative, and
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mixed method study designs), and after comparing results, no
further modifications were made to the extraction table. For
each record, the following information was extracted: record
information (ie, author or authors, year of publication, and study
aim or purpose); population or sample (nursing students or
level); context (country or program); concept (digital health
existing and emerging technologies, the definition of digital
health if provided, instructiona strategy used and delivery
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process [eg, lecture, video, case-based scenario, pedagogical
theory or framework, outcomes measured [eg, knowledge gain],
assessment methods, or approaches [eg, instrument or tool,
quizzes]); key findings; and recommendations. Any
disagreements were resolved with other reviewers (M Kleib
and EMD).

Data Analysisand I nterpretation

Basic descriptive statistics (ie, percentages or proportions) were
applied to analyze and report key characteristics of studies
included inthereview. Using an iterative, descriptive approach,
abstracted data from the included studies were examined for
similarities and differences to identify patterns and facilitate
thematic grouping of findingsto answer the research questions.
All members of the research team engaged in the discussion of
the results and agreed upon the adequacy of the proposed
thematic grouping. Where appropriate, a tabular format was
used to provide a visual representation of the findings [25,31].
Appendiceswere used to provide accessto information relevant
to the conduct of this review and facilitate future research.
Quality appraisal of theincluded studieswas not completed, as
it is not arequirement for scoping reviews.

Results

Study Inclusion

As shown in the PRISMA chart (Figure 1), combining all 3
searches together, we identified a total of 7886 studies. After
removing duplicates and completing the first-level and
second-level screening, 94 (1.19%) recordswereincluded from
the database searches. Furthermore, 6 sources from the gray
literature were included. These pertained to educational
resources published on the websites of select organizations,
including Digital Health Canada, Coursera, Healthcare
Information and Management Systems Society, Canadian
Nursing Informatics Association, Canadian Association of
Schools of Nursing, and the Open WHO (Multimedia Appendix
3[12,13,32-123]). In total, 100 records were included in this
review.

Characteristics of Included Studies

Of the 94 included studies from databases, the majority (n=67,
71%) were published within the last 5 years (2019-2023).
Studiesweremainly conducted in the United States (n=69, 73%)
followed by Canada (n=8, 9%). The remaining were a few
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studies (n=17, 18%) from New Zealand, the United Kingdom,
Australia, South Korea, Japan, Singapore, Norway, Democratic
People's Republic of Korea, and Saudi Arabia. The research
populations in these studies included representations from
nursing students at the undergraduate and graduate levels and
decision makers in charge of planning educational offerings.
Therewereno studiesinvolving licensed practical nurse students
or their educational preparation in digital health.

Review Findings

Table 1 provides a visual presentation of the range of studies
included inthisreview classified according to the type and focus
of the research study and the level of nursing education
(undergraduate and graduate) in order to facilitate the reporting
of the findings according to the review questions. Detailed
abstraction tables of al theincluded studiesfrom databases are
available in Multimedia Appendix 4. The review of the 6
websites comprising the gray literature sourcesisalso provided
in Multimedia Appendix 3.

The included literature sources revealed a proliferation of
educational offerings (Multimedia Appendix 4), and these
sources were examined to identify whether or not authors have
included a definition of digital health. A few studiesinvolving
undergraduate-level [13,104] and graduate-level education
[83,84] cited the definition by Heathcare Information and
Management Systems Society, which defined digital health as
a hedlth care delivery system that “connects and empowers
people and populations to manage health and wellness through
technology. Care is augmented by accessible and supportive
provider teams working within flexible, integrated,
interoperable, and digitally enabled care environments that
strategically leverage digital tools, technologies, and services
totransform care delivery” [124]. The definition of digital health
proposed by the WHO, including the initial one in the draft of
the global digital health strategy document published in 2019
or the one reported in final document, is as follows: “the field
of knowledge and practice associated with the development and
use of digital technologies to improve health. Digital health
expands the concept of eHealth to include digital consumers,
with a wider range of smart and connected devices. It also
encompasses other uses of digital technologies for health such
as the Internet of Things, advanced computing, big data
analytics, artificial intelligenceincluding machine learning, and
robotics’ [1].
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Table 1. Overview of the records included in the review (n=100).
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Reference
Database sour ces (n=94)
Interventional studies (n=61)
Undergraduate
Telehealth (n=11) [32-42]
EHR? training (n=10) [73-82]
NIP (n=2) [85,86]
Graduate
Telehealth (n=30) [43-72]
EHR (n=2) [87,88]
Digital hedlth (n=2) [83,84]
NI (n=4) [89-92]
Curriculum status and integration (n=14) [13,93-105]
Proposed strategies for integration (n=19) [12,106-123]

Gray literature sources (n=6)

C

8EHR: electronic health record.
BNI: nursi ng informatics.
“Not applicable.

Digital Health and NI Educational Interventionsat the
Undergraduate L evel

Overview

At the undergraduate level, the main focus of the education
delivered was on telehealth and telenursing [32-42] and
competency development in using the EHR through simulated
EHRs [73-82]. In total, 2 studies focused on NI education
[85,86]. Of note, some of these interventionswere implemented
or developed in response to the COV ID-19 pandemic [ 32-36,40].

I nterventions Focused on Telehealth Education

The scope of thetel ehealth theoretical education in theincluded
studies varied but mainly focused on the prepreparation for the
telehealth simulation. In 1 study, a range of topics including
telehealth etiquette, professionalism, peripherals, technol ogies,
documentation, billing, collaboration, and history taking were
taught [33], using different teaching modalities to deliver the
content such as online modules [33], e-book, and video [32].
One study reported the use of atelehealth clinical placement
experience [34], another study applied a web-based clinical
experience [36], and the remaining studies applied different
simulation activities [32,33,35,37-42].

Integration of simulation experiences was mostly as a
stand-alone intervention; a few studies reported integration as
part of an existing course. These studies integrated the
simulation experiences as part of arotation practice[38], course
assignment [33], and as part of a clinical course [37,40].
Simulation was delivered mainly viateleconferencing and online
technologies such as Zoom and Google Hangouts
[32,33,35,36,40-42]. A few studies used atel ehealth robot [33]
or a telepresence robot [38,39]. The simulation experiences
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varied in length from 1 hour to afew hours, facilitated by using
scenarios, standardized patients, briefing, and debriefing.
Authors used different professional practice frameworks such
asthe American Association of Colleges of Nursing Essentials
[33,40], National Organization of Nurse Practitioner Faculties
[33], and Quality and Safety Education for Nurses[37] and best
practices and theoretical frameworksfor conducting simulation
such as the International Nursing Association of Clinical
Simulation and Learning and Promoting Excellence and
Reflective Learning through Simulation method for debriefing
[33,36,37].

A quantitative quasi-experimental design with a pretest-posttest
[32,33,38] or posttest-only [39] and mixed methods research
[34] approaches were mostly used to measure a variety of
outcomes including knowledge, confidence, attitudes,
communication, and overall experiences. Some studies aso
sought to determine the usahility of the telehealth robot [33,39]
or feasihility of the telehealth experience [35,36]. In addition
to using pretest-posttest assessments, some authors used
Objective Structured Clinical Examinations[32,35], knowledge
tests [33,40], reflection [34,36,41], and focus group interviews
[34,37,42]. Despite the inherent limitations of the study designs
used, theinterventions delivered yielded positive outcomes and
students' experiences and feedback. Two studies [32,38]
reported a dtatistically significant change in the outcomes
measured.

I nterventions Focused on EHR Education

For studies involving EHR-related education, authors applied
a variety of research designs mainly to pilot academic EHRs
including mixed methods [74,75,80], case study [77],
correlational design [81], surveys [73,76,78], think-aloud
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method [79], and focus groups [82]. Integration was mostly as
a stand-alone intervention; a few studies reported integration
as part of the first-year nursing clinical course [73], aclinical
course[76], or as part of afundamentals of nursing course[81].
A key aspect of using the simulated EHRs focused on
developing documentation skills[73-75,79,82]. Case scenarios
were used in most interventions, some included an additional
didactic content [73] or provided orientation through videos,
webinars, and opportunities to practice [74,75,81,82]. A few
studies related the intervention to the required professional NI
competencies or educational theories supporting simulation
activities[75,80]. Outcomes of interest in these studiesincluded
knowledge, confidence, attitudes, satisfaction, experience, and
perceived NI competency. Statistically significant findingswere
reported in some of theseinterventions[73,75,76]. Some studies
also sought to evaluate the feasibility and suitability of the
simulated record for use in anursing program [74,75,78,79].

I nterventions Focused on NI Education

In total, 2 studies addressed NI education [85,86]. Of these, 1
study applied a controlled interventional design to measure
knowledge gain, attitudes toward the EHR, and perceived
confidence following the completion of 2 learning modules on
NI delivered via in-person lectures and online using vodcasts
[86]. The other study used a 1-group pretest-posttest design
following a2-day online NI educational program and measuring
perceived NI competency [85]. Both interventions were
informed by professional practice standards or competencies
and relevant educational theory, yielding a statisticaly
significant improvements in the outcomes measured [85,86].

Digital Health and NI Educational Interventionsat the
Graduate L evel

Overview

Of the 38 studies identified in this category, 30 (79%) focused
on telehealth interventions [43-72], 2 (5%) addressed digital
health [83,84], 2 (5%) focused on EHRs [87,88], and 4 (11%)
studies focused on NI education [89-92]. Of note, interventions
focused on tel ehealth education were mostly delivered without
situating this knowledge or skills within the broader digital
health or NI context, despite some studies indicating the
increased use of technology in the context of nursing practice.
In addition, some of these studies were implemented or
developed in response to the COVID-19 pandemic
[43-45,47-49,51,53,55,57-59,71,83,84].

Most studies (32/38, 84%) enhanced the intervention design by
incorporating theoretical and pedagogical frameworks such as
Bandura's self-efficacy theory [66,70]; Kolb’s Cycle of
Experiential Learning [49,72]; Ericsson’s and Smith Expertise
theory [68]; the Ottawa Model for Research [71]; the
Plan-Do-Study-Act cycle [66]; the Technology Acceptance
Model [60]; Roy's Adaptation Model [59]; problem-based
learning [62], Bloom's Taxonomy [66,91]; Adult Learning
Theories [89]; Nursing Education Healthcare Informatics
Framework [92]; Technology Informatics Guiding Education
Reform Competencies [92]; and professional standards and
competencies, telehealth competencies, and best practices for
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simulation-based research [43-45,47,49,51-53,55-59, 61,63-65,
67,72,83,84,91].

I nterventions Focused on Telehealth Education

I ntegration was mostly as a stand-alone intervention; however,
a good number of studies reported integration as part of an
existing theory or clinical course [44,45,47,48,50,51,53,
61-63,66,68,72]; theory courses included health policy, role
transition course, advanced health assessment course, and
bio-physical and integrated clinical diagnosis course. Of note,
only a few studies engaged students in their final clinical
practicum course in a telehedlth clinical rotation experience
[61]. Other students experienced telehealth during a clinical
rotation [46] or as part of aclinical experience [69]. Telehealth
education was delivered using a variety of educational
modalities or strategies including didactic education (online
modules and lectures, reading materials, videos, narrated
lectures, and self-directed modules) with simulation scenarios
and standardized patients [43-45,47,49,51,52,55,57,
58,62-64,67-70,72]; asynchronous and synchronous simulation
using teleconferencing tools and interactivities with or without
didactic education [51,52,58,59,63,65,71]; teleheal th self-paced
learning with discussion [48]; guest speaker lectures with
self-paced modules, lectures, and videoconferencing demos
[66,125]; simulation with a telehealth robot with an iPad and
or atelehealth cart [54,55,64]; simulation with students acting
as patients or providers [54,55,58,60]; telehealth as a clinical
rotation [46,72]; telehealth Objective Structured Clinical
Examinationsand clinical examinations[47,63,65,67]; telehealth
curriculum with supporting competencies [56]; telehealth
focused on specific skills (eg, consultation, e-visit, triage)
[50,54,55,60,64,65,68]; and partnership with clinical
organizations [61,69].

The duration of telehealth simulation intervention varied from
a few hours to days. Regarding topics covered in telehealth
education, some studies reported on topics included, such as a
broad overview of telehealth, technologies used in delivering
teleheadth, ways to engage with patients, teleheath
competencies, laws and regulations rel ated to telehealth practice,
digitar professionalism, and licensure requirements
[56-58,64,66-72].

Researchers designed the interventional studies using different
methods including mixed methods [43,55], pretest-posttest
design [71], descriptive design [54], quasi-experimental design
[44,50], formative and summative evaluation introduced as
educational activities [45,48,51,53], program evaluations
[46,47,49,56,63,65,69], pilot studies [43,52,55,57,59,60,
62,64,67,68], and quality improvement projects [58,66,71].
Some studies applied pretest-posttest assessments or
pretest-posttest surveys to measure a variety of outcomes
including knowledge, beliefs, confidence and comfort levels,
interest in telehealth, attitudes, preparedness, and satisfaction
with thelearning [44-48,50,52,56,64,66,68,72], proficiency and
competence in performing skills, clinical decision-making,
working collaboratively with members of the health team,
communication, providing care virtually, opinions, and
experience of learning. |n addition, some researchers evaluated
the usability of telehealth technologies applied in simulation
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and simulation effectiveness [55]. Majority of these studies
reported improvements after the intervention and positive
student feedback; however, these measurements were either
limited by the study design applied or the small sasmple size due
to the heterogeneity of designs used (see M ultimedia A ppendix
4 for more detalls).

I nterventions Focused on Digital Health

Only 2 studies[83,84] have actually used the term digital health
and intentionally developed educational strategies to deliver
such education to the students of the doctor of nursing practice
program [83]. Of these studies, 1 study reported on developing
an elective course on digital health that comprised 5 units[83],
and the second study incorporated mind mapswithin apracticum
experience to expose students to digital health technologies
used in practice [84]. In this same study, the authors also
reported that prior NI courses existed in the curriculum.

I nterventions Focused on EHR Education

Intotal, 2 studies published by the same authors[87,88] reported
on EHR-related learning by exposing students to simulated
EHRs using an assignment strategy, with case scenarios
integrated within health IT and NI courses, and assessing
perceived NI competency. The initial evaluation [87] included
an assessment of NI competence within the same group
following the intervention; however, the second evaluation
incorporated a control group [88].

I nterventions Focused on NI Education

In total, 4 studies [89-92] reported on NI education; 1 (25%)
study provided didactic education in the form of an online
learning module[89]; 1 (25%) study developed a4-week clinical
practicum experience for using the electronic medical record
[90]; and 2 (50%) studies reported on devel oping online courses
in NI [91,92], but these were conducted in 2013 and 2014.

StudiesReporting on Statusof Curricular I ntegration

In total, 14 studies [13,93-105] focused on determining the
status of digital health or NI integration in undergraduate and
graduate nursing curricula using mainly survey designs
[94,96,97,100,101,103,105]. Four studiesfocused on tel ehealth
integration [93-96]. Of these, 2 studies included NP curricula
[93,95], one applying an evaluation of a web-based telehealth
(module-based) course [93] and the other reporting on program
evaluation [95] following curriculum mapping, integration, and
obtaining students' feedback through comparing pretest-posttest
surveys. The remaining 2 studies [94,96] used cross-sectional
surveys of nursing programsinvolving both undergraduate- and
graduate-level students, and both studiesrevealed variable levels
of integration.

A total of 9 studiesexamined NI integration in nursing curricula
using different methods including Delphi survey [97], internet
search [98,100,103], case study [99], questionnaires [101],
curriculum review [102], and mixed methods approach
examining both NI and digital health [13,104], and 1 study
examined the status of academic EHR use [105]. Variability
was noted across these studies, but overall, some studies (4/9,
44%) that have implemented NI or digital health have noted
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improvement in students’ learning outcomes after integration
[93,95,98,99].

Proposed Strategiesfor Enhancing Digital Health and
NI Education

A total of 14 studies [12,106-123] provided a discussion of
strategies that could be used by nurse educators or nursing
programs to strengthen undergraduate and graduate nursing
education including Al competencies to inform undergraduate
and graduate education [106], role of clinical preceptors in
helping students learn about digital health [12], guidelines for
health informatics [107], different telehealth educational
strategies including how to incorporate or level telehealth
competencies in the curriculum [108-112], strategies for NI
education or curricular leveling [113-120], and EHR simulations
[121,122]. Furthermore, 1 study focused on digital health and
technology competency [123].

Gray Literature Findings

A review of thewebsites of 6 organizationsrevealed anincrease
in the offering of educational programs and courses related to
digita health, with some of them focused on emerging
technologies. An overview of these findings is available in
Multimedia Appendix 3.

Discussion

Principal Findings

The purpose of this review was to map the literature on digital
health education, training courses, or other pedagogical
interventions used for undergraduate and graduate nursing
students and to inform the development of future educational
interventions. Despite improvements, there are significant gaps
and limitations in the scope of digital health education at the
undergraduate and graduate levels, consequently posing
challengesfor nursing studentsto devel op competencies needed
in modern-day nursing practice.

In defining digital health, a few studies used the term digital
health or provided educational strategiesand content that capture
the broad focus of digital health in nursing education. Several
studies included in this review were conducted in the wake of
the COVID-19 pandemic. Theincreased use of virtual careand
telehealth practice mainly occurred at the graduate NP practice
level, and both modalities are subsumed under digital health.
Yet, the authors of these studies did not situate this education
within the broader areaof digital health or eHealth. Furthermore,
the current educational approaches regarding digital health
education are primarily focused on developing dimensions of
NI competencies, that is, skills for using digital heath
technologies such as EHRs and telehealth.

According to the 2022 Nurse Practitioner Role Core
Competencies in the United States, domain 8 Technology and
Information Literacy includes 5 indicators focused on the
application of ICTs [126]. These are aso aigned to the
American Association of Colleges of Nursing Essentials and
Advanced-level Nursing Education, which emphasizes ICTs
and informatics processes under domain 8 and provides 5
indicators, for example, indicator 8.4f: “employ electronic
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health, mobile, health, and telehealth systemsto enable quality,
ethical, and efficient patient care” may explain the focus on
telehealth education at the NP education level within the
included studies [126]. These guidelines also do not use the
terminology of digital health. In Canada, the Canadian Nurse
Practitioner Core Competency Framework, published in 2010,
has an indicator 1.11: *“Adheres to federal and
provincial/territorial legislation, policies, and standards related
to privacy, documentation, and information management (this
also appliesto verbal, written or electronic records)” [127], but
no reference to digital health or NI was made.

Only two studies (2/38, 5%) focused on digital health as a
concept to teach nursing students, with an increasing volume
of studies on telehealth or telenursing education (30/38, 79%).
Contrary to the findings of this review, the review by Foster
and Adams [128] indicated inadequate research studies on
telehealth education. The disparity in the findings could partly
be due to the difference in the search periods, as our review
included studies conducted before, during, and after the
COVID-19 pandemic when the use of telehealth began to
increase. Despite the difference in the findings, both reviews
address the importance of timing and indi cate the attention and
relevance of teleheal th education within nursing. Although most
of the educationa interventions about digital health at the
graduate level addressed tel ehealth, theintegration and education
about telehealth are still inadequate asidentified in this review
and prior reviews [129]. In addition, a recent national survey
conducted by Eckoff et al [94], which examined the tel ehealth
education in both prelicensure and graduate nursing education,
also revealed inconsistency and limited education about
telehealth.

No studies indicated teaching NI or digital health as a unique
course within the nursing curriculum. In addition, despite the
increased attention to the potential impact of Al on nursing
education and practice, ho interventional studiesthat addressed
Al education at the undergraduate or graduate |evel swere found.
Only 1 study [106] identified Al competenciesto guide nursing
education in Canada despite urgent calls for providing formal
training and education of health care providers and nurses at
the basic and advanced levels in Al. The proliferation of Al
technologies in nursing education and clinical practice shows
the need for proactive measures to integrate Al education and
its related competencies in nursing education [22,130].

With respect to the scope of educational strategies currently
being used, these included didactic approaches such astraining
sessions or webinars, online modules, prerecorded lectures,
PowerPoint presentations, and video clips; experiential approach
that mostly applies simulation encounters along with debriefing,
guided exercises, and opportunities for question or answer; or
a combination of both. To enhance students experiential
learning, the educational strategies were delivered through
online and face-to-face means [131]. The choice of these
strategies was largely based on the objectives of the study and
the interventional design applied. More advanced educational
strategies, such as virtual and augmented reality, are limited in
teaching nursing students about digital health and NI. Asthese
technologies become more mainstream, it is anticipated that
future research will shed light on the value and effectiveness of

https://nursing.jmir.org/2024/1/€58170

Kleib et a

these strategies in nursing education, specifically in the digital
health education [8,9]. It is promising to see that educators and
scholars have shared their expertise and the strategies that they
have applied in their programsfor integrating digital health and
NI; thiscould serveto encourage educatorsto consider applying
these strategies within their programs or day-to-day teaching
in order to improve graduate outcomes and increase their
capacity for optimal practicein digital health care environments.

It isnoted that the theoretical education about digital health and
NI as core concepts in the nursing curricula remains variable
and is mostly focused on the skills component as opposed to
providing comprehensive and foundational knowledge that
would help students understand the full picture of the digital
health revolution. This was also corroborated by the findings
from studies that examined the status of NI and digital health
integration in nursing curricula, demonstrating variable levels
of integration at both the undergraduate and graduate levels.
These findings suggest that digital health and NI are not yet a
priority in nursing education; however, studies reviewed were
mostly survey studies examining the state of education at apoint
intime.

Several papers in the included studies have incorporated
theoretical, conceptual, pedagogical, and professional standards
in designing their interventions. Using such frameworks is
highly recommended because it provides an evidence-based
approach for planning, implementation, and evaluation of the
educational intervention [132]. It also enables researchers to
expand on the body of knowledge available to inform nursing
education and practice based on best practices for knowledge
generation. Incorporating theory in theintervention design also
increases the intervention fidelity; however, the effectiveness
of these interventions can be limited by asmall sasmple sizeand
the lack of experimental control in measuring the outcomes of
interest.

The evaluative strategies used in these studies depended on the
study design and the expected outcomes. Although not all the
included studies assessed an intervention, some studies used a
single, multiple, or a combination of assessment strategies or
tools to undertake summative or formative assessment to
determine the effectiveness of the intervention. Therefore, the
assessment served as the measurement of the intervention done
or the process ingtituted. Similar to the findings of Hui et al
[131], authors of studies included in this scoping review also
identified multiple and written assessment tasks as evaluative
strategies used in assessing telehealth education implemented
in ahealth curriculum. Of noteisthat some studies (35/61, 57%)
that used theoretical frameworks for the intervention design
also devel oped assessment strategies or used existing validated
instruments to evaluate or measure outcomes.

Concerning the outcome measures examined, the outcome
measure for undergraduate and graduate levels had some
similaritiesand differences. Regarding the similarities, students
at the undergraduate and graduate level s were assessed on their
levels of competencies related to an educationa intervention.
However, at the graduate level, in addition to the competencies
identified at the undergraduate level, the expectations and
outcomes measured were more complex and advanced. After
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completing graduate-level education, graduate students are
expected to assume leadership with the delivery and
implementation of tel ehealth; hence, the education and training
at the graduate level on telehealth is more comprehensive, and
the educational interventions were often designed in alignment
with advanced practice standards and competencies as well as
frameworks such asthe tel ehealth competence framework [ 133].

With respect to the results from the gray literature, it is
interesting to note that different organizations in the United
States and Canada provided awide range of coursesin different
areas of practicerelated to digital health (Multimedia A ppendix
3). This may reflect an increased interest in digital health or a
demand among health care professionals or their employersfor
such information. This is encouraging and can be used as a
guidepost for nursing educational programs with respect to the
importance and scope of content that can be incorporated into
formal nursing education at the undergraduate and graduate
levels. Whilethese educational offerings primarily target health
care professionalsin practice, they can also be used by students
particularly at the graduate level. It can also serve asaresource
for nurse educators or practitioners to pursue continuing
education or increase their knowledgein areasthat are evolving
rapidly in health care, such asAl; for example, the WHO course
named Ethics and Gover nance of Al for Health is one example.

Thelimitationsin the scope of the digital health education both
at the undergraduate and graduate levels could be attributed, in
part, to the fact that digital health asafieldisstill evolving. The
definition of digital health may not necessarily be known or
used by nursing scholars, and the term is also new and will
likely further evolve as technology advances in the years to
come. Although this may pose challenges for nurse educators
and programs to clearly articulate the scope of digital health
education in nursing curricula, standardization in either the
definition or the dimensions of digital health education should
not be perceived asabarrier for nursing programs and educators
to begin teaching their students about digital health.

Nursing education programs and educators are encouraged to
integrate what is known about digital health as it applies to
nursing in their curricula and to keep abreast of the
developmentsin thisfield so that nurses are not left behind. In
addition, upgrading existing NI competency standards,
particularly, from the entry level to practice level, in order to
account for developments in the field of digita health and
providing resourcesfor nurse educators on how to operationalize
these indicators in their day-to-day teaching are needed to
expedite this process of integration. As the field will continue
to evolve, periodic revisions of the NI competency standards
should also be considered.

Acknowledgments

Kleib et a

Implications

The dynamic nature of the health care system continuously
evolving asaresult of technological advancement demandsthat
nursing students have opportunities to develop a baseline
knowledge and competency in digital health and to cultivate
this knowledge through continuing education upon becoming
independent practitioners. From an equity perspective, al
nursing students should have the opportunity to receive
comprehensive digital health education because they represent
the future health care workforce that is aready faced with
significant challenges to overcome including aging population,
technological disruption, globalization, popul ation displacement,
and climate change to name a few [2]. As such, digital health
education should not be a side topic in the nursing curriculum
or be taught on a need-to-know basis, but rather it should be
comprehensively embedded throughout all levels of nursing
education and nursing career trajectories.

Thisscoping review provided important insightsinto the current
state of digital health education and the modalities available for
teaching nursing students. In light of the gaps and limitations
identified in this review, enhancing the digital health education
for nurses and nursing students should be a policy priority. A
comprehensive education about digital health should provide
foundational knowledgein core conceptsrelativeto the existing
and new digital health caretechnol ogies and create opportunities
for learners to continuously reflect on their practice as well as
be able to identify areas for growth and development as the
digital health ecosystem evolves. Upgrading nursing education
by introducing new strategies, such as virtual and augmented
reality and Al generative platforms, to deliver and augment
learning allows nursing students to think critically about these
technologies and, by extension, other similar applications that
will eventually make their way into clinical practice[124,134].
Follow-up studies may also be beneficia to determinetheimpact
of digital health and informatics education in the workplace.

Conclusions

As the digital health ecosystem continues to evolve, nursing
education and practice must evolvetoo. Thereisan urgent need
to expand the understanding of digital health in the context of
nursing education and practice and to better articulate its scope
in nursing curricula and enforce its application across
professional nursing practice roles at all levels and career
trajectories. Further research is also needed to examine the
impact of digital health education on improving patient
outcomes, the quality of nursing care, and professional nursing
role advancement.
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Abstract

Background: Caring profession students require skills and competencies to proficiently use information technologies for
providing high-quality and effective care. However, there is a gap in exploring the perceptions and experiences of students in
developing virtual care skills within online environments.

Objective:  This study aims to better understand caring professional students’ online learning experiences with developing
virtual care skills and competencies.

Methods: A sequential explanatory mixed methods approach, integrating both a cross-sectional survey and individua interviews,
was used to better understand caring professional students’ online learning experiences with developing virtual care skills and
competencies.

Results: A total of 93 survey and 9 interview participants were drawn from various faculties, including students from education,
nursing, medicine, and allied health. These participantsidentified the barriers, facilitators, principles, and skillsrelated to learning
about and delivering virtual care, including teaching methods and educational technologies.

Conclusions: This study contributes to the growing body of educational research on virtual care skills by offering student
insights and suggestions for improved teaching and learning strategies in caring professions’ programs.

(IMIR Nursing 2024;7:€53777) doi:10.2196/53777

KEYWORDS
virtual care; online teaching and learning; mixed methods research; virtual care; devel opment; mixed method study; online; care;

student; students; online learning; virtual learning; interview; experience; educational; technology; nursing; medicine; alied
health; teaching

: across the caring professionals including teachers, physicians,
Introduction nurses, and allied health professionals. It has become essential
Background to ensure that caring professionals have the required skills and

The COVID-19 pandemic created a prime opportunity for
higher-education institutionsto reeval uate how online education
is provided. More specificaly, the pandemic considerably
changed the ways in which education and care are provided

https://nursing.jmir.org/2024/1/e53777

competencies to adapt and navigate this new virtual care
landscape. The pandemic also uncovered arange of virtual care
skills and competencies that caring professions students will
need to thrive, reflecting a new erawhere remote care is often
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facilitated by information technol ogiesto facilitate high-quality
and effective care.

Traditionally, caring profession students have learned the
required skills and competencies of their profession through
in-person lectures, in-class group experiences, and
work-integrated placements with educators and professionals
(eg, kindergarten to 12th-grade classrooms, hospital settings,
and counsdling centers) [1,2]. The COVID-19 pandemic
accelerated ashift to virtual learning and caring contexts, where
students both learned about their profession and cared for the
public, using information technologies for effective training
[3-5].

Virtual careiscare provided through digital online collaboration
platforms where caring professionals use interpersonal and
technological skillsto provide careto clientsinavirtual setting,
including a variety of activities such as telemedicine, distance
consultation, remote counseling, and online education. The
authors conducted arecent systematic review, which identified
that students value the benefits of and are eager to learn how to
use digital technologies in preparation for their future rolesin
caring professional practice [6]. The review highlighted that
student learning was best supported when online learning
activities and technology aigned and closely replicated
real-world situations [6]. Furthermore, students who engaged
in online learning about virtual care were more likely to
incorporate virtual care into their future professional practice
[6].

Objectives

Despite these findings, there remains a need to identify the
teaching and learning conditions that may optimize e-learning
experiencesto support caring profession studentsin developing
virtual care skillsand competencies[6]. Moreresearch isneeded
to explore the perceptions and experiences of students in
developing virtua care skills within online environments. We
therefore conducted a study to answer the following research
questions:

1. How do caring professions students describe the
components of current online teaching and learning
innovations that support their development of virtual care
skills and competencies?

2. What are caring professions students experiences and
perceptions of onlinelearning opportunitiesfor developing
their virtual care skills and competencies?

3. What are the facilitators and barriers to creating and
engaging in online learning opportunities to support
student’'s development of virtual care skills and
competencies?

Methods

Design

We used a sequential explanatory mixed methods approach for
data collection, analysis, and integration of quantitative and
qualitative data [7,8]. We used a cross-sectional survey and
individua interviewsto understand caring professional students
online learning experiences with developing virtual care skills
and competencies. Integration between the 2 phases occurred

https://nursing.jmir.org/2024/1/e53777
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when the survey responses were used to identify potential
participants for follow-up interviews. This process involved
analyzing the survey data to purposively sample interview
participants that represented diverse perspectives and
characteristics of interest. Subsequently, the qualitative
interviews provided adeeper, context-rich understanding of the
survey findings, allowing for amore comprehensive exploration.

Sample and Participants

Voluntary participation was sought from students in caring
professions, encompassing education, medicine, nursing, and
allied health, within a midsized research-intensive ingtitution
located in western Canada.

Data Collection

We developed an online survey following well-established
methods [9] to examine components of current e-learning
opportunities, explore students' perceptions and experiences of
these opportunities, and identify the facilitators and barriers to
engaging in online learning that support the development of
virtual care skills and competencies. The survey wasinformed
by a systemic review previously completed by the authors [6].
To our knowledge, no previously validated tools have been
published that could be used to answer our research questions.
To ensure measurement-related validity (face and content), the
survey was piloted with 10 caring profession students who did
not subsequently participatein the formal study. Their suggested
edits were incorporated before survey distribution [7,10,11].
Survey items were a mix of Likert, closed-ended, and
open-ended questions including demographic questions and
guestions about educational experience, instructional methods,
satisfaction and effectiveness of technologies and educational
methods, and preparednessto providevirtual care. Surveyswere
distributed securely online using Qualtrics (Qualtrics
International Inc), and students were recruited via university
email, Twitter, Instagram, and Facebook [12,13]. Due to
individual faculty policies, only students from education,
nursing, and medicine were sent a recruitment email directly.
Social media recruitment targeted students from the caring
profession faculties of education, medicine, nursing, and allied
health within this western Canadian university (approximately
8000 students). Informed consent was assumed if the survey
was completed. All survey participants were also asked to
provide an email addressif they wereinterested in participating
in a follow-up interview. Interviews were conducted to better
understand students’ perceptions and experiences vis-a-vis the
research questions.

A semistructured interview guide was developed based on the
findings from the authors published systematic review and
online survey responses. While no theoretical frameworkswere
used in the creation of the interview guide, the categories,
domains, and conceptsidentified in the systematic review helped
inform the interview questions. All survey participants who
provided their email were contacted to participate in a 30- to
60-minute interview conducted via Zoom (Zoom Video
Communications). Before each interview, oral consent was
obtained and documented. The interviews were audio recorded
and transcribed verbatim.
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Data Analysis

Closed-ended online survey responses were downloaded from
Qualtrics and imported into the SPSS (version 28; IBM Corp).
The characteristics of the study population (eg, age, gender,
faculty, and experience) were analyzed using descriptive
statistics. Differencesin the distribution acrossthe data set were
summarized and displayed in tabular and graphical formats[11].
In addition, univariate analyses were conducted on continuous
datawhere appropriate[11]. Severa 1-way ANOVA testswere
completed to assess potential differences in satisfaction and
preparedness scores based on various demographic factors,
including gender, age, faculty, or experience with online
teaching and learning technol ogies. To analyze the relationships
with age, participant ages were grouped into 5 categories: <19,
20 to 29, 30 to 39, 40 to 49, and =50 years, making the data
more readable and more amenable to post hoc analysis should
significance be found.

All open-ended online survey responsesand interview transcripts
were assigned unique identifiers and imported into NVivo
software (version 14; QSR International) for qualitative data
management. Qualitative data were analyzed thematically via
induction to transform datafrom individual sourcesto common
themes[14,15]. To familiarize ourselves with the data, the entire
qualitative data set was initially read independently by 2
researchers (LN and SD) who met regularly to discuss, develop,
and ensure mutual understanding and agreement of the initial
codes. Detailed categorical code descriptionswere created using
NVivo software. Each data set was independently examined
within NVivo by the same 2 researchers who coded sections of
text, and the independent data files were merged to assess
alignment and divergence. Any divergence between the
researchers was discussed and resolved without the use of a
third party. Larger team meetings were held with all authorsto
examine and further refine patterns in the data and confirm
themes and subthemes. Written memos and meeting minutes
were used to record our data analysis process. We followed the
Standards for Reporting Qualitative Research (SRQR) in our
research and reporting processes [16].

https://nursing.jmir.org/2024/1/e53777
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Ethical Consider ations

We were granted permission to conduct this research through
the University of Cagary's Conjoint Health Research Ethics
Board (REB22-1054). Students were invited to participate
voluntarily, with the assurance that their involvement in the
survey would be anonymous and would not impact their standing
at the university. Completion of the survey was considered as
implied consent. For the interviews, al participants provided
informed verbal consent before engaging in an interview. These
interviews were conducted by a graduate student who did not
know and was not responsiblefor teaching the participants. The
audio recordings were professionally transcribed and then
anonymized by the graduate student before sharing any data
with the larger research team. To further maintain participant
anonymity, uniqueidentifierswere assigned to each participant,
and the data were aggregated accordingly.

Rigor

Several techniques were used to ensure rigor in our study.
Regular team meetings created occasions for debriefing,
reflexivity, and purposeful questioning of our interpretations
[17]. A detailed audit trail including codebooks, meeting
minutes, and shared fileswas maintained to document all study
decisions [18]. While 2 researchers coded all qualitative data,
all decisions about themes and subthemes were assessed by the
larger research team. We returned to the raw survey and
interview datato further verify our findings and ensure that our
findings adequately displayed the student participants' voices
[17].

Results

Participant Demographics

A total of 107 students started the survey, and 93 (86.9%)
completed the survey. Of the 93 survey participants, 15 (16%)
agreed to be contacted for a follow-up interview, of which 9
(10%) responded and compl eted an interview. Table 1 presents
the participant demographics for the survey and interviews.
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Table 1. Participant demographics.
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Demographic subcategory

Survey participants (n=93), n (%)

Interview participants (n=9), n (%)

Agegroup (y)

<20 11 (12)
20-29 39 (50)
30-39 22 (24)
40-49 14(15)
>50 5(5)
Not disclosed 2(2)
Gender
Man 15 (16)
Woman 74(80)
Gender diverse® 4(4
Faculty
Education 22 (24)
Medicine 27 (29)
Nursing 42 (45)
Allied health 2(2
Experience (self-report)
Beginner 13 (14)
Intermediate 33(35)
Expert 47 (51)

0(0)
2(22)
2(22)
2(22)
3(33)
0(0)

2(22)
7(78)
0(0)

2(22)
0(0)
7(78)
0(0)

1(11)
2(22)
6 (67)

8Gender diverseincludes gender fluid, nonbinary, queer, and individualswho prefer not to disclose due to the need for maintaining anonymity, especially

with small numbers.

Quantitative Results

Student survey respondents (n=89) reported that the faculty
used a variety of online instructional methods and various
teaching and caring technologies to help develop students
virtual care skills. For instance, the most-reported instructional
technology that respondents (n=93) reported being exposed to
included audio conferencing and videoconferencing (n=50,
54%), online learning systems (n=50, 54%), and online media
(n=35, 38%). Other instructional technology included simulated
health records (n=25, 28%) and telehealth monitoring systems
(n=5, 1%). Similarly, the most frequently reported instructional
methods included online modules (n=77, 83%), reflection on
learning (n=66, 71%), and online discussion boards (n=65,
70%). Other instructional methods included consultation with
clients (n=25, 27%) and demonstration of remote care (n=8,
9%).

https://nursing.jmir.org/2024/1/e53777

Students were asked how satisfied they were with the online
teaching and learning strategies that were used to help them
develop virtual care skills. Of the students who responded to
the question (n=89), only 9 (10%) indicated that they were not
satisfied, with othersindicating they were satisfied (n=20, 23%)
or somewhat satisfied (n=60, 67%). Students were also asked
how prepared they felt to use virtual care skillsin their future
practice. Of the students who responded to the question (n=64),
11 (17%) indicated they were not prepared, with other indicating
they were prepared (n=22, 25%) or somewhat prepared (n=52,
58%). The ANOVA test results did not reveal any statistically
significant differences among the groups (gender, age, faculty,
and experience) for both satisfaction and preparedness scores.
The full ANOVA test results and exact P values are presented
in Table 2.
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Table2. ANOVA results.
Scores and groups F test (df) Mean square P value
Satisfaction
Gender 1514 (2) 0.470 23
Faculty 1.806 (3) 552 15
Experience 0.106 (2) .034 .90
Age 1.353 (4) .396 26
Preparedness
Gender 0.026 (2) 011 .98
Faculty 1.642 (3) .673 19
Experience 0.144 (2) .063 .87
Age 1.380 (4) .569 25

Qualitative Findings

Overview

Figure 1 provides a high-level overview of the 5 themes and
their corresponding 16 subthemes derived from the qualitative

data, along with potentia implications. These findings are
explored in further depth in the sections that follow. Overall,

Figure 1. Overview of themes, subthemes, and implications.

Subthemes

Theme

Barriers to learning
about and providing
virtual care

*Technological challenges
eLimited accessibility
+Sense of disconnection

Facilitators of learning
about and providing
virtual care

eExpert faculty
*Virtual care curriculum
*Virtual care exposure

*Client centered
*Connection

Princi vi
nmples of virtual *Inclusive and accessible

care

+Relational skills
*Care management
*Technology literacy

Virtual caring skills

*Collaborative learning
=Experiential learning
*0Observational learning

Teaching methods

Barriersto Learning About and Providing Virtual Care

Studentsidentified several barriersto onlinelearning related to
developing virtual care skills for their future practice

https://nursing.jmir.org/2024/1/e53777
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interview participants lacked exposure to a robust virtual care
curriculum. These findings represent their perspectives on the
limited exposure that they did have and perspectives on what
could be valuabl e to studentsin the future. Participants' limited
exposure to virtual care learning varied as participants were
recruited from different faculties and programs. Students
reflected on how learning in an online setting had helped them
to gain or enhance virtual care skills.

Implications

Educators should strive to address
the barriers to provide equitable,
accessible, and client-centered care

Students need virtual care curriculum
that harnesses experiential learning to

promote knowledge application, skill
development, and confidence

Educators and students can maintain
client well-being using client-centered,
connection-focused, flexible, and
engaging virtual caring strategies

Students will need virtual caring skills to
establish meaningful connections with
clients, manage care, and navigate the
virtual setting

Students can benefit from experiencing
a combination of collaborative,
experiential, and observational teaching
methods to prepare them for providing
effective virtual care

technological challenges, limited accessibility, and a sense of
disconnection.
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Technological Challenges

Interviewees identified several key challenges to their active
participation in online learning aimed at fostering virtual care
skills and competencies. These challenges included streaming
problems, difficulties navigating new technologies, and the
unreliability of the technology. Students expressed their
struggles with web-based learning platforms, which can often
be unpredictable and unreliable;

The systemwoul d kick the whol e class out and people
would have to log back in again if too many people
tried to turn their cameras on. Even in cases where
people were trying to fight against that black screen,
sometimes the technology would fail and then you'd
be stuck in the same situation. [P6, interview,
education student]

Technology challenges further impacted the students' ability
to provide virtual care to clients. Students commented that in
addition to learning how to use the technol ogy themselves, they
needed to guide clientsusing unfamiliar technology. In addition,
they needed to accommodate technology failures when they
occurred:

Navigating or teaching clients how to navigate which
platformsto use... some clients aren’t well-versed in
using this platform, | think that’s definitely a barrier.
[P, interview, nursing student]

Students commented on the time impli cations when technol ogy
failed to work:

One of the things that we use here in my community

is telehealth, but even that can be terribly

complicated... you get together and then the

technology does not work and then everybody has to

plan again. [P3, interview, nursing student]
Challengeswith technol ogy clearly impacted students’ learning
as well as their ability to provide excellent and timely care to
their clients.

Limited Accessibility
Issues with accessibility, particularly inadequate internet
connections, hindered students from engaging in learning

opportunities that are crucia for developing essential virtual
care skills. One student stated as follows:

If my wifi cut out, | would completely miss what
somebody said. And the bigger of a group you have,
the more technol ogical barrierswe faced with maybe
not the best sound quality or somebody’'s camera
maybe not working. [P8, interview, nursing student]

One student discussed the challenge of providing virtual care
to a population that might lack access to the technology used
by providers. The student emphasized the necessity of being
adaptable and responsive to the diverse needs of clients:

For example, text messaging can be a good thing. It's
shown intheliterature and different studiesthat being
able to stay connected with a client through text
messaging that’s been set up that you’re going to text
them twice a week as a check-in, for example, was
one of the things that came up. Well, that’s great if,

https://nursing.jmir.org/2024/1/e53777
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of course, your client hasa cell phone, or hasreliable
access. S0, then you look at what are the client
strengths? Do they have access to a cell phone? If
they don't, well then that’s not going to work, so
you' re going to need to come up with something else.
[P3, interview, nursing student]

Inadequate access to mobile devices and robust internet
connections can impact student learning and the types of care
they can provide to clients.

Sense of Disconnection

Students were worried that providing care in a virtua
environment could restrict their ability to develop human
connectionswith clients or provide specific therapeutic services
that require in-person interaction. For example, therapeutic
touch is an important caring skill used in face-to-face
interactions:

Because in person you can make physical contact,
obviously therapeutic and appropriate with a person,
versus online. | can't really hug my computer. It's
more difficult to display that physical human
connection. | mean, sure, you can express empathy
through your words and your intent, but that’s a little
bit different than that face-to-face value. So, | could
see that as another barrier. [P8, interview, nursing
student]

Students who were learning to both provide care and teach in
online settings spoke of the lack of personal connection and the
challenge of establishing asense of community with their clients
as significant barriers to the provision of care:

...[N]obody turned their camera on. It just felt like |
was lecturing to my computer screen alone in a
room... it wasn't a strong community... | tried to get
them to turn their cameras on, but | just couldn’t
break that wall down. [P6, interview, education
student]

Another student spoke about the complexity of providing
appropriate personalized care over the phone, noting they were
unable to connect with clients by reading their body language:

| do work at a crisis center where | am over the
phone, and we don’'t have that faceto-face
interaction. And then | work in the emergency
department in mental health. And so, alot of the body
language, the information you can collect when you
have a patient in person is very different than the
information that you need to collect over the phone.
[P9, interview, nursing student]

Theimportance of creating meaningful connectionswith clients
was confirmed by other student respondents who noted that
“being online detracts from the real human experience” (P83,
survey, medica student)” and confirmed the challenges
associated with “convey[ing] compassion online and...
develop[ing] relationshipswith large online groups’ (P8, survey,
nursing student).”
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Facilitators of Learning About and Providing Virtual
Care

Studentsidentified several facilitators of online learning related
to developing virtual care skills for future practice, including
expert faculty, virtual care curriculum, and virtual care exposure.

Expert Faculty

Expert faculty are needed to facilitate the learning of virtual
care skills. While students indicated that the faculty should be
skilled in educating in online environmentsto provide asmooth,
engaging atmosphere for students, they also reported that their
experience varied by the educator:

Some were excellent at facilitating waysto participate
online and others didn't have the skills needed to
build an online community of learners. [P44, survey,
education student]

Students also noted that it is important for faculty to be
“competent in using online technology and be held accountable
to upload information and provide feedback in atimely manner
being available to students as needed” (P56, survey, nursing
student). Students discussed the potentia benefit of having the
faculty who have experience in providing virtual care and the
opportunity for faculty members to reach out to other
departmentsfor expert guidance regarding teaching virtual skills
in online environments, with 1 student stating as follows:

..[T]hat mentorship component is when you are
following... a mentor who'sin that field who can help
you relate to the material that you'relearning, | find
that to be really helpful, the interactive component
of it. [P, interview, nursing student]

As noted by student participants, expert faculty can also role
model and encourage online etiquette, foster psychological
safety in the classroom, and ensure that there are interactive
activitiesto facilitate a shared experience.

Virtual Care Curriculum

Studentsindicated agenuinedesirefor avirtua care curriculum;
however, none of the interviewed participants had received
robust virtual care training in their programs of study, such as
avirtual care course. Some participants indicated that the topic
would be brought up as a discussion around different ways that
professionals may interact with clients rather than a devoted
topic. Participants thought it would be beneficial if their
professional educational programsprovided avirtual care course
or threaded a virtual care curriculum to address topics such as
relevant technol ogy, information on remote care equipment (eg,
telemonitoring devices), rapport building in the virtual setting,
and limitations of virtual care. Students urged that virtual care
isareality that needsto be addressed in professional educational
programs that teach caring skills. Students in this study
expressed a clear desire to learn how to teach remotely. One
student remarked as follows:

Oh, definitely have a remote teaching course... how
to navigate Zoom as an instructor or in Google
Classroom... how to navigate some of the online
assessments... That would be awesome. | would totally
take that course [P4, interview, education student]
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As another student confirmed as follows:

[W] e focus so much on the bedside nursing, on the
clinician approach to care, that we forget about the
tremendous opportunitiesthat come about with remote
care as well as the need to have healthcare workers
in the remote care setting. [P8, interview, nursing
student]

Virtual Care Exposure

Students conveyed the desire to be exposed to virtual careduring
their educational programs by shadowing avirtual care provider,
practicing virtual care skillswith clients, viewing onlinevirtual
care demonstrations, or role-playing and simulating virtual care
environments where they could demonstrate their virtual care
competenciesin apsychologically safe environment. Exposure
toindividualsworking in remote health care settingswas viewed
ashighly beneficial and most effective when students understand
the diverse scope of practice:

| feel like having more individuals who work in the
remote setting and being able to shadow themor have
aclinical rotation in a remote setting would definitely
help if it was more inclusive of the broad scope of
practice of healthcare practitioners. [P8, interview,
nursing student]

Survey respondents provided additional statements suggesting
specific educational strategies that could be implemented to
enhance learning in online settings, such as “some virtual
simulationswould be agreat addition to the tool s already used”
(P61, survey, nursing student), “Exposure and experience with
various technologies, and careful consideration of the intended
goals and benefits/detriments of using these technologies’ (P9,
survey, education student), and “ | wish educators focused more
on demonstrations and explaining how this will work in ‘the
real world'” (P10, survey, nursing student).” According to the
students, the more exposure to virtual care, the better, and
thoughtfully integrating practical experiences with technology
can support more effective online learning.

Principles of Virtual Care

We identified 5 principles of virtual care: client centered,
connection, inclusive and accessible, engagement, and
flexibility. These principles reflect what students reported as
important factorsin their ability to learn about and demonstrate
caring skillsin avirtual environment.

Client Centered

Students recognized the value of client-centered learning for
their transition to caring practice. Students expressed that when
learning in an online environment, they wanted to feel cared
for and that their well-being was a priority; this trandated to
experiences they wanted to create for their current and future
virtual clients. Students expressed how the client-centered
approach involves individually assessing client needs and
adapting to effectively meet them within the online environment:

Understanding how we can adapt and meet client
needs better just in the environment alone | think is
something else that | kind of have taken away from
that experience. [P1, interview, nursing student]
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Online learning throughout the pandemic also helped students
recognize that people are complex and more than a name or
diagnosis:
| think the pandemic and online learning pulled back
that veil a bit and showed how complex people are.
| hope that an awareness of that complexity and the
needs that come with being whole people... carries
forward in teaching both online and in person. [P6,
interview, education student]

One student further identified how being client centered could
also inform the questions that they may ask and the care they
may provide for future remote clients:

Not just seeing a person as a diagnosis but seeing
them as so much more. Seeing is how their
community, the peopleintheir lives affect their quality
of life and wellbeing, as well as the resources they
have access to or don't have access to, and making
meaningful changes to themin a remote setting. [P8,
interview, nursing student]

The pandemic raised a newfound awareness of human
complexity and integrating a more holistic approach to both
online and in-person teaching was viewed as valuable by
students. Students emphasized the importance of seeing the
“human” asadynamic member of alarger system. Hence, caring
for people necessitates recognizing individual and systemic
influences of care.

Connection

Students expressed the importance of connection during their
online learning. They emphasized the value of relationship
building and discussed how alack of connection can adversely
impact engagement. They appreciated the faculty who invested
timein checking in with them and became acquainted with them
as individuals. They viewed this ability to connect as an
important skill to develop in themselves. Other students noted
that taking the time to build community was essential for
building connections with both colleagues and clients:

Onlinelearning really showed methe value of dowing
down a little bit. While still getting through all the
content you need to get through in a good way, it's
okay to also have moments... that are just about
community building... and checking in with people.
[P6, interview, education student]

They expressed that relationships were built through shared
experiences:

I have found that relationship building is key... these
relationships are what stimul ate not only engagement
with the material but also motivation to participate
and apply what oneislearning. [P15, survey, nursing
student]

Students prioritized connection as part of their virtual learning
and virtual care practices.
Inclusive and Accessible

Students remarked on the extent to which educational
technology has made learning and caring more inclusive and
accessible. Students noted how educational technology has
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created new ways of engagement, particularly benefiting those
who may have previously been excluded:

Online and virtual open up opportunitiesto learn and
interact in multiple ways such astext alongside audio.
Thishas meant peoplewith disabilities could join and
participate more. [P67, survey, medical student]

It has also allowed those students who live outside of urban
centers or who are balancing various life priorities to learn in
new ways.

It has madeit so | as a working mother of 2 children
can continue my education without feeling | must put
these other thingsin my life on hold. Online teaching
has meant | get to pursue my career aspirations
sooner than | ever expected. Itisvery exciting for me.
[P15, survey, nursing student]

Students also reflected on how virtual care has provided ameans
for clients outside of large urban areas to access care that they
may not have been able to previoudly:

It tends to be a lot more accessible for clients... we
can adapt and meet client needs better just in the
environment alone | think is something elsethat | kind
of have taken away from that experience. [P1,
interview, nursing student]

Students recognized and appreciated the transformative impact
of educational technology, particularly online and virtual
platforms; this technology has made learning and caring more
inclusive, accessible, and equitable, benefiting learners with
diverselife commitmentsand clientsresiding in rural locations.

Engagement

Students conveyed the belief that engagement isakey principle
in onlinelearning of virtual care skills. Students expressed that
engagement could be achieved in many waysincluding engaging
in in-class activities and group work, having breakout rooms,
leaving time for student questions, sharing experiences,
role-playing, and using multimodal content. One student
remarked on how they observed an educator modeling an
engaging strategy and that they considered how they would use
that strategy in their own practice of virtual care:

| learned a lot about different ways... to be present...
through the use of my voice and through the use of
my face and thevideo. [P2, interview, nursing student]

One student discussed how a professor embraced innovation to
enhance engagement in the virtua setting during the challenging
early days of the COVID-19 pandemic:

Because | was taking a class online that was
land-based learning. That's a really hard topic to
transition to online because you're off the land in
some ways while still being connected to the land in
others. The instructor did this really innovative and
fascinating thing where they would independently on
their own safely go out onto the land and they' d take
videos and make little audio recordings of their
encounters with the land to show how we can still be
land-based even when we're not together in the same
space. [P6, interview, education student]
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Flexibility

Studentsidentified flexibility asan essentia principleinlearning
and applying virtual care skills. Students noted how the inherent
nature of online learning provided them with the necessary
flexibility to learn content and skills at their own pace and
schedule, a skill that can be carried forward to their virtual care
practice. Some students noted that the flexibility in online
learning allowed them to learn optimally in a way that best
suited them:

Online learning means | can learn at my own pace
in an environment that is more comfortable and
therefore more conducive to learning. Without the
time pressure, | could redo things that | struggled
with and go faster through other parts. [survey
respondent]

Students observed flexibility in virtual care when their educators
offered flexible communication, flexible office hours, and the
freedom to choose assignment topics within the course
objectives. Thisflexibility empowered studentsto engage more
effectively and tailor their learning experience to their unique
needs and interests:

There's more onus placed on the student to learn.
What's beautiful about that, | think, is that, at least
from my experience, the learning really was driven
by me. There's a certain topic or there's a certain
parameter around what my learning was about or
what | was to achieve, but how | went about doing
that, the questions | asked, that really became a
personal journey for me rather than fulfilling
somebody else’s preset plan for my learning. [P5,
interview, nursing student]
That same student went on to use that modeled behavior to
inform the development of their own virtual care and teaching
skills:

| think that thereis still similarities there in terms of
even just communication, and how is that shaped or
modified, or even bettered because of my experience
of being a student and my own personal journey with
learning. But then be able to communicate better with
my studentsasa result of that rather than a prescript,
predetermined pathway. And giving my students that
opportunity as well to explore the world according
to them, really. [P5, interview, nursing student]

Students associated flexibility in access, choice of topics,
meeting times, and personalization with optimal onlinelearning
and virtual care practice.

Virtual Care Skills

Students identified many essential skills needed to provide
virtual care. The skills were divided into 3 main categories:
relational skills, care management skills, and technology
literacy.

Relational Skills

Relational skills such as communication, relationship building,
ensuring psychological safety, and conveying empathy were
viewed as essential for providing care in virtual settings.
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Students expressed the importance of paying attention to
nonverbal cues, voice tone, and active listening when working
invirtual contexts:

I think it definitely did hel p to devel op communication
techniques over the phone that were mostly verbal,
because we lost the aspect of most of the time having
non-verbal communication and the ability to build
rapport face-to-face. So | think just in terms of
dialogue and building rapport over just purely verbal
communication, | would say it definitely was
beneficial in having more practice to do that. [P1,
interview, nursing student]

As another student confirmed as follows:

| do find that my skills that I've learned and
communication skills that I've learned doing the
online Zoom classes, |'ve been able to utilize some
of those skills with delivering remote care to
patients...my learning that I’ ve done in my program,
I’ ve been ableto put directly to use at work. It'sbeen
very helpful. [P7, interview, nursing student]

One student conveyed the significance of small relational
moments in building a community during the pandemic:

It actually became about connection and community
as well, because | don’t know...I can’t speak for
anyone el se during the pandemic or in that particular
time, but classes, online classes, werereally my point
of seeing other people outside my immediate bubble
when wewere all in isolation. Those opportunitiesto
connect and chat in those breakout rooms, both about
course content and not about course content, were
really nice opportunities at the time. [P6, interview,
education student]

Students discussed the importance of establishing rapport and
building relationships with clients. They remarked on how this
was challenging but essential to demonstrating virtual care. One
student shared how online learning enhanced the ability to build
rapport and relationships with clients:

We talked about the rapport building and that
relational aspect to remote care that | think isreally
important, that | think online learning really hones
those skills. It does also help with the assessment
skills. [P9, interview, nursing student]

Students expressed the significance of cultivating psychological
safety when delivering virtual care, as this would allow the
client to feel more comfortable and at ease during the care
process:

I think it would be really helpful to have a better
understanding of creating an online learning
environment that's conducive to safety, to people
feeling safe enough to ask questions, express values,
and be clear about assumptions and be open. So just
really helping to create that. [P2, interview, nursing
student]
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Furthermore, students desired more opportunities to learn how
to convey empathy in the virtual setting. One student described
why they thought conveying empathy was important:

I might not be able to offer therapeutic touch for
somebody who's grieving, but | can show as much
empathy as possible and possibly recommend them
to additional resources. Because | fedl like as people,
it's fundamentally important to validate how
individuals feel and work toward improving their
health. And | mean in a remote setting, that might
take a few times, a few follow-upsjust asin a physical
setting, but you can make progresstoo. [P8, interview,
nursing student]

Care Management

Virtual care management requires critical thinking, organization,
advocacy, 